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REGULATION (EU)
2016/679 OF THE
EUROPEAN PARLIAMENT
AND OF THE COUNCIL
of 27 April 2016
on the protection of
natural persons with
regard to the processing
of personal data and on
the free movement of
such data, and repealing
Directive 95/46/EC
(General Data Protection
Regulation)

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND
THE COUNCIL OF THE EUROPEAN
UNION,

Having regard to the Treaty on the
Functioning of the European Union,

and in particular Article 16 thereof,

Having regard to the proposal from

the European Commission,

chah Astn
X|& 95/46/ECE
B x| 5=
2016 43 27X}
SEEERET
sEB0AE F (EV)
2016/679
CEEEEELE)

SEEEEERESEEE S



JHIEE XMelet 2est Ao 252t et 22
2

95/46/ECE HIXlot= 20164 43

After transmission of the draft
legislative act to the national

parliaments,

Having regard to the opinion of the
European Economic and Social

Committee,

Having regard to the opinion of the

Committee of the Regions,

Acting in accordance with the ordinary

legislative procedure,

Whereas:

(1) The protection of natural
persons in relation to the
processing of personal data is a
fundamental right. Article 8(1)
of the Charter of Fundamental
Rights of the European Union
(the ‘Charter’ ) and Article
16(1) of the Treaty on the
Functioning of the European
Union (TFEU) provide that
everyone has the right to the
protection of personal data

concerning him or her.

(2) The principles of, and rules on
the protection of natural persons
with regard to the processing of
their personal data should,
whatever their nationality or

residence, respect their
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(4)

fundamental rights and
freedoms, in particular their
right to the protection of
personal data. This Regulation is
intended to contribute to the
accomplishment of an area of
freedom, security and justice
and of an economic union, to
economic and social progress, to
the strengthening and the
convergence of the economies
within the internal market, and
to the well—being of natural

persons.

Directive 95/46/EC of the
European Parliament and of the
Council seeks to harmonise the
protection of fundamental rights
and freedoms of natural persons
in respect of processing
activities and to ensure the free
flow of personal data between

Member States.

The processing of personal data
should be designed to serve
mankind. The right to the
protection of personal data is
not an absolute right; it must be
considered in relation to its
function in society and be
balanced against other
fundamental rights, in

accordance with the principle of

proportionality. This Regulation

eze 550 il #&50 XI&

SYB0IAIE FH(EU) 2016/679 [REAE]
aEal AAEe 2, A H
ARE] R, A A ) B A s
gL gstell 71o187] st Aol

(3) +He3] 9 o|rt2] X|F 95/46/EC=
AH A Sy PAsh 1ARIS V)
24 2 HEE x3A7|a 3
= IR AFERE S5 B
Zsfalat sk

(4) 7WIER A= Aol SAbetES
AA|E ook gt JiRIG R KF o
ik Aol AiE el d2)7t obyrh
ol A= 1 AREE Vet ddsto]

s elofo} atul, wlale] A=) we}



Holm

oL

95/46/ECE HIXlot= 20164 43

)

Xelet 2taet Xgiel 259 Jefet
2

respects all fundamental rights
and observes the freedoms and
principles recognised in the
Charter as enshrined in the
Treaties, in particular the
respect for private and family
life, home and communications,
the protection of personal data,
freedom of thought, conscience
and religion, freedom of
expression and information,
freedom to conduct a business,
the right to an effective remedy
and to a fair trial, and cultural,

religious and linguistic diversity.

The economic and social
integration resulting from the
functioning of the internal
market has led to a substantial
increase in cross—border flows
of personal data. The exchange
of personal data between public
and private actors, including
natural persons, associations and
undertakings across the Union
has increased. National
authorities in the Member States
are being called upon by Union
law to cooperate and exchange
personal data so as to be able
to perform their duties or carry
out tasks on behalf of an
authority in another Member
State.
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(6) Rapid technological 6) T3 7l wHdy AAst= 71l
developments and globalisation AR HSo| A28 s 7
have brought new challenges for MAAR A1 F52 7 2A
the protection of personal data. =ojRth Vs Hitel Rz
The scale of the collection and 371 B ARl dss
sharing of personal data has stz Sl Add gle rRE QL
increased significantly. ARE &8 5 A Hrk AAd
Technology allows both private =2 A4 o B2 RIERE A AlA

companies and public authorities
to make use of personal data on
an unprecedented scale in order
to pursue their activities.
Natural persons increasingly
make personal information

available publicly and globally.

o] AANGI ABYT P me
WMekE TAgor], B AR
5 FES fASEA FE9T o)
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A3F W FANTRY 2SO
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Technology has transformed
both the economy and social
life, and should further facilitate
the free flow of personal data
within the Union and the
transfer to third countries and
international organisations, while
ensuring a high level of the

protection of personal data.

(7) Those developments require a (7) AU A dhbelA gxd A7}
strong and more coherent data e 4 Qs AlEE FAEske A
protection framework in the o] Fo%s e o, ojsl WA
Union, backed by strong < FHARS AYeta v dad
enforcement, given the ARHEZ AAE Q73 #Fedclo]
importance of creating the trust A1) TNRJIARE TAE 4 Qlojof
that will allow the digital shoh, Al AA &9, 3
economy to develop across the ZARG = el i S B e e B R

internal market. Natural persons o] x| ojof S,

should have control of their own

personal data. Legal and
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practical certainty for natural
persons, economic operators and
public authorities should be

enhanced.

Where this Regulation provides
for specifications or restrictions
of its rules by Member State
law, Member States may, as far
as necessary for coherence and
for making the national
provisions comprehensible to the
persons to whom they apply,
incorporate elements of this
Regulation into their national

law.

The objectives and principles of
Directive 95/46/EC remain
sound, but it has not prevented
fragmentation in the
implementation of data
protection across the Union,
legal uncertainty or a
widespread public perception
that there are significant risks
to the protection of natural
persons, in particular with
regard to online activity.
Differences in the level of
protection of the rights and
freedoms of natural persons, Iin
particular the right to the
protection of personal data, with
regard to the processing of
personal data in the Member

States may prevent the free
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flow of personal data throughout zFol 7} A7) ol WAyt

the Union. Those differences

may therefore constitute an

obstacle to the pursuit of

economic activities at the level

of the Union, distort competition

and impede authorities in the

discharge of their

responsibilities under Union law.

Such a difference in levels of

protection is due to the

existence of differences in the

implementation and application of

Directive 95/46/EC.

(10) In order to ensure a consistent (10) d#AHAAE F2 T2 ZAd
and high level of protection of H3E BAsty 5dg W 7iQd
natural persons and to remove AR 5579 welES AASH] ¢
the obstacles to flows of A= AR A et AAs =
personal data within the Union, Al Aol A BE FFEol B
the level of protection of the = 3=l T slok sttt il
rights and freedoms of natural Ar Aol #HS /AL 7]E
persons with regard to the AR} A5 BHZeke o] ¥
processing of such data should At A A3 A3 Sl 7Y
be equivalent in all Member SHA AgEojof st} WA oFE=
States. Consistent and =et7] gk IR A, 9
homogenous application of the S 93l olFofA = dF TS
rules for the protection of the Sk NRIEE A, AR debel A
fundamental rights and freedoms Fojgd F2 Fdsks YAste A
of natural persons with regard ool MAAR HEle} Fwsloq,
to the processing of personal a2 2 749 7 FE8S o9
data should be ensured Al A =7 S
throughout the Union. Regarding AetAY 4T F AEF LY
the processing of personal data ojof st} X|H 95/46/ECE ]38
for compliance with a legal St X B3 #d Hy Aol
obligation, for the performance TR 2ol HEY T, 32 ¢
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of a task carried out in the TAAHl Aol HQsk
public interest or in the opH=E 53ld oy

exercise of official authority itk
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application of the rules of this

Regulation. In conjunction with A4S o A

X
o

Oft

il

o

the general and horizontal law 3 54 g A
on data protection implementing ARst= YT HES
Directive 95/46/EC, Member A=t

States have several
sector—specific laws in areas
that need more specific
provisions. This Regulation also
provides a margin of manoeuvre
for Member States to specify its
rules, including for the
processing of special categories
of personal data ( ‘sensitive
data’ ). To that extent, this
Regulation does not exclude
Member State law that sets out
the circumstances for specific
processing situations, including
determining more precisely the
conditions under which the
processing of personal data is

lawful.

(11) Effective protection of personal (11) A dAAA aHHel 7)<l
data throughout the Union AE BS7) o]FoixeH, AR F
requires the strengthening and Aol At MAARE Agsta 7H
setting out in detail of the rights JFE A& AHsh= o= IF
of data subjects and the 5 Zslela o AdAsH A4S &




o™ Y

JHOIEE Xelot 2ast Aol Bset et E29 UR22 S0 ol ~+&ot X&

95/46/ECE HIXIGt= 2016 48 272X K23 L SEAS0IAIE #E(EU) 2016/679 [KEHE]
obligations of those who process Q7F vk, TS, 3 da The] sl
and determine the processing of AR B35 2o 45 A5
personal data, as well as nAastz] stk 3o] Hsdlop shH
equivalent powers for monitoring 25 SRKE A AAE HEslok
and ensuring compliance with st

the rules for the protection of
personal data and equivalent
sanctions for infringements in
the Member States.

(12) Article 16(2) TFEU mandates
the European Parliament and the
Council to lay down the rules
relating to the protection of
natural persons with regard to
the processing of personal data
and the rules relating to the

free movement of personal data.

(13) In order to ensure a consistent
level of protection for natural
persons throughout the Union
and to prevent divergences
hampering the free movement of
personal data within the internal
market, a Regulation is
necessary to provide legal
certainty and transparency for
economic operators, including
micro, small and medium—sized
enterprises, and to provide
natural persons in all Member
States with the same level of
legally enforceable rights and

obligations and responsibilities

for controllers and processors,
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to ensure consistent monitoring

ZpAQ1
of the processing of personal A== dol glejok
data, and equivalent sanctions in A
1

] =

all Member States as well as stof, 2 18 TP 25090 vk
effective cooperation between ZA o] s 7|5 BT Ag oF
the supervisory authorities of = ¢sletar Stk =3k fHAE
different Member States. The 719 W %7 o 3=y 1
proper functioning of the internal AE718S B A4S A48 o =
market requires that the free 23719 ¥ 4799 553 @
movement of personal data = 1Y E AR 24¥
within the Union is not 719 2 FA7I99 MES A9
restricted or prohibited for A3 A 2003/361/EC F54] A
reasons connected with the 270 w2},

protection of natural persons
with regard to the processing of
personal data. To take account
of the specific situation of
micro, small and medium—sized
enterprises, this Regulation
includes a derogation for
organisations with fewer than
250 employees with regard to
record—keeping. In addition, the
Union institutions and bodies,
and Member States and their
supervisory authorities, are
encouraged to take account of
the specific needs of micro,
small and medium—sized
enterprises in the application of
this Regulation. The notion of
micro, small and medium—sized
enterprises should draw from
Article 2 of the Annex to
Commission Recommendation
2003/361/EC.
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(14) The protection afforded by this (14) AA1e] 7B A2l Fedsho]

Regulation should apply to
natural persons, whatever their
nationality or place of residence,
in relation to the processing of
their personal data. This
Regulation does not cover the
processing of personal data
which concerns legal persons
and in particular undertakings
established as legal persons,
including the name and the form
of the legal person and the
contact details of the legal

person.

(15) In order to prevent creating a
serious risk of circumvention,
the protection of natural persons
should be technologically neutral
and should not depend on the
techniques used. The protection
of natural persons should apply
to the processing of personal
data by automated means, as
well as to manual processing, if
the personal data are contained
or are intended to be contained
in a filing system. Files or sets
of files, as well as their cover
pages, which are not structured
according to specific criteria
should not fall within the scope

of this Regulation.

(16) This Regulation does not apply
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to issues of protection of
fundamental rights and freedoms
or the free flow of personal
data related to activities which
fall outside the scope of Union
law, such as activities
concerning national security.
This Regulation does not apply
to the processing of personal
data by the Member States
when carrying out activities in
relation to the common foreign

and security policy of the Union.

(17) Regulation (EC) No 45/2001 of

the European Parliament and of
the Council applies to the
processing of personal data by
the Union institutions, bodies,
offices and agencies. Regulation
(EC) No 45/2001 and other
Union legal acts applicable to
such processing of personal data
should be adapted to the
principles and rules established
in this Regulation and applied in
the light of this Regulation. In
order to provide a strong and
coherent data protection
framework in the Union, the
necessary adaptations of
Regulation (EC) No 45/2001
should follow after the adoption
of this Regulation, in order to
allow application at the same

time as this Regulation.
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(17) fFHAT 719, A, #8 9 7]5l

oJgk JIRI R AHelel= 3] 4
olAt3 +F(EC) No 45/2001°9]
g9t 4 (EC) No 45/20013F
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(18) This Regulation does not apply

to the processing of personal
data by a natural person in the
course of a purely personal or
household activity and thus with
no connection to a professional
or commercial activity. Personal
or household activities could
include correspondence and the
holding of addresses, or social
networking and online activity
undertaken within the context of
such activities. However, this
Regulation applies to controllers
or processors which provide the
means for processing personal
data for such personal or

household activities.

(19) The protection of natural

persons with regard to the
processing of personal data by
competent authorities for the
purposes of the prevention,
investigation, detection or
prosecution of criminal offences
or the execution of criminal
penalties, including the
safeguarding against and the
prevention of threats to public
security and the free movement
of such data, is the subject of a
specific Union legal act. This
Regulation should not, therefore,
apply to processing activities for

those purposes. However,

OIYE Mcolet 23st Ugol 252 Jefst 22
95/46/ECE HIXlot= 20164 4& 2
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personal data processed by
public authorities under this
Regulation should, when used
for those purposes, be governed
by a more specific Union legal
act, namely Directive (EU)
2016/680 of the European
Parliament and of the Council.
Member States may entrust
competent authorities within the
meaning of Directive (EU)
2016/680 with tasks which are
not necessarily carried out for
the purposes of the prevention,
investigation, detection or
prosecution of criminal offences
or the execution of criminal
penalties, including the
safeguarding against and
prevention of threats to public
security, so that the processing
of personal data for those other
purposes, in so far as it is
within the scope of Union law,
falls within the scope of this

Regulation.

With regard to the processing of
personal data by those
competent authorities for
purposes falling within scope of
this Regulation, Member States
should be able to maintain or
introduce more specific

provisions to adapt the

application of the rules of this
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Regulation. Such provisions may of tigt o A% QAR e
determine more precisely T ok wzbAe] oJsk sl R
specific requirements for the A27F & e welel &3 A
processing of personal data by S gd=ol 54 AdelA
those competent authorities for HEZ A5 A9 gHF& Aste
those other purposes, taking into T SIA o st} o= 183k A|sH
account the constitutional, o] Fabdat Faebdel st A3
organisational and administrative oR2REe BE 4 Y uXE ¥
structure of the respective ShHE S oY, AR BA B VA
Member State. When the v @A Ao 3 5 W AL
processing of personal data by oA EA Q2 o|9s HIFI
private bodies falls within the 8l 2ok #3831 22X s
scope of this Regulation, this St A5 Wttty A= AlE B
Regulation should provide for AAG Helst AF4e] o]l 1
the possibility for Member oot}

States under specific conditions
to restrict by law certain
obligations and rights when such
a restriction constitutes a
necessary and proportionate
measure in a democratic society
to safeguard specific important
interests including public
security and the prevention,
investigation, detection or
prosecution of criminal offences
or the execution of criminal
penalties, including the
safeguarding against and the
prevention of threats to public
security. This is relevant for
instance in the framework of
anti—money laundering or the
activities of forensic

laboratories.
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(20) While this Regulation applies, (20) ¥ 42 WLy 7] APH 7]

inter alia, to the activities of
courts and other judicial
authorities, Union or Member
State law could specify the
processing operations and
processing procedures in
relation to the processing of
personal data by courts and
other judicial authorities. The
competence of the supervisory
authorities should not cover the
processing of personal data
when courts are acting in their
judicial capacity, in order to
safeguard the independence of
the judiciary in the performance
of its judicial tasks, including
decision— making. It should be
possible to entrust supervision
of such data processing
operations to specific bodies
within the judicial system of the
Member State, which should, in
particular ensure compliance
with the rules of this Regulation,
enhance awareness among
members of the judiciary of
their obligations under this
Regulation and handle complaints
in relation to such data

processing operations.

(21) This Regulation is without

prejudice to the application of
Directive 2000/31/EC of the

o EEel= ﬁ%ﬂ , AL
sel=re] e Heda 7E AR 7
ol o5t /jE R Ae)e} Fdsto]
A Ade A= daks e
Atk SrbAAS ek APEE Y
T A AP SRS By
Fall, mele] AR gk YA
me} ANFE M= A=l A
gk el EgHA dotof 2t 2
Aol APH AJAE] YoA] 18k A
B Ay #ZFo =S EF 7)He
SIME % glolol sn, reje 57
713 53] & e i EE =t
AL, AP e Rl meE
olFell wigt Q1as Adskskar, et
AR A Al A WS
sof gt

2000/31/EC4 g, 53] s x]@
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European Parliament and of the
Council, in particular of the
liability rules of intermediary
service providers in Articles 12
to 15 of that Directive. That
Directive seeks to contribute to
the proper functioning of the
internal market by ensuring the
free movement of information
society services between
Member States.

(22) Any processing of personal

data in the context of the
activities of an establishment of
a controller or a processor in
the Union should be carried out
in accordance with this
Regulation, regardless of
whether the processing itself
takes place within the Union.
Establishment implies the
effective and real exercise of
activity through stable
arrangements. The legal form of
such arrangements, whether
through a branch or a subsidiary
with a legal personality, is not
the determining factor in that

respect.

(23) In order to ensure that natural

persons are not deprived of the
protection to which they are
entitled under this Regulation,

the processing of personal data

AZAL WY T7H A8 3T
& A4 e A AP 34
5 gkl Ak Aot A4-E
oJEE % oA oA G A%
o]
7

AAsp 7k ol 71ofstast

(22) FHAY W AR P A2zt

A9 FFolehs Weel o)l
A BE AR Ak A A4
o sddE o w o] 02 £
el et
0%71 oA A
How—;— 59 falgolw
Atk 1efe
o W B, AN Y
kglol, o] 9}
s 497 247} ohth

- =
T

> rlo
2

2

o o

oft
>

31
i

e o

i

(23) AHAglo] & el wet Fofe B

g Wl Wl Lol g
s7] 98, FHAT UeIM s
e A B EE AR
o)g FHAR U An FA A

=
a=

L
T



WOIFE xMele Bt Xjolol ©59 248 HEO 1eze 520
95/46/ECE HIXIH= 2016 4 2

of data subjects who are in the
Union by a controller or a
processor not established in the
Union should be subject to this
Regulation where the processing
activities are related to offering
goods or services to such data
subjects irrespective of whether
connected to a payment. In
order to determine whether such
a controller or processor is
offering goods or services to
data subjects who are in the
Union, it should be ascertained
whether it is apparent that the
controller or processor
envisages offering services to
data subjects in one or more
Member States in the Union.
Whereas the mere accessibility
of the controller's, processor's
or an intermediary's website in
the Union, of an email address
or of other contact details, or
the use of a language generally
used in the third country where
the controller is established, is
insufficient to ascertain such
intention, factors such as the
use of a language or a currency
generally used in one or more
Member States with the
possibility of ordering goods and
services in that other language,
or the mentioning of customers

or users who are in the Union,
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may make it apparent that the
controller envisages offering
goods or services to data

subjects in the Union.

(24) The processing of personal

data of data subjects who are in
the Union by a controller or
processor not established in the
Union should also be subject to
this Regulation when it is
related to the monitoring of the
behaviour of such data subjects
in so far as their behaviour
takes place within the Union. In
order to determine whether a
processing activity can be
considered to monitor the
behaviour of data subjects, it
should be ascertained whether
natural persons are tracked on
the internet including potential
subsequent use of personal data
processing techniques which
consist of profiling a natural
person, particularly in order to
take decisions concerning her or
him or for analysing or
predicting her or his personal
preferences, behaviours and

attitudes.

(25) Where Member State law

applies by virtue of public
international law, this Regulation

should also apply to a controller
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not established in the Union, AR AR 5), 2+ FAL T A
such as in a Member State's B Fa x| A A-gHck
diplomatic mission or consular
post.

(26) The principles of data (26) X HZFO R 2APHESIAL

protection should apply to any 2 75k zpAQlef #sk BE AR
information concerning an o] AgHojof st} 7HEEE AR

identified or identifiable natural
person. Personal data which
have undergone
pseudonymisation, which could
be attributed to a natural person
by the use of additional
information should be considered
to be information on an
identifiable natural person. To
determine whether a natural
person is identifiable, account
should be taken of all the means
reasonably likely to be used,
such as singling out, either by
the controller or by another
person to identify the natural
person directly or indirectly. To
ascertain whether means are
reasonably likely to be used to
identify the natural person,
account should be taken of all
objective factors, such as the
costs of and the amount of time
required for identification, taking
into consideration the available
technology at the time of the
processing and technological

developments. The principles of
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data protection should therefore
not apply to anonymous
information, namely information
which does not relate to an
identified or identifiable natural
person or to personal data
rendered anonymous in such a
manner that the data subject is
not or no longer identifiable.
This Regulation does not
therefore concern the processing
of such anonymous information,
including for statistical or

research purposes.

(27) This Regulation does not apply

to the personal data of deceased
persons. Member States may
provide for rules regarding the
processing of personal data of

deceased persons.

(28) The application of

pseudonymisation to personal
data can reduce the risks to the
data subjects concerned and
help controllers and processors
to meet their data—protection
obligations. The explicit
introduction of
‘pseudonymisation’ in this
Regulation is not intended to
preclude any other measures of

data protection.

(29) In order to create incentives to

T A, AR AR e AR
AE B3F oNE Frohe Wl B
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apply pseudonymisation when
processing personal data,
measures of pseudonymisation
should, whilst allowing general
analysis, be possible within the
same controller when that
controller has taken technical
and organisational measures
necessary to ensure, for the
processing concerned, that this
Regulation 1s implemented, and
that additional information for
attributing the personal data to a
specific data subject is kept
separately. The controller
processing the personal data
should indicate the authorised
persons within the same

controller.

(30) Natural persons may be

associated with online identifiers
provided by their devices,
applications, tools and protocols,
such as internet protocol
addresses, cookie identifiers or
other identifiers such as radio
frequency identification tags.
This may leave traces which, in
particular when combined with
unique identifiers and other
information received by the
servers, may be used to create
profiles of the natural persons

and identify them.
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(31) Public authorities to which

personal data are disclosed in
accordance with a legal
obligation for the exercise of
their official mission, such as
tax and customs authorities,
financial investigation units,
independent administrative
authorities, or financial market
authorities responsible for the
regulation and supervision of
securities markets should not be
regarded as recipients if they
receive personal data which are
necessary to carry out a
particular inquiry in the general
interest, in accordance with
Union or Member State law.
The requests for disclosure sent
by the public authorities should
always be in writing, reasoned
and occasional and should not
concern the entirety of a filing
system or lead to the
interconnection of filing systems.
The processing of personal data
by those public authorities
should comply with the
applicable data—protection rules
according to the purposes of the

processing.

(32) Consent should be given by a

clear affirmative act establishing
a freely given, specific, informed

and unambiguous indication of

(32) NABPE Aol thgh
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the data subject's agreement to A & AR FAY T YA BA
the processing of personal data of ddste WeEkel 3 S
relating to him or her, such as F3l o]Fojof it of7]ell= QIE
by a written statement, including U SIAfOlE vk Al ¥R A H B,
by electronic means, or an oral ARALS] Mu|Ao] 7]e A A9,
statement. This could include T olgfst wWghex X A9
ticking a box when visiting an 22l NIAFR A Ate] digt =
internet website, choosing ol WEslA ¥AleH: e M=
technical settings for information ot 397} xshE 4= Qi uhehA
society services or another Eolu vy AT FA|E v b
statement or conduct which & §9E TS Ytk
clearly indicates in this context T TYUst she] s oY B

PR

2

—lootoj%ﬁm&&"n&
:0:‘4

the data subject's acceptance of gl e AP el 4
the proposed processing of his ot Aol HAo] oEd A
or her personal data. Silence, , &

2
u
2

pre—ticked boxes or inactivity of 3ty X FA =
should not therefore constitute o7} AR kel ok QAo u}

consent. Consent should cover 2} o]FoX = AHg, 2 WEelal
all processing activities carried FHAsoF spd thAF An| A9 o] &
out for the same purpose or = =38t WA= <F "t

purposes. When the processing
has multiple purposes, consent
should be given for all of them.
If the data subject's consent is
to be given following a request
by electronic means, the request
must be clear, concise and not
unnecessarily disruptive to the
use of the service for which it

i1s provided.

(33) It is often not possible to fully (33) ARE AT A] st A4 =34
identify the purpose of personal S Q3 AR AHyeo EAS
data processing for scientific A3 gt - 9= A-rF Wt
research purposes at the time of webA], el #Ek A5 &2 7
data collection. Therefore, data ol Feehs Ae, AR FATE %
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subjects should be allowed to
give their consent to certain
areas of scientific research
when in keeping with recognised
ethical standards for scientific
research. Data subjects should
have the opportunity to give
their consent only to certain
areas of research or parts of

research projects to the extent

allowed by the intended purpose.

(34) Genetic data should be defined
as personal data relating to the
inherited or acquired genetic
characteristics of a natural
person which result from the
analysis of a biological sample
from the natural person in
question, In particular
chromosomal, deoxyribonucleic
acid (DNA) or ribonucleic acid
(RNA) analysis, or from the
analysis of another element
enabling equivalent information

to be obtained.

(35) Personal data concerning health
should include all data pertaining
to the health status of a data
subject which reveal information
relating to the past, current or
future physical or mental health
status of the data subject. This
includes information about the

natural person collected in the
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course of the registration for, or H ZpAQde #e AR, A7} HHo=R
the provision of, health care ZFAQ] a1 APES Y8l AFAJelA
services as referred to in dgE 2t Vs e 53 AH,
Directive 2011/24/EU of the A AR == A BA AY
European Parliament and of the = AN dojzl AR (54 AR
Council to that natural person; a 2 A AgellA ozl A9 23
number, symbol or particular 7 E3EY, YR FAL) A, el
assigned to a natural person to A 9, By, P AR, BT
uniquely identify the natural = AEE A ol wE PR
person for health purposes; T oAl B Ve B At WY,
information derived from the ox 71714 A9 At HAE T 1
testing or examination of a body E3ol] FAIGle] BF ESHET]

part or bodily substance,
including from genetic data and
biological samples; and any
information on, for example, a
disease, disability, disease risk,
medical history, clinical
treatment or the physiological or
biomedical state of the data
subject independent of its
source, for example from a
physician or other health
professional, a hospital, a
medical device or an in vitro

diagnostic test.

(36) fHAY Ul Aw DA T
A g B FH9%

(36) The main establishment of a

controller in the Union should

be the place of its central
administration in the Union,
unless the decisions on the
purposes and means of the
processing of personal data are
taken in another establishment

of the controller in the Union, in
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which case that other AAAR] 7|zl vt AsfiAoF sh,
establishment should be AR WAS TE AR AP
considered to be the main 5243 e #Ast Fo AARS
establishment. The main Ueles axdola AAAA A
establishment of a controller in gF AS ovlsfiof v 1
the Union should be determined 7l NP R A d FA
according to objective criteria oA FEE=A] offte o|EIA =
and should imply the effective ok Hok IR AP e A
and real exercise of s 2% Vs a2 Ul
management activities A9} AR T AR AR
determining the main decisions S TS o, wEkA F
as to the purposes and means A4S Aol 715o] oyt
of processing through stable AR Agzte] T8 A @G
arrangements. That criterion Azl FHAYT Wl T A
should not depend on whether AT FaolAY, F-HIAE Wl 54
the processing of personal data a9 A5 F27F sl A5, 79
is carried out at that location. AT HellA T8 A &) o]Fof
The presence and use of A= A2olt) JH Aefafel Aelx;
technical means and technologies & BE7F #AAE A9, T A3
for processing personal data or A7 H2 AR ARke] 8 AR
processing activities do not, in o] fIx|st 3 g=re] 7)ol At
themselves, constitute a main AR AeRpe] 7R 3 3
establishment and are therefore Z|#ow agEojof sh, dfd 7k
not determining criteria for a Z1HE 2 el e gE AXfel
main establishment. The main Folslof st oW A&, 44
establishment of the processor ZQbo] AR bt A A
should be the place of its ol AR A=A AFAAE et
central administration in the EE= 11 ool fAIsh 3=l s
Union or, if it has no central 713#E #AH fEV|He R AE A
administration in the Union, the =t AR A2 7F ARIAF kel
place where the main processing ol o]Fo|d A, Aul AR}
activities take place in the T AFAES Al AR AE Ao
Union. In cases involving both TH A oRE (Tt o, AR
the controller and the processor, A A Fubs oE AR
the competent lead supervisory 7V AAshe A= elQlolth
authority should remain the
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supervisory authority of the
Member State where the
controller has its main
establishment, but the
supervisory authority of the
processor should be considered
to be a supervisory authority
concerned and that supervisory
authority should participate in
the cooperation procedure
provided for by this Regulation.
In any case, the supervisory
authorities of the Member State
or Member States where the
processor has one or more
establishments should not be
considered to be supervisory
authorities concerned where the
draft decision concerns only the
controller. Where the processing
is carried out by a group of
undertakings, the main
establishment of the controlling
undertaking should be
considered to be the main
establishment of the group of
undertakings, except where the
purposes and means of
processing are determined by

another undertaking.

(37) A group of undertakings should

cover a controlling undertaking
and its controlled undertakings,
whereby the controlling
undertaking should be the

OIYE Mcolet 23st Ugol 252 Jefst 22
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undertaking which can exert a
dominant influence over the
other undertakings by virtue, for
example, of ownership, financial
participation or the rules which
govern it or the power to have
personal data protection rules
implemented. An undertaking
which controls the processing of
personal data in undertakings
affiliated to it should be
regarded, together with those
undertakings, as a group of

undertakings.

(38) Children merit specific

protection with regard to their
personal data, as they may be
less aware of the risks,
consequences and safeguards
concerned and their rights in
relation to the processing of
personal data. Such specific
protection should, in particular,
apply to the use of personal
data of children for the
purposes of marketing or
creating personality or user
profiles and the collection of
personal data with regard to
children when using services
offered directly to a child. The
consent of the holder of parental
responsibility should not be
necessary in the context of

preventive or counselling

2 ARl o) A
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services offered directly to a
child.

(39) Any processing of personal data

should be lawful and fair. It
should be transparent to natural
persons that personal data
concerning them are collected,
used, consulted or otherwise
processed and to what extent
the personal data are or will be
processed. The principle of
transparency requires that any
information and communication
relating to the processing of
those personal data be easily
accessible and easy to
understand, and that clear and
plain language be used. That
principle concerns, in particular,
information to the data subjects
on the identity of the controller
and the purposes of the
processing and further
information to ensure fair and
transparent processing in respect
of the natural persons concerned
and their right to obtain
confirmation and communication
of personal data concerning them
which are being processed.
Natural persons should be made
aware of risks, rules, safeguards
and rights in relation to the
processing of personal data and

how to exercise their rights in

eze 550 il #&50 XI&
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relation to such processing. In oulb Hz|E ool Sl NI BRI}
particular, the specific purposes o oA o HAER UEE A
for which personal data are B AgaRs 2 B A7) HES
processed should be explicit and Aleks Ao stk st Ty

legitimate and determined at the AAdR7E 4 e HAHEF
time of the collection of the B Al 2X71 FHafA o g
personal data. The personal data ok IR E TR oist A
should be adequate, relevant and A Bk} VA BAEE
limited to what is necessary for HhHo g AgjEojof s, of7|d=
the purposes for which they are AR 2 2] e ojgt ok
processed. This requires, in Ao ARES ®A|sk= Aol 23
particular, ensuring that the Hr}.

period for which the personal
data are stored is limited to a
strict minimum. Personal data
should be processed only if the
purpose of the processing could
not reasonably be fulfilled by
other means. In order to ensure
that the personal data are not
kept longer than necessary, time
limits should be established by
the controller for erasure or for
a periodic review. Every
reasonable step should be taken
to ensure that personal data
which are inaccurate are rectified
or deleted. Personal data should
be processed in a manner that
ensures appropriate security and
confidentiality of the personal
data, including for preventing
unauthorised access to or use of
personal data and the equipment

used for the processing.
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(40) In order for processing to be (40) JR Ao IdHAAS d&, i

lawful, personal data should be
processed on the basis of the
consent of the data subject
concerned or some other
legitimate basis, laid down by
law, either in this Regulation or
in other Union or Member State
law as referred to in this
Regulation, including the
necessity for compliance with
the legal obligation to which the
controller is subject or the
necessity for the performance of
a contract to which the data
subject is party or in order to
take steps at the request of the
data subject prior to entering

into a contract.

(41) Where this Regulation refers to
a legal basis or a legislative
measure, this does not
necessarily require a legislative
act adopted by a parliament,
without prejudice to
requirements pursuant to the
constitutional order of the
Member State concerned.
However, such a legal basis or
legislative measure should be
clear and precise and its
application should be foreseeable
to persons subject to it, in
accordance with the case—law of
the Court of Justice of the
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European Union (the ‘Court of
Justice” ) and the European

Court of Human Rights.

(42) Where processing is based on

the data subject's consent, the
controller should be able to
demonstrate that the data subject
has given consent to the
processing operation. In
particular in the context of a
written declaration on another
matter, safeguards should ensure
that the data subject is aware of
the fact that and the extent to
which consent is given. In
accordance with Council Directive
93/13/EEC a declaration of
consent pre— formulated by the
controller should be provided in
an intelligible and easily
accessible form, using clear and
plain language and it should not
contain unfair terms. For consent
to be informed, the data subject
should be aware at least of the
identity of the controller and the
purposes of the processing for
which the personal data are
intended. Consent should not be
regarded as freely given if the
data subject has no genuine or
free choice or is unable to
refuse or withdraw consent

without detriment.

(42) AR AZ7F AR FAS Fel
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(43) In order to ensure that consent (43) Y7t AHEA o] FAAEE S
is freely given, consent should A8l AR FAeE JE R} Ao
not provide a valid legal ground o] W&t Et3do] A= 54
for the processing of personal Aol s NP R AYE
data in a specific case where At Fast HE ZAE AlsskA
there is a clear imbalance et 59 AR ARl )
between the data subject and o)1 whebA 183t E Akl BE
the controller, in particular Ao =7} AFEA o]Fo]d
where the controller is a public 7FsAdo] st A7t ofel stk
authority and it is therefore N AREOA M2 OE IR
unlikely that consent was freely ] Ao thsf whEuw %943}

given in all the circumstances of
that specific situation. Consent
1s presumed not to be freely
given if it does not allow
separate consent to be given to
different personal data
processing operations despite it
being appropriate in the
individual case, or if the
performance of a contract,
including the provision of a
service, is dependent on the
consent despite such consent
not being necessary for such

performance.

(44) Processing should be lawful
where it 1S necessary in the
context of a contract or the
intention to enter into a
contract.

(45) Where processing is carried out
in accordance with a legal

obligation to which the controller

1s subject or where processing

o]
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is necessary for the st Ae, AR Age ATV
performance of a task carried 3= HE SAE Folof stk
out in the public interest or in 2 A JiE AR e Zz}e
the exercise of official authority, s 54 HES 276 = ekt
the processing should have a AR AR =8 ok s W3
basis in Union or Member State oo 7|x% AR Ao Agu
law. This Regulation does not o T 2 A YAE fst
require a specific law for each A el R AE7F "Hesk A
individual processing. A law as a Foo8 A #Ade 27 Hs
basis for several processing HEo] otd T2 F ok A
operations based on a legal o] HAS AWk AL FHAT
obligation to which the controller = 3979 WEel uetop stk
is subject or where processing ol e HES VIR Ao
is necessary for the el AgEe= & FEY dRb
performance of a task carried Z1e 18T 5 sloeH, JR #e
out in the public interest or in 2k A o AR £33, #
the exercise of an official A AHE FA, NJAGEE TS
authority may be sufficient. It T e W, H5E Algh B 7z
should also be for Union or 4 Aol 3 AgE st
Member State law to determine 71 A5 AAdstr] st AF-AF
the purpose of processing. F= A F vk =3 o e
Furthermore, that law could 324 fgk BAE e JFE Y
specify the general conditions of she AR AERPE Fa7)dololok
this Regulation governing the kx| ol FH O] XullE W= UhE
lawfulness of personal data ZAQlo|L) W9l T HEH3I
processing, establish APHE Al E = (FT R, ARSE
specifications for determining 3, HAog MuA #y & AA
the controller, the type of 245 A8 A9E E9s 1¥
personal data which are subject A ke Aol F¥o] H&= A9
to the processing, the data ZFAQlo|y wlojojof kx| AX s}
subjects concerned, the entities T A% FHAT B 3d=e
to which the personal data may Eof ulof i}

be disclosed, the purpose

limitations, the storage period

and other measures to ensure

lawful and fair processing. It
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should also be for Union or
Member State law to determine
whether the controller
performing a task carried out in
the public interest or in the
exercise of official authority
should be a public authority or
another natural or legal person
governed by public law, or,
where it is in the public interest
to do so, including for health
purposes such as public health
and social protection and the
management of health care
services, by private law, such

as a professional association.

(46) The processing of personal

data should also be regarded to
be lawful where it is necessary
to protect an interest which is
essential for the life of the data
subject or that of another
natural person. Processing of
personal data based on the vital
interest of another natural
person should in principle take
place only where the processing
cannot be manifestly based on
another legal basis. Some types
of processing may serve both
important grounds of public
interest and the vital interests
of the data subject as for
instance when processing is

necessary for humanitarian

(46) AE FAYG HE A4
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purposes, including for
monitoring epidemics and their
spread or in situations of
humanitarian emergencies, in
particular in situations of natural

and man—made disasters.

(47) The legitimate interests of a

controller, including those of a
controller to which the personal
data may be disclosed, or of a
third party, may provide a legal
basis for processing, provided
that the interests or the
fundamental rights and freedoms
of the data subject are not
overriding, taking into
consideration the reasonable
expectations of data subjects
based on their relationship with
the controller. Such legitimate
interest could exist for example
where there is a relevant and
appropriate relationship between
the data subject and the
controller in situations such as
where the data subject is a
client or in the service of the
controller. At any rate the
existence of a legitimate interest
would need careful assessment
including whether a data subject
can reasonably expect at the
time and in the context of the
collection of the personal data

that processing for that purpose

(47) AR AYAORAE KB

SRS

A 3A12]

=
=
F o waA T

deet o]elo] HH Aol gt
HNE 2AE Aed F= vk &,
HAE FAL o]ojolyp 7jEA W
AHG7F FAH o A = 9F HH, R
Aok BEARe] BAl] 7] Fx3 R
FA9 ARl oS e dloer
ot 5 S0 JR FAVE R
TERpe] aAolAY AR At
MU AE v sl AR FA
o} #=Ake] AL
e o, 73k

frellet A4

Sl =
T Utk old A9 ATk o]o)e]
EAele 9] 212 F7Pt s,
oA7)el= AR FAZT AAGR A
A el el s HAE
f1et AR A7t o] Fod 4= Sk
Ae FHog o rsPeA ol
st F7F 23¢ET. 539 AR
FAZY F7F AeE FYAoR oA
& e Aol AJAFEIE
AelEs A, AR FAH ] o]
71EHo] AR #HE AR o]olnrt
A vk HEC wet I3
7ol AR E Agsh= WA
TAE Awste 2ol gH7IHd
S ned o, 283 P4 2AE
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may take place. The interests AR 2o AgxojM= o FHr)
and fundamental rights of the APE WRs] Y 48] Qs
data subject could in particular AN H AP E dd FH #2z}9]
override the interest of the data A o]o)s g A4 wHAY

controller where personal data
are processed in circumstances 4
where data subjects do not AT},
reasonably expect further
processing. Given that it is for
the legislator to provide by law
for the legal basis for public
authorities to process personal
data, that legal basis should not
apply to the processing by
public authorities in the
performance of their tasks. The
processing of personal data
strictly necessary for the
purposes of preventing fraud
also constitutes a legitimate
interest of the data controller
concerned. The processing of
personal data for direct
marketing purposes may be
regarded as carried out for a

legitimate interest.

(48) Controllers that are part of a (48) =% =A% AlF BAlel = AFAA}
group of undertakings or T 713 Jodel] S AR #ejxt
institutions affiliated to a central © WG AFAAF Ak UjellA ey
body may have a legitimate Aol IR AHeE Edte uF
interest in transmitting personal AF HHOoZ IR E A5 A
data within the group of gk o]elo] & ¢ Stk AKIAF A
undertakings for internal ol A A3=roll Y X|sE AR A Al
administrative purposes, MAIFRE AFsh= Ay w-dst
including the processing of ARk P22 TS WA U=



H

o™ Y

oL

95/46/ECE HIXlot= 20164 43

Xelet 2taet Xgiel 259 Jefet
2

clients' or employees' personal
data. The general principles for
the transfer of personal data,
within a group of undertakings,
to an undertaking located in a

third country remain unaffected.

(49) The processing of personal

data to the extent strictly
necessary and proportionate for
the purposes of ensuring
network and information
security, 1.e. the ability of a
network or an information
system to resist, at a given
level of confidence, accidental
events or unlawful or malicious
actions that compromise the
availability, authenticity, integrity
and confidentiality of stored or
transmitted personal data, and
the security of the related
services offered by, or
accessible via, those networks
and systems, by public
authorities, by computer
emergency response teams
(CERTS), computer security
incident response teams
(CSIRTs), by providers of
electronic communications
networks and services and by
providers of security
technologies and services,
constitutes a legitimate interest

of the data controller concerned.

(49) EHZ 2 AR Hk B, 5
54 AR FEelA By EE
A58 MR ol g 754,
NFY, TAA B UEE dE
e Al B B AY ofelA
o1 Lo AFgsh= VEYA Fi=
AR A|AHES ¥ g1 e
WS 9 A el

alhg R, AFEReMa R, A
AFA EAT W Aus AT,
HeY )% 9 Auls AR AT
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This could, for example, include
preventing unauthorised access
to electronic communications
networks and malicious code
distribution and stopping ‘denial
of service attacks and damage
to computer and electronic

communication systems.

(50) The processing of personal

data for purposes other than
those for which the personal
data were initially collected
should be allowed only where
the processing is compatible
with the purposes for which the
personal data were initially
collected. In such a case, no
legal basis separate from that
which allowed the collection of
the personal data is required. If
the processing is necessary for
the performance of a task
carried out in the public interest
or in the exercise of official
authority vested in the
controller, Union or Member
State law may determine and
specify the tasks and purposes
for which the further processing
should be regarded as
compatible and lawful. Further
processing for archiving
purposes in the public interest,
scientific or historical research

purposes or statistical purposes

PN
T

a5, 2

A8k

Ashe AR
S EER
4 2AE ATE & U 37 A
29 BAo] AR 1T A7
523} 3 b Felsh 9

a9, 4w weAs 27 Aee @
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HERCE RSB EEETE
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should be considered to be
compatible lawful processing
operations. The legal basis
provided by Union or Member
State law for the processing of
personal data may also provide
a legal basis for further
processing. In order to ascertain
whether a purpose of further
processing is compatible with
the purpose for which the
personal data are initially
collected, the controller, after
having met all the requirements
for the lawfulness of the original
processing, should take into
account, inter alia: any link
between those purposes and the
purposes of the intended further
processing; the context in which
the personal data have been
collected, in particular the
reasonable expectations of data
subjects based on their
relationship with the controller
as to their further use; the
nature of the personal data; the
consequences of the intended
further processing for data
subjects; and the existence of
appropriate safeguards in both
the original and intended further

processing operations.

Where the data subject has

given consent or the processing

2ol #AAe] 7 x5
F7F Abgell gk AR
212l o), /AP R] A, A
gy 7 A7t AR FAA v
2= A7, 27) AE A7 AFE
F7EAY A P mEe 489
BoGA 7y EAsh=A] AR 55 1L

glefjoF gtk

A FAL elE Y, Ee

ARlel 53] dnt
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is based on Union or Member
State law which constitutes a
necessary and proportionate
measure in a democratic society
to safeguard, in particular,
important objectives of general
public interest, the controller
should be allowed to further
process the personal data
irrespective of the compatibility
of the purposes. In any case,
the application of the principles
set out in this Regulation and in
particular the information of the
data subject on those other
purposes and on his or her
rights including the right to
object, should be ensured.
Indicating possible criminal acts
or threats to public security by
the controller and transmitting
the relevant personal data in
individual cases or in several
cases relating to the same
criminal act or threats to public
security to a competent
authority should be regarded as
being in the legitimate interest
pursued by the controller.
However, such transmission in
the legitimate interest of the
controller or further processing
of personal data should be
prohibited if the processing is
not compatible with a legal,

professional or other binding
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obligation of secrecy.

processing of photographs
should not systematically be
considered to be processing of
special categories of personal
data as they are covered by the
definition of biometric data only
when processed through a
specific technical means allowing
the unique identification or
authentication of a natural
person. Such personal data
should not be processed, unless
processing is allowed in specific
cases set out in this Regulation,
taking into account that Member
States law may lay down

(51) Personal data which are, by (61) 1 AR 712d 9 A 34
their nature, particularly ste] 53] zkst JiAd R, AE
sensitive in relation to gtel wel 7| 2@y 2l Azt
fundamental rights and freedoms A3Ss 2 5 Q7] wiEe] 5
merit specific protection as the H37F Hasit) ek R
context of their processing could o= Z4l QF e WSS Tyl
create significant risks to the MRy ATk 2 el
fundamental rights and ‘FAl QIF olgte golE ARE
freedoms. Those personal data Poral A FHATe] EA QAF
should include personal data o] EAE FHslH L AlEshe o]&
revealing racial or ethnic origin, = WholERItk= onje oyt ARl
whereby the use of the term 2ol A, AR AAQle] 1

‘racial origin’ in this A s TS 7hesskAl sk
Regulation does not imply an 54 7l oHE B AHEE A4S
acceptance by the Union of out A AH=E HOE7] ujFo,
theories which attempt to S5 HT AR AR dF
determine the existence of A e oF Ak 28k A9l
separate human races. The AH= 2 g HAE 54 At

A AL 24 S8 AR
Hool #ek A s me
F TR AR aEfelioR ik
ek Aol g A ek
of Hsted, 2 qrd9] ik A=}
71k qtHe] 53] @Al Ae
E39 gddste] A gEojop g

a3 54 HF R A
)
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specific provisions on data (53] 7188 A AE oS
protection in order to adapt the sk 7ol HZAQ BEA I T
application of the rules of this Ao gt s AolA FR
Regulation for compliance with a 2|7} o] FAR = A9, HAZoR
legal obligation or for the 74 F]ofof sl

performance of a task carried
out in the public interest or in
the exercise of official authority
vested in the controller. In
addition to the specific
requirements for such
processing, the general
principles and other rules of this
Regulation should apply, in
particular as regards the
conditions for lawful processing.
Derogations from the general
prohibition for processing such
special categories of personal
data should be explicitly
provided, inter alia, where the
data subject gives his or her
explicit consent or in respect of
specific needs in particular
where the processing is carried
out in the course of legitimate
activities by certain associations
or foundations the purpose of
which is to permit the exercise

of fundamental freedoms.

(52) Derogating from the prohibition (52) 55 WF /AR Aol dist 5+
on processing special categories o] AL e3h=, 1A dR= o] ¥
of personal data should also be oof] F-3tsk o, i1 K e} 7]E}F 7]
allowed when provided for in wHs o] S& FHAgeY
Union or Member State law and =2l WEel e Agel A%
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subject to suitable safeguards, St HEAXE F7o=F  FgE ook
so as to protect personal data sity, 59 8y AegS s
and other fundamental rights, AREI R G R doke| Aol AR A
where it is in the public interest g, B ¢tH, XUEY 9 AF1 =
to do so, in particular Ae Yt AR AP, day 2
processing personal data in the 71EF A7l sk Azt 9139
field of employment law, social Weodl #e 54 fs A
protection law including pensions Ag]7} o]l sfideity 12st 2
and for health security, ¢hab= R W HAodE A
monitoring and alert purposes, 2 AEE XgeE 1A 54,

the prevention or control of

3]
communicable diseases and 2o st At sid dxe] #4

B Ao ff ook M T o oo [T 2

other serious threats to health. Hlga8de sty flaiA
Such a derogation may be made ]S 93t g By 24 sk o
for health purposes, including AAb AT HFoly FA HA4E
public health and the 3 ool 4= ok WA &% 4
management of health—care a1 Aaf == 1A gl el
services, especially in order to Zhefl A A AGEe] A7, AP B
ensure the quality and © WolE 98 Zest Aeeds 4
cost—effectiveness of the & eslE Sal sk IR A
procedures used for settling = 3]-galof gt

claims for benefits and services
in the health insurance system,
or for archiving purposes in the
public interest, scientific or
historical research purposes or
statistical purposes. A
derogation should also allow the
processing of such personal data
where necessary for the
establishment, exercise or
defence of legal claims, whether
in court proceedings or in an
administrative or out—of—court

procedure.
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(53) Special categories of personal

data which merit higher
protection should be processed
for health—related purposes only
where necessary to achieve
those purposes for the benefit
of natural persons and society
as a whole, in particular in the
context of the management of
health or social care services
and systems, including
processing by the management
and central national health
authorities of such data for the
purpose of quality control,
management information and the
general national and local
supervision of the health or
social care system, and ensuring
continuity of health or social
care and cross—border
healthcare or health security,
monitoring and alert purposes,
or for archiving purposes in the
public interest, scientific or
historical research purposes or
statistical purposes, based on
Union or Member State law
which has to meet an objective
of public interest, as well as for
studies conducted in the public
interest in the area of public
health. Therefore, this
Regulation should provide for
harmonised conditions for the

processing of special categories
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of personal data concerning
health, in respect of specific
needs, in particular where the
processing of such data is
carried out for certain
health—related purposes by
persons subject to a legal
obligation of professional
secrecy. Union or Member State
law should provide for specific
and suitable measures so as to
protect the fundamental rights
and the personal data of natural
persons. Member States should
be allowed to maintain or
introduce further conditions,
including limitations, with regard
to the processing of genetic
data, biometric data or data
concerning health. However, this
should not hamper the free flow
of personal data within the
Union when those conditions
apply to cross—border

processing of such data.

(54) The processing of special
categories of personal data may
be necessary for reasons of
public interest in the areas of
public health without consent of
the data subject. Such
processing should be subject to
suitable and specific measures

so as to protect the rights and

freedoms of natural persons. In

=]
R

TERA ol
AR FA F Lol
NAGRE Aol & Aart
vk aYE Agels A<
A9} AHE BT 8 =
st FAH QL ZX| 7} A gx ojo}
gioh sl Wigtell A, FFRIY

olgh= &0l FH 3 B o]AtE
T4 (EC) No 1338/2008 4<]#
the sidEojof St 1o w=,
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that context, ‘public health’

of|
O}E
a )

should be interpreted as defined < #- rE

in Regulation (EC) No oy7]ell= A Aoll, 17 A el
1338/2008 of the European TS T A4 o<, HAdn
Parliament and of the Council, T e, Hdge g A,
namely all elements related to BATO AlFd 1o ik HAZA
health, namely health status, AL, RA9gs A&7 AY, A
including morbidity and ARl Fo] EFHET. FoE olfFE
disability, the determinants I A= - s P s R R = B
having an effect on that health IEFUY BEAL &8 3o A3#)
status, health care needs, 7F 98 HAo=E JRIARE A
resources allocated to health st A3E i e qF ok
care, the provision of, and

universal access to, health care

as well as health care

expenditure and financing, and

the causes of mortality. Such

processing of data concerning

health for reasons of public

interest should not result in

personal data being processed

for other purposes by third

parties such as employers or

insurance and banking

companies.

(55) Moreover, the processing of (55) st ol =A] el g E
personal data by official SRE GAs] S8l FE7)Hol
authorities for the purpose of 1% T EAG P RE A
achieving the aims, laid down by St AT, ol ¥Ys SAR o]F
constitutional law or by A= Floltt.,

international public law, of
officially recognised religious
associations, is carried out on

grounds of public interest.
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(56) Where in the course of

electoral activities, the operation
of the democratic system in a
Member State requires that
political parties compile personal
data on people's political
opinions, the processing of such
data may be permitted for
reasons of public interest,
provided that appropriate

safeguards are established.

(57) If the personal data processed

by a controller do not permit
the controller to identify a
natural person, the data
controller should not be obliged
to acquire additional information
in order to identify the data
subject for the sole purpose of
complying with any provision of
this Regulation. However, the
controller should not refuse to
take additional information
provided by the data subject in
order to support the exercise of
his or her rights. Identification
should include the digital
identification of a data subject,
for example through
authentication mechanism such
as the same credentials, used
by the data subject to log—in to
the on—line service offered by

the data controller.
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(58) The principle of transparency

requires that any information
addressed to the public or to
the data subject be concise,
easily accessible and easy to
understand, and that clear and
plain language and, additionally,
where appropriate, visualisation
be used. Such information could
be provided in electronic form,
for example, when addressed to
the public, through a website.
This is of particular relevance in
situations where the proliferation
of actors and the technological
complexity of practice make it
difficult for the data subject to
know and understand whether,
by whom and for what purpose
personal data relating to him or
her are being collected, such as
in the case of online advertising.
Given that children merit
specific protection, any
information and communication,
where processing is addressed
to a child, should be in such a
clear and plain language that the

child can easily understand.

(59) Modalities should be provided

for facilitating the exercise of
the data subject's rights under
this Regulation, including

mechanisms to request and, if

applicable, obtain, free of
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charge, in particular, access to
and rectification or erasure of
personal data and the exercise
of the right to object. The
controller should also provide
means for requests to be made
electronically, especially where
personal data are processed by
electronic means. The controller
should be obliged to respond to
requests from the data subject
without undue delay and at the
latest within one month and to
give reasons where the
controller does not intend to

comply with any such requests.

(60) The principles of fair and

transparent processing require
that the data subject be
informed of the existence of the
processing operation and its
purposes. The controller should
provide the data subject with
any further information
necessary to ensure fair and
transparent processing taking
into account the specific
circumstances and context in
which the personal data are
processed. Furthermore, the
data subject should be informed
of the existence of profiling and
the consequences of such
profiling. Where the personal

data are collected from the data
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subject, the data subject should

also be informed whether he or

she is obliged to provide the

personal data and of the

consequences, where he or she

does not provide such data.

That information may be

provided in combination with

standardised icons in order to

give in an easily visible,

intelligible and clearly legible

manner, a meaningful overview

of the intended processing.

Where the icons are presented

electronically, they should be

machine—readable.

(61) The information in relation to

the processing of personal data

relating to the data subject

should be given to him or her at

the time of collection from the

data subject, or, where the

personal data are obtained from

another source, within a

reasonable period, depending on

the circumstances of the case.

Where personal data can be

legitimately disclosed to another

recipient, the data subject

should be informed when the

personal data are first disclosed

to the recipient. Where the

controller intends to process the

personal data for a purpose

other than that for which they
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were collected, the controller
should provide the data subject
prior to that further processing
with information on that other
purpose and other necessary
information. Where the origin of
the personal data cannot be
provided to the data subject
because various sources have
been used, general information

should be provided.

(62) However, it is not necessary to

impose the obligation to provide
information where the data
subject already possesses the
information, where the recording
or disclosure of the personal
data is expressly laid down by
law or where the provision of
information to the data subject
proves to be impossible or
would involve a disproportionate
effort. The latter could in
particular be the case where
processing is carried out for
archiving purposes in the public
interest, scientific or historical
research purposes or statistical
purposes. In that regard, the
number of data subjects, the age
of the data and any appropriate
safeguards adopted should be

taken into consideration.

(63) A data subject should have the
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right of access to personal data
which have been collected
concerning him or her, and to
exercise that right easily and at
reasonable intervals, in order to
be aware of, and verify, the
lawfulness of the processing.
This includes the right for data
subjects to have access to data
concerning their health, for
example the data in their
medical records containing
information such as diagnoses,
examination results, assessments
by treating physicians and any
treatment or interventions
provided. Every data subject
should therefore have the right
to know and obtain
communication in particular with
regard to the purposes for
which the personal data are
processed, where possible the
period for which the personal
data are processed, the
recipients of the personal data,
the logic involved in any
automatic personal data
processing and, at least when
based on profiling, the
consequences of such
processing. Where possible, the
controller should be able to
provide remote access to a
secure system which would

provide the data subject with
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direct access to his or her
personal data. That right should
not adversely affect the rights
or freedoms of others, including
trade secrets or intellectual
property and in particular the
copyright protecting the
software. However, the result of
those considerations should not
be a refusal to provide all
information to the data subject.
Where the controller processes
a large quantity of information
concerning the data subject, the
controller should be able to
request that, before the
information is delivered, the data
subject specify the information
or processing activities to which

the request relates.

(64) The controller should use all

reasonable measures to verify
the identity of a data subject
who requests access, in
particular in the context of
online services and online
identifiers. A controller should
not retain personal data for the
sole purpose of being able to

react to potential requests.

(64) X AYA=, ES] 28kl AnjA

B eniel A wAsel, 4
e LR CREEE T
7] 98 e Fely 228 Ao}

gt AR A AAE Al

g8 5 YES s oz
ANYRE wasAE o At



WOIFE xMele Bt Xjolol ©59 248 HEO 1eze 520
95/46/ECE HIXIH= 2016 4 2

N ol
=)
()}
~
()}
N
0
I8
e
ot

(65) A data subject should have the (65) AR FAl= Apalel sk HJAY R
right to have personal data 7F FAEES & A A AR
concerning him or her rectified 5 Hfshs Aol ¥ oy H1
and a ‘right to be forgotten’ AL FFaof e rHAOl
where the retention of such data U 3]s HEe 9uE A ‘9l
infringes this Regulation or 2 Ay £ 7F-oF s 53,
Union or Member State law to AR} FHEAY Aeld =4
which the controller is subject. ¥} st AR o o) B Q
In particular, a data subject shA] ks AT, AR FAE Al

should have the right to have
his or her personal data erased
and no longer processed where
the personal data are no longer
necessary in relation to the
purposes for which they are
collected or otherwise
processed, where a data subject
has withdrawn his or her
consent or objects to the
processing of personal data
concerning him or her, or where
the processing of his or her
personal data does not
otherwise comply with this
Regulation. That right is
relevant in particular where the
data subject has given his or
her consent as a child and is
not fully aware of the risks
involved by the processing, and
later wants to remove such
personal data, especially on the
internet. The data subject
should be able to exercise that
right notwithstanding the fact

that he or she is no longer a
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child. However, the further
retention of the personal data
should be lawful where it is
necessary, for exercising the
right of freedom of expression
and information, for compliance
with a legal obligation, for the
performance of a task carried
out in the public interest or in
the exercise of official authority
vested in the controller, on the
grounds of public interest in the
area of public health, for
archiving purposes in the public
interest, scientific or historical
research purposes or statistical
purposes, or for the
establishment, exercise or

defence of legal claims.

(66) To strengthen the right to be

forgotten in the online
environment, the right to
erasure should also be extended
in such a way that a controller
who has made the personal data
public should be obliged to
inform the controllers which are
processing such personal data to
erase any links to, or copies or
replications of those personal
data. In doing so, that controller
should take reasonable steps,
taking into account available
technology and the means

available to the controller,
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including technical measures, to
inform the controllers which are
processing the personal data of

the data subject's request.

(67) Methods by which to restrict

the processing of personal data
could include, inter alia,
temporarily moving the selected
data to another processing
system, making the selected
personal data unavailable to
users, or temporarily removing
published data from a website.
In automated filing systems, the
restriction of processing should
in principle be ensured by
technical means in such a
manner that the personal data
are not subject to further
processing operations and
cannot be changed. The fact
that the processing of personal
data is restricted should be

clearly indicated in the system.

(68) To further strengthen the

control over his or her own
data, where the processing of
personal data is carried out by
automated means, the data
subject should also be allowed
to receive personal data
concerning him or her which he
or she has provided to a

controller in a structured,
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commonly used,
machine—readable and
interoperable format, and to
transmit it to another controller.
Data controllers should be
encouraged to develop
interoperable formats that enable
data portability. That right
should apply where the data
subject provided the personal
data on the basis of his or her
consent or the processing is
necessary for the performance
of a contract. It should not
apply where processing 1s based
on a legal ground other than
consent or contract. By its very
nature, that right should not be
exercised against controllers
processing personal data in the
exercise of their public duties.
It should therefore not apply
where the processing of the
personal data is necessary for
compliance with a legal
obligation to which the controller
1s subject or for the
performance of a task carried
out in the public interest or in
the exercise of an official
authority vested in the
controller. The data subject's
right to transmit or receive
personal data concerning him or
her should not create an

obligation for the controllers to
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adopt or maintain processing
systems which are technically
compatible. Where, in a certain
set of personal data, more than
one data subject 1s concerned,
the right to receive the personal
data should be without prejudice
to the rights and freedoms of
other data subjects in
accordance with this Regulation.
Furthermore, that right should
not prejudice the right of the
data subject to obtain the
erasure of personal data and the
limitations of that right as set
out in this Regulation and
should, in particular, not imply
the erasure of personal data
concerning the data subject
which have been provided by
him or her for the performance
of a contract to the extent that
and for as long as the personal
data are necessary for the
performance of that contract.
Where technically feasible, the
data subject should have the
right to have the personal data
transmitted directly from one

controller to another.

(69) Where personal data might

lawfully be processed because
processing is necessary for the
performance of a task carried

out in the public interest or in
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the exercise of official authority
vested in the controller, or on
grounds of the legitimate
interests of a controller or a
third party, a data subject
should, nevertheless, be entitled
to object to the processing of
any personal data relating to his
or her particular situation. It
should be for the controller to
demonstrate that its compelling
legitimate interest overrides the
interests or the fundamental
rights and freedoms of the data

subject.

(70) Where personal data are
processed for the purposes of
direct marketing, the data
subject should have the right to
object to such processing,
including profiling to the extent
that it is related to such direct
marketing, whether with regard
to initial or further processing,
at any time and free of charge.
That right should be explicitly
brought to the attention of the
data subject and presented
clearly and separately from any

other information.

(71) The data subject should have
the right not to be subject to a
decision, which may include a

measure, evaluating personal
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aspects relating to him or her £ ¥3s 5 Qlom zAlz e
which is based solely on st A T = olgt FASHA
automated processing and which U3k s v = AAFo Y
produces legal effects o] A = HHE 7HAcF gk
concerning him or her or 83 Aol Adelyt #ddk
similarly significantly affects him M Q45 Hrbete VIR
or her, such as automatic of gt ofstst FeH] s A
refusal of an online credit 22 JAY ZEadd, 53 AR
application or e—recruiting TAY dF A, AA A A
practices without any human 70 HF = #AAL, A1EA
intervention. Such processing e 8E, A Ee oless 4
includes ‘profiling’ that B AY Ag=387] Y3 Aow Y
consists of any form of A2k AEst A e os)
automated processing of FAFHAl Fuish S vR= =
personal data evaluating the Z2ydo] ¥stdT gy X2
personal aspects relating to a vtdeg-& Egsk 1edk xglef 7]
natural person, in particular to Z3 JAAA L, JR ARt =+
analyse or predict aspects FaoF sk Ao I
concerning the data subject's HEo] Ya|Fog Frlsle Aol
performance at work, economic T 5gHofof sttt oJ7|o= 7Y
situation, health, personal A 1A == =7 s 7199
preferences or interests, T4, ¥, dae w2t 3=
reliability or behaviour, location APl 9 Al 39 EYEE 9o
or movements, where it A HAS 9t Ae, dR At
produces legal effects 7} Algehis AujAL] RHetkd) Al
concerning him or her or de RS A Ae, AR T
similarly significantly affects him Aot AR #A2 A e Aok A4
or her. However, oL} ol dasgt A, FH F
decision—making based on such A7F WA o2 Fost H9U) X
processing, including profiling, Steith, ofH A= 1835t Al
should be allowed where v Agst BRI GX7E A EF ook
expressly authorised by Union s, oj7]oll= AKX FAe st
or Member State law to which TAA AR Ay, A JHY=
the controller is subject, e g, Al AsE 19
including for fraud and Ay, 229 H7F 5 2dE dE
tax—evasion monitoring and of 3l WS == A, Al
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prevention purposes conducted 0] 9]
in accordance with the St

regulations, standards and Hol glojof .
recommendations of Union
institutions or national oversight
bodies and to ensure the
security and reliability of a
service provided by the
controller, or necessary for the
entering or performance of a
contract between the data
subject and a controller, or
when the data subject has given
his or her explicit consent. In
any case, such processing
should be subject to suitable
safeguards, which should include
specific information to the data
subject and the right to obtain
human intervention, to express
his or her point of view, to
obtain an explanation of the
decision reached after such
assessment and to challenge the
decision. Such measure should

not concern a child.

In order to ensure fair and AR FA 9 AR FAs £
transparent processing in 3t gl S nAst] 98, MR
respect of the data subject, 7} AYE= FAA Asky weks
taking into account the specific 1Este], dH A= 2204
circumstances and context in Fe fsh AHs 78 == B4
which the personal data are AAE ARESta, A3 V)eE, 2
processed, the controller should AA ZAE oldste] 53] M
use appropriate mathematical or o] FAIHE oF7]sh= 220 Al
statistical procedures for the Aot o7 A¥S FHaskshd, 4
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profiling, implement technical
and organisational measures
appropriate to ensure, in
particular, that factors which
result in inaccuracies in personal
data are corrected and the risk
of errors is minimised, secure
personal data in a manner that
takes account of the potential
risks involved for the interests
and rights of the data subject
and that prevents, inter alia,
discriminatory effects on natural
persons on the basis of racial or
ethnic origin, political opinion,
religion or beliefs, trade union
membership, genetic or health
status or sexual orientation, or
that result in measures having
such an effect. Automated
decision—making and profiling
based on special categories of
personal data should be allowed

only under specific conditions.

(72) Profiling is subject to the rules

of this Regulation governing the
processing of personal data,
such as the legal grounds for
processing or data protection
principles. The European Data
Protection Board established by
this Regulation (the ‘Board’ )
should be able to issue guidance

in that context.
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(73) Restrictions concerning specific

principles and the rights of
information, access to and
rectification or erasure of
personal data, the right to data
portability, the right to object,
decisions based on profiling, as
well as the communication of a
personal data breach to a data
subject and certain related
obligations of the controllers
may be imposed by Union or
Member State law, as far as
necessary and proportionate in a
democratic society to safeguard
public security, including the
protection of human life
especially in response to natural
or manmade disasters, the
prevention, investigation and
prosecution of criminal offences
or the execution of criminal
penalties, including the
safeguarding against and the
prevention of threats to public
security, or of breaches of
ethics for regulated professions,
other important objectives of
general public interest of the
Union or of a Member State, in
particular an important economic
or financial interest of the Union
or of a Member State, the
keeping of public registers kept
for reasons of general public

interest, further processing of
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archived personal data to
provide specific information
related to the political behaviour
under former totalitarian state
regimes or the protection of the
data subject or the rights and
freedoms of others, including
social protection, public health
and humanitarian purposes.
Those restrictions should be in
accordance with the
requirements set out in the
Charter and in the European
Convention for the Protection of
Human Rights and Fundamental

Freedoms.

(74) The responsibility and liability

of the controller for any
processing of personal data
carried out by the controller or
on the controller's behalf should
be established. In particular, the
controller should be obliged to
implement appropriate and
effective measures and be able
to demonstrate the compliance
of processing activities with this
Regulation, including the
effectiveness of the measures.
Those measures should take
into account the nature, scope,
context and purposes of the
processing and the risk to the
rights and freedoms of natural

persons.

ez SS0l ol #&Es6t K&
HE0IAE] #E(EU) 2016/679 [FEHE]
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(75) The risk to the rights and

freedoms of natural persons, of
varying likelihood and severity,
may result from personal data
processing which could lead to
physical, material or
non—material damage, in
particular: where the processing
may give rise to discrimination,
identity theft or fraud, financial
loss, damage to the reputation,
loss of confidentiality of
personal data protected by
professional secrecy,
unauthorised reversal of
pseudonymisation, or any other
significant economic or social
disadvantage; where data
subjects might be deprived of
their rights and freedoms or
prevented from exercising
control over their personal data;
where personal data are
processed which reveal racial or
ethnic origin, political opinions,
religion or philosophical beliefs,
trade union membership, and the
processing of genetic data, data
concerning health or data
concerning sex life or criminal
convictions and offences or
related security measures;
where personal aspects are
evaluated, in particular analysing
or predicting aspects concerning

performance at work, economic
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situation, health, personal
preferences or interests,
reliability or behaviour, location
or movements, in order to
create or use personal profiles;
where personal data of
vulnerable natural persons, in
particular of children, are
processed; or where processing
involves a large amount of
personal data and affects a large

number of data subjects.

(76) The likelihood and severity of

the risk to the rights and
freedoms of the data subject
should be determined by
reference to the nature, scope,
context and purposes of the
processing. Risk should be
evaluated on the basis of an
objective assessment, by which
it is established whether data
processing operations involve a

risk or a high risk.

(77) Guidance on the implementation

of appropriate measures and on
the demonstration of compliance
by the controller or the
processor, especially as regards
the identification of the risk
related to the processing, their
assessment in terms of origin,
nature, likelihood and severity,

and the identification of best
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practices to mitigate the risk, AgE 5 QJrt BRI YY) = w3tk
could be provided in particular el Aget Aol =2 9Y
by means of approved codes of S 2 ThsAo]l W2 Ho=
conduct, approved certifications, HrE= A Zgel sk AHS
guidelines provided by the Board AAleaL, did A5 183 AES
or indications provided by a data A Asl= d o FAW FETA
protection officer. The Board 5 HAE it

may also issue guidelines on
processing operations that are
considered to be unlikely to
result in a high risk to the
rights and freedoms of natural
persons and indicate what
measures may be sufficient in

such cases to address such risk.

(78) The protection of the rights (78) 7R AHglet #A-ds =kAA 9]
and freedoms of natural persons A} A Hee, 2 49 oF
with regard to the processing of AeRS F=ek7] S8l AAsE 7w,
personal data require that ZAA ZAE FHE AL 23]

o glowd,

appropriate technical and 2 18 =5 45T
organisational measures be azh
taken to ensure that the 53] AAlel ogt AR HS
gt
=

requirements of this Regulation

are met. In order to be able to sk A& o|3sfjoF gty 13t
demonstrate compliance with A= 53] MAR A2 HAs),
this Regulation, the controller MAY R Hojst wE 71gs), 7l
should adopt internal policies AR 75 Ao #3k Ty
and implement measures which g, AR FA0] AR AE FUHY
meet in particular the principles 58, A ARk Bet Vles A
of data protection by design and ul gkl 3|go] ¥ghE 4= it jel
data protection by default. Such AR AYS vlgor s xAale)
measures could consist, inter AFE Fdst7] A8l MAFRE
alia, of minimising the 8] sh= ol ZgAlolA, Au)A dl
processing of personal data, A2 A, A, A, AR A9
pseudonymising personal data as s A, AulA, o EEl Aol
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soon as possible, transparency AR T8 AlE, AH|A, olEE]
with regard to the functions and Aolds A W AA o
processing of personal data, B oigt fels nEstes A%
enabling the data subject to wojok s, HA 7Ve=s FTE9]
monitor the data processing, a#Este] AR kel AR}t
enabling the controller to create AR B3g gFE FFT 5 A
and improve security features. SHES HAE oo st A o3t
When developing, designing, AR Rl 7|2 ost g1
selecting and using applications, H3EO AR 37 kel wete
services and products that are M E a1 Eojof St

based on the processing of
personal data or process
personal data to fulfil their task,
producers of the products,
services and applications should
be encouraged to take into
account the right to data
protection when developing and
designing such products,
services and applications and,
with due regard to the state of
the art, to make sure that
controllers and processors are
able to fulfil their data
protection obligations. The
principles of data protection by
design and by default should
also be taken into consideration

in the context of public tenders.

(79) The protection of the rights (79) Ax FA9 Al A e 183
and freedoms of data subjects FE AArel Ak Aql 9wy
as well as the responsibility and AL, 7] ot HUE
liability of controllers and 1l 239} ddEstlE 2 Ao u}
processors, also in relation to & Al Bt dds a7tk
the monitoring by and measures o7lel= AR #2A7E e JR
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of supervisory authorities,
requires a clear allocation of the
responsibilities under this
Regulation, including where a
controller determines the
purposes and means of the
processing jointly with other
controllers or where a
processing operation is carried

out on behalf of a controller.

(80) Where a controller or a

processor not established in the
Union 1s processing personal
data of data subjects who are in
the Union whose processing
activities are related to the
offering of goods or services,
irrespective of whether a
payment of the data subject is
required, to such data subjects
in the Union, or to the
monitoring of their behaviour as
far as their behaviour takes
place within the Union, the
controller or the processor
should designate a
representative, unless the
processing is occasional, does
not include processing, on a
large scale, of special categories
of personal data or the
processing of personal data
relating to criminal convictions
and offences, and is unlikely to

result in a risk to the rights and
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freedoms of natural persons,
taking into account the nature,
context, scope and purposes of
the processing or if the
controller is a public authority
or body. The representative
should act on behalf of the
controller or the processor and
may be addressed by any
supervisory authority. The
representative should be
explicitly designated by a
written mandate of the
controller or of the processor to
act on its behalf with regard to
its obligations under this
Regulation. The designation of
such a representative does not
affect the responsibility or
liability of the controller or of
the processor under this
Regulation. Such a
representative should perform
its tasks according to the
mandate received from the
controller or processor, including
cooperating with the competent
supervisory authorities with
regard to any action taken to
ensure compliance with this
Regulation. The designated
representative should be subject
to enforcement proceedings in
the event of non—compliance by

the controller or processor.
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(81) To ensure compliance with the

requirements of this Regulation
in respect of the processing to
be carried out by the processor
on behalf of the controller, when
entrusting a processor with
processing activities, the
controller should use only
processors providing sufficient
guarantees, in particular in
terms of expert knowledge,
reliability and resources, to
implement technical and
organisational measures which
will meet the requirements of
this Regulation, including for the
security of processing. The
adherence of the processor to
an approved code of conduct or
an approved certification
mechanism may be used as an
element to demonstrate
compliance with the obligations
of the controller. The
carrying—out of processing by a
processor should be governed
by a contract or other legal act
under Union or Member State
law, binding the processor to
the controller, setting out the
subject— matter and duration of
the processing, the nature and
purposes of the processing, the
type of personal data and
categories of data subjects,

taking into account the specific
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tasks and responsibilities of the A= HE ue} NAARE B
processor in the context of the slof s} @ FAMElo] EAEH=
processing to be carried out and A= o ojo|tt

the risk to the rights and
freedoms of the data subject.
The controller and processor
may choose to use an individual
contract or standard contractual
clauses which are adopted either
directly by the Commission or
by a supervisory authority in
accordance with the consistency
mechanism and then adopted by
the Commission. After the
completion of the processing on
behalf of the controller, the
processor should, at the choice
of the controller, return or
delete the personal data, unless
there is a requirement to store
the personal data under Union
or Member State law to which
the processor is subject.

(82) In order to demonstrate (82) ¥ 1 =75 A5kl &, YR

compliance with this Regulation, At Ak ARale] HQdste]
the controller or processor U= A gl st 715 74
should maintain records of ok gttt zF AR weakel A2zt
processing activities under its = A7 gEYeha, e U
responsibility. Each controller B dld Ay #Ade] EUE R
and processor should be obliged ol g F AEE HAEV|Ho] T
to cooperate with the 715 B T A s 7HA
supervisory authority and make of it

those records, on request,
available to it, so that it might

serve for monitoring those
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processing operations.

(83) HolS 8-A3la HE7F E HFA4o
Q= A5 wAE] Y8, FR

(83) In order to maintain security

and to prevent processing in

infringement of this Regulation,
the controller or processor

should evaluate the risks

Bl Al Ao Waske
ABe gEsty dEs § e

JA9e gsse 2AF ol Ydlo}

inherent in the processing and sit), 7183k 22X+ HAl 71ET) i
implement measures to mitigate g ey el 98 W Ay A
those risks, such as encryption. 5l o|d) H|g&S g dle], 7|UAdS

p A =
Those measures should ensure sk AAsk Hel s HAS| ok

S|
an appropriate level of security, stth, JH Hol 93 Hre u=,
including confidentiality, taking AE B BAEAY G AeEe
into account the state of the art 1K o] kA = BHA vy
and the costs of implementation &4, WA a3y 2 o
in relation to the risks and the AT & MR Aol =evh=
nature of the personal data to Ado=zAM B4, 244 T vjed
be protected. In assessing data 2 Iz olod F Sl A¥S
security risk, consideration o s}

should be given to the risks that
are presented by personal data
processing, such as accidental
or unlawful destruction, loss,
alteration, unauthorised
disclosure of, or access to,
personal data transmitted, stored
or otherwise processed which
may in particular lead to
physical, material or

non—material damage.

(84) In order to enhance compliance (84) A #o] AA1e] A~} Ay
with this Regulation where o =2 S 2T rtsAel &
processing operations are likely A5 2 94 =55 Aslstr] 96,
to result in a high risk to the AR k= 53] s 2199 74,
rights and freedoms of natural 47, 5574 9 A4S Frteke
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persons, the controller should be ARRT FFF7E F3go] st H
responsible for the carrying—out S Aof st} AR AP t
of a data protection impact TS =3t AME )55
assessment to evaluate, in A3l Halor 3 Adgt A& 4%
particular, the origin, nature, g o dld FrF AyE g s ok
particularity and severity of that stt), A2l #o] 0|8 7hsdt Vs
risk. The outcome of the ¥} o3y H]g AR A FH A=At
assessment should be taken into 7F AAS 25 T ¢t 4
account when determining the NeE =2 APS FRksthe AR
appropriate measures to be o] ARHG JFHIIE S “eld
taken in order to demonstrate A5, AE A7 Al 73]
that the processing of personal o7} o]Foxfof sty

data complies with this
Regulation. Where a
data—protection impact
assessment indicates that
processing operations involve a
high risk which the controller
cannot mitigate by appropriate
measures in terms of available
technology and costs of
implementation, a consultation of
the supervisory authority should

take place prior to the

processing.

(85) A personal data breach may, if (85) 7NIAAR. Hall= HAloll At wha
not addressed in an appropriate ox st s AT JHIEE
and timely manner, result in of tst TA Aot Hel A
physical, material or ZPE ) Al B8 T AV, A1 A
non—material damage to natural &4, gt B e, 94
persons such as loss of control =4, A 7IERA FE HE
over their personal data or B MRS VA A, 71
limitation of their rights, e ZpAlel isk Tk A A,
discrimination, identity theft or A3l Eole] 5 ARl st
fraud, financial loss, =84, 544 e vjEd4 1)
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unauthorised reversal of
pseudonymisation, damage to
reputation, loss of confidentiality
of personal data protected by
professional secrecy or any
other significant economic or
social disadvantage to the
natural person concerned.
Therefore, as soon as the
controller becomes aware that a
personal data breach has
occurred, the controller should
notify the personal data breach
to the supervisory authority
without undue delay and, where
feasible, not later than 72 hours
after having become aware of it,
unless the controller is able to
demonstrate, in accordance with
the accountability principle, that
the personal data breach is
unlikely to result in a risk to
the rights and freedoms of
natural persons. Where such
notification cannot be achieved
within 72 hours, the reasons for
the delay should accompany the
notification and information may
be provided in phases without

undue further delay.

(86) The controller should

communicate to the data subject
a personal data breach, without
undue delay, where that

personal data breach is likely to

OIYE Mcolet 23st Ugol 252 Jefst 22
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result in a high risk to the AR He AMAS dfof st
rights and freedoms of the M A g IR HE 9
natural person in order to allow AAT A=Azl st A
him or her to take the ofdds estsh] 1 WS
necessary precautions. The 71=slloF shch, AR FAo gk 3)
communication should describe T Y FEHoZ st sk
the nature of the personal data g =737 WA FHesl)
breach as well as o|Fofxlof &pm, FET|ToIL
recommendations for the natural A 7# T Ve = 7] A
person concerned to mitigate ot ARFE EFsllok st oE
potential adverse effects. Such 501, S22 v& 93-S ¢slet
communications to data subjects HAQ7F Sl Atehd AR FA
should be made as soon as Al SA1 Agsfjof & Zlojm, A|%54
reasonably feasible and in close OJAY fAFSE AR Halol st
cooperation with the supervisory AAst 2x]E olgysllof & FQU}
authority, respecting guidance UE AR dRlel £ 9 Akke
provided by it or by other T Slo] AdskE 4 Qltk

relevant authorities such as
law—enforcement authorities.
For example, the need to
mitigate an immediate risk of
damage would call for prompt
communication with data
subjects whereas the need to
implement appropriate measures
against continuing or similar
personal data breaches may

justify more time for

communication.

(87) It should be ascertained B7) MJAPE Hall Ty oAFE FA]
whether all appropriate glstal As7]3a AR FA A
technological protection and vz yAlsl7] Qs B AR 7=
organisational measures have B3 2 FAA FX7} ol E A=A
been implemented to establish = glgjof ) 53] Q1R el
immediately whether a personal ol A7 W S FE FA A
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data breach has taken place and
to inform promptly the
supervisory authority and the
data subject. The fact that the
notification was made without
undue delay should be
established taking into account
in particular the nature and
gravity of the personal data
breach and its consequences and
adverse effects for the data
subject. Such notification may
result in an intervention of the
supervisory authority in
accordance with its tasks and
powers laid down in this

Regulation.

(88) In setting detailed rules

concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration
should be given to the
circumstances of that breach,
including whether or not
personal data had been
protected by appropriate
technical protection measures,
effectively limiting the likelihood
of identity fraud or other forms
of misuse. Moreover, such rules
and procedures should take into
account the legitimate interests
of law—enforcement authorities

where early disclosure could

(88) 7HAGE Halj o TAo 4&¥+=
G AT HAafol] A A s AT
mi=, AR g VA e
ZAE Tl BIEUEA, A =8
T v FHe] 28 7/l mat
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unnecessarily hamper the
investigation of the
circumstances of a personal data

breach.

(89) Directive 95/46/EC provided for

a general obligation to notify the
processing of personal data to
the supervisory authorities. While
that obligation produces
administrative and financial
burdens, it did not in all cases
contribute to improving the
protection of personal data. Such
indiscriminate general notification
obligations should therefore be
abolished, and replaced by
effective procedures and
mechanisms which focus instead
on those types of processing
operations which are likely to
result in a high risk to the rights
and freedoms of natural persons
by virtue of their nature, scope,
context and purposes. Such
types of processing operations
may be those which in,
particular, involve using new
technologies, or are of a new
kind and where no data
protection impact assessment has
been carried out before by the
controller, or where they become
necessary in the light of the time
that has elapsed since the initial

processing.
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(90) In such cases, a data protection (90) st A9, sl Al A4, J9,
impact assessment should be el gl Ay 93] Y-S 11y
carried out by the controller sto] =2 e A4 7hsd
prior to the processing in order M-S Frbekrl fsl Al Aol
to assess the particular AR A ARES IS
likelihood and severity of the Falaof sttt g JHI= 53|
high risk, taking into account the A 13 estel ViR RS Ak
nature, scope, context and 2 2 FF des Sl& AE
purposes of the processing and Z2, R3] 9 vAYSFES XS
the sources of the risk. That sflof st}
impact assessment should
include, in particular, the
measures, safeguards and
mechanisms envisaged for
mitigating that risk, ensuring the
protection of personal data and
demonstrating compliance with
this Regulation.

(91) This should in particular apply (91) ol= 53], st &2 MAPRE=E
to large—scale processing AAA 7 e 2o 5
operations which aim to process oA Helst= A HIEE Sh
a considerable amount of s A2 Ao zA B2 FJH
personal data at regional, TFA TS = 5 o 1 WA
national or supranational level So7 A 2 S YT
and which could affect a large 7Aool = A, 7)e A Ao uA
number of data subjects and o] wEl A2e 7]1Eo] titR
which are likely to result in a 2 AMEEE gl FEE ook sit)
high risk, for example, on ol sk X FAC] Aol Ay
account of their sensitivity, of =& 9¥s Zdshke v A
where in accordance with the 2], 53] dld Aol Fx 419
achieved state of technological A PAE oHA == Afels
knowledge a new technology is Agx]ojof iy, xEuldeef 7%
used on a large scale as well as skozpAQle] #SE JQlE aAxl
to other processing operations AAAo)an FH st Hrtef] Folo



H

o™ Y

oL

95/46/ECE HIXlot= 20164 43

Xelet 2taet Xgiel 259 Jefet
2

which result in a high risk to
the rights and freedoms of data
subjects, in particular where
those operations render it more
difficult for data subjects to
exercise their rights. A data
protection impact assessment
should also be made where
personal data are processed for
taking decisions regarding
specific natural persons
following any systematic and
extensive evaluation of personal
aspects relating to natural
persons based on profiling those
data or following the processing
of special categories of personal
data, biometric data, or data on
criminal convictions and offences
or related security measures. A
data protection impact
assessment is equally required
for monitoring publicly
accessible areas on a large
scale, especially when using
optic—electronic devices or for
any other operations where the
competent supervisory authority
considers that the processing is
likely to result in a high risk to
the rights and freedoms of data
subjects, in particular because
they prevent data subjects from
exercising a right or using a
service or a contract, or

because they are carried out

HeEe S20 W #8560 X

SEBI0IAE FH(EV) 2016/679 [REE]
e 55 T AR, BA FHE,
A #d 9 HH A e ad
Heb zAo] w3 HHEO] Ao
wolo] 5% AA<lel #H3 At
Ads 98 MAYEIE AeEe=
Aol RS PPt 73
wojo girh. dxto] H* 7hsd
9% difEE EYE™ESe 39,
53] A 717715 AREehes A
T Amride] AR A9 Al
Al 2 A8S 2l 770l

Akl of7]= 71EF Age] Af-el=
TR R YRS 7 o
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systematically on a large scale.
The processing of personal data
should not be considered to be
on a large scale if the
processing concerns personal
data from patients or clients by
an individual physician, other
health care professional or
lawyer. In such cases, a data
protection impact assessment

should not be mandatory.

(92) There are circumstances under
which it may be reasonable and
economical for the subject of a

data protection impact

assessment to be broader than a

single project, for example
where public authorities or
bodies intend to establish a
common application or
processing platform or where
several controllers plan to
introduce a common application
or processing environment
across an industry sector or
segment or for a widely used

horizontal activity.

(93) In the context of the adoption
of the Member State law on
which the performance of the
tasks of the public authority or
public body is based and which
regulates the specific processing

operation or set of operations in

(92) ARRT JFPrto] e vl
rRAERT G HR Ak
ol d#Hola AAAY & Qe
dEo) gtk oY FEU1H B 3y
HA7F 352 olEgAeld e A
EHES FHtA & wy, oy
AR AYATE 5 AMY i e
wokell AR = FHLIEA ol &
He $%84 d5S d% %Y
fETAolA = A FHS =Y

starAk & w7} 1 of|ojrk

w27 2] MEES JHAlsR= 39
- WE APy At} =

A2 g oldel 1w B} &
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question, Member States may
deem it necessary to carry out
such assessment prior to the

processing activities.

(94) Where a data protection impact (94) 8= ¢slsh= HoAx], HF %X
assessment indicates that the 2 wAYFo] gtk AR A=
processing would, in the el zpAle] Agfel Aol F=
absence of safeguards, security o]l YA Zddo] JRES
measures and mechanisms to FH7HE FE Seva, AR vt
mitigate the risk, result in a T 183k $3o] o]f vheet Vs
high risk to the rights and ¥} o]y H]golgh= IelA T
freedoms of natural persons and 2l s T3l sk 4 gtk
the controller is of the opinion H'HO—J A5, A s A1 Ao
that the risk cannot be mitigated =713 oyt o] Fo] Ao}
by reasonable means in terms of f'?_”/}. I3 =2 98 AP
available technologies and costs 54 433 Ao = 2 RliEe|
of implementation, the met 2HE ThsAdo] A, o)
supervisory authority should be ok zFAle] Al eb Aol st
consulted prior to the start of 3 == S 29T F Sl
processing activities. Such high 713 AAE 71 Yol 39
risk is likely to result from Qe FslloF st} SRR 57
certain types of processing and ol e 71zt el ti-gshA] ek
the extent and frequency of tal s, sie AErie] & 4t
processing, which may result Aol HAE Qe Aol uhe}
also in a realisation of damage Medsks dHele d3Fs vAA &
or interference with the rights o, o7l Ay AdE wAs
and freedoms of the natural = Aste] X 1ed o
person. The supervisory Azpo] dsto g AYo] HE= AH
authority should respond to the g9l st FE AHHDS
request for consultation within a Fagrrel Axrt 7] A
specified period. However, the =4 4 9lon, 53] AAde A
absence of a reaction of the 2o} Aol dist fde ¢stste
supervisory authority within that = dE A7) o]l sttt

period should be without

prejudice to any intervention of
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the supervisory authority in
accordance with its tasks and
powers laid down in this
Regulation, including the power
to prohibit processing
operations. As part of that
consultation process, the
outcome of a data protection
impact assessment carried out
with regard to the processing at
issue may be submitted to the
supervisory authority, in
particular the measures
envisaged to mitigate the risk to
the rights and freedoms of

natural persons.

(95) The processor should assist
the controller, where necessary
and upon request, in ensuring
compliance with the obligations
deriving from the carrying out
of data protection impact
assessments and from prior
consultation of the supervisory

authority.

(96) A consultation of the
supervisory authority should
also take place in the course of
the preparation of a legislative
or regulatory measure which
provides for the processing of
personal data, in order to
ensure compliance of the

intended processing with this

e
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Regulation and in particular to
mitigate the risk involved for
the data subject.

(97) Where the processing is carried

out by a public authority, except
for courts or independent
judicial authorities when acting
in their judicial capacity, where,
in the private sector, processing
1s carried out by a controller
whose core activities consist of
processing operations that
require regular and systematic
monitoring of the data subjects
on a large scale, or where the
core activities of the controller
or the processor consist of
processing on a large scale of
special categories of personal
data and data relating to
criminal convictions and
offences, a person with expert
knowledge of data protection
law and practices should assist
the controller or processor to
monitor internal compliance with
this Regulation. In the private
sector, the core activities of a
controller relate to its primary
activities and do not relate to
the processing of personal data
as ancillary activities. The
necessary level of expert
knowledge should be determined

in particular according to the

(97)
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data processing operations
carried out and the protection
required for the personal data
processed by the controller or
the processor. Such data
protection officers, whether or
not they are an employee of the
controller, should be in a
position to perform their duties
and tasks in an independent

manner.

(98) Associations or other bodies
representing categories of
controllers or processors should
be encouraged to draw up codes
of conduct, within the limits of
this Regulation, so as to
facilitate the effective application
of this Regulation, taking
account of the specific
characteristics of the processing
carried out in certain sectors
and the specific needs of micro,
small and medium enterprises.
In particular, such codes of
conduct could calibrate the
obligations of controllers and
processors, taking into account
the risk likely to result from the
processing for the rights and

freedoms of natural persons.

(99) When drawing up a code of

conduct, or when amending or

extending such a code,
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associations and other bodies © @3] e 1 8t wAle dd
representing categories of ol FAALe (st A AR
controllers or processors should A E3H) Hodof b, 13 &
consult relevant stakeholders, ool A AAE AR} AHE 9
including data subjects where afof i,
feasible, and have regard to
submissions received and views
expressed in response to such
consultations.

(100) In order to enhance (100) F98A% & 4 =55 43t
transparency and compliance 71 918, A5 WAUSH dH B3
with this Regulation, the A 4 wim Y FHske], YR
establishment of certification FAZY #E AFH Au Ao PR
mechanisms and data protection B3 s wEA J7ie 5 %
seals and marks should be = ejof gt
encouraged, allowing data
subjects to quickly assess the
level of data protection of
relevant products and services.

(101) Flows of personal data to and (101) fHgAAg QF =7} 2 A7)+
from countries outside the Union ole]l JMRIAKR Wi =A Fo¥
and international organisations =A PEs S8 S Hest
are necessary for the expansion dojr}, 183 w2 7= il
of international trade and Ar w5l #Adste] Az J
international cooperation. The I 85 AZIeet ey JiA
increase in such flows has Bl FHAgozRE A3 3l
raised new challenges and © AR ARt A2z == 7]Er
concerns with regard to the FHAP| A = A 7]l AE5E
protection of personal data. o, 2 ggel met FHAT elA
However, when personal data RAE = #ARAQ1e] HE 457o] 3
are transferred from the Union ExojM= ¢k Frh o7jee &l
to controllers, processors or A3 e A7 TN wLeE =
other recipients in third = UE A3=e AE weA A
countries or to international A = AT IR
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organisations, the level of
protection of natural persons
ensured in the Union by this
Regulation should not be
undermined, including in cases
of onward transfers of personal
data from the third country or
international organisation to
controllers, processors in the
same or another third country
or international organisation. In
any event, transfers to third
countries and international
organisations may only be
carried out in full compliance
with this Regulation. A transfer
could take place only if, subject
to the other provisions of this
Regulation, the conditions laid
down in the provisions of this
Regulation relating to the
transfer of personal data to
third countries or international
organisations are complied with

by the controller or processor.

(102) This Regulation is without

prejudice to international
agreements concluded between
the Union and third countries
regulating the transfer of
personal data including
appropriate safeguards for the
data subjects. Member States
may conclude international

agreements which involve the

R P e M B o i R
AR DGR s
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Sk Aol (e, 2 el o
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transfer of personal data to
third countries or international
organisations, as far as such
agreements do not affect this
Regulation or any other
provisions of Union law and
include an appropriate level of
protection for the fundamental

rights of the data subjects.

(103) The Commission may decide

with effect for the entire Union
that a third country, a territory
or specified sector within a third
country, or an international
organisation, offers an adequate
level of data protection, thus
providing legal certainty and
uniformity throughout the Union
as regards the third country or
international organisation which
is considered to provide such
level of protection. In such
cases, transfers of personal data
to that third country or
international organisation may
take place without the need to
obtain any further authorisation.
The Commission may also
decide, having given notice and
a full statement setting out the
reasons to the third country or
international organisation, to

revoke such a decision.

(103) HaA93)= o= A3=
9 JE = 54 HUOM
T7F AA7 FEL
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(104) In line with the fundamental (104) FHAY AHY nigo] @ <&
values on which the Union is Aol 71x], 53] W HIE gAld
founded, in particular the w2l Hy L) A3s= A3, A3=ro
protection of human rights, the FE e 54 s 971 o
Commission should, in its g A3=o] WA|FoE drf} &
assessment of the third country, Foh=Al, S Feleh =4 1
or of a territory or specified 4 uF, 183 S kel dwt
sector within a third country, HEY o JEEErd, a9
take into account how a 9 S7RME, FeEA B HEY
particular third country respects g xZghef ofE Aoz HITs=

)

SR P N U =
O W do oo ot o rlr At oE

the rule of law, access to

justice as well as international

human rights norms and < Y we, FAEA A
standards and its general and 3 g A3TeA AlSY
sectoral law, including legislation 7}s3s

concerning public security,

5} N3
defence and national security as ok sttt sld A3=E, &
well as public order and criminal MAAH7} st = oy EF
law. The adoption of an oA AgE Ae, AHAT U
adequacy decision with regard A BHAE = 5y 2Rdow

to a territory or a specified ot AA T BHEU) o] F
sector in a third country should A ZdE BASoF s 53],
take into account clear and A3 Ayl %%X—i *lil

, 2

objective criteria, such as
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WP, AME FAZ Ao}

the scope of applicable legal

o
S
specific processing activities and AR
= A
standards and legislation in |
Ql

force in the third country. The

(o]
S
=
-

third country should offer
guarantees ensuring an adequate
level of protection essentially
equivalent to that ensured within
the Union, in particular where
personal data are processed in

one or several specific sectors.

In particular, the third country
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should ensure effective
independent data protection
supervision and should provide
for cooperation mechanisms with
the Member States' data
protection authorities, and the
data subjects should be provided
with effective and enforceable
rights and effective
administrative and judicial

redress.

(105) Apart from the international

commitments the third country
or international organisation has
entered into, the Commission
should take account of
obligations arising from the third
country's or international
organisation's participation in
multilateral or regional systems
in particular in relation to the
protection of personal data, as
well as the implementation of
such obligations. In particular,
the third country's accession to
the Council of Europe
Convention of 28 January 1981
for the Protection of Individuals
with regard to the Automatic
Processing of Personal Data and
its Additional Protocol should be
taken into account. The
Commission should consult the
Board when assessing the level

of protection in third countries

22 550 Ul #5850 K&
SYCIB0IAE FH(EV) 2016/679 [SEAHE!]
(105) A3= T =AF7F Add =

Afrekh= HEg Qs A3
= e A7 53] AR B
o TWEs g e
of Folshdr WA= o9l 1

x] ol )\]/\Eﬂ

gk oo ool ohell aresfor gt
th 53], Al3=0] JHAGR. AE A

ge} AAeh /) BEe] gk 1981
g9 2804 fBels del
(Council of Europe Convention) %
F7HgMe) FolPEAZ arefelol
ek QAL A e =
N7e) BE $ES AN 1 55
Az) e} FeJsfjof it
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or international organisations.

(106) The Commission should (106) HAYs= A3, A3=e o

monitor the functioning of
decisions on the level of
protection in a third country, a
territory or specified sector
within a third country, or an
international organisation, and
monitor the functioning of
decisions adopted on the basis
of Article 25(6) or Article
26(4) of Directive 95/46/EC. In
its adequacy decisions, the
Commission should provide for a
periodic review mechanism of
their functioning. That periodic
review should be conducted in
consultation with the third
country or international
organisation in question and take
into account all relevant
developments in the third
country or international
organisation. For the purposes
of monitoring and of carrying
out the periodic reviews, the
Commission should take into
consideration the views and
findings of the European
Parliament and of the Council as
well as of other relevant bodies
and sources. The Commission
should evaluate, within a
reasonable time, the functioning

of the latter decisions and

E Ee 54 oy =AY
Ro ol tigh d4go] ofwA 7]
soheAl BYEPoF sk, A
95/46/EC A25x2A416% H+= #126
ZA4Z 71zt AEE Ao
oAl 7lse=AE RUE L

o] A3xw EE AT delE
8 ool s, Y A3F
e 2R RE 3y AMg A
ME aFaol dvh RYE
18 AR FAe a9, Q9]
S A CEREUC R Bt
a7 2 Aw 249 Adst

32 neslek stk @)
135 AAs 7|7} 14101] *A A
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report any relevant findings to
the Committee within the
meaning of Regulation (EU) No
182/2011 of the European
Parliament and of the Council as
established under this
Regulation, to the European

Parliament and to the Council.

(107) The Commission may
recognise that a third country, a
territory or a specified sector
within a third country, or an
international organisation no
longer ensures an adequate level
of data protection. Consequently
the transfer of personal data to
that third country or
international organisation should
be prohibited, unless the
requirements in this Regulation
relating to transfers subject to
appropriate safeguards, including
binding corporate rules, and
derogations for specific
situations are fulfilled. In that
case, provision should be made
for consultations between the
Commission and such third
countries or international
organisations. The Commission
should, in a timely manner,
inform the third country or
international organisation of the
reasons and enter into

consultations with it in order to

(107) HyAL3)= A3, #3729 o
E T+ 54 FEolY A7)

T JH HIEE
AsetA Fas AT 5 ok 1
of wel 7459 e Y ES
23 A3 B A7 FHEHe
A% 2 54 st oist 48 2ks}
of tigt & 92 2QFANge] F5
2] o= & Sl A3 e Al
7] Agol T

EEEEEEE
g AsE wE AT 2 Qs
9% ol vheEolel st el
s Gl A3 wE =AY
Fol e TAST 4Re dde
7] 918 Golel Sojzjol Fi,
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remedy the situation.

(108) In the absence of an adequacy

decision, the controller or
processor should take measures
to compensate for the lack of
data protection in a third
country by way of appropriate
safeguards for the data subject.
Such appropriate safeguards
may consist of making use of
binding corporate rules, standard
data protection clauses adopted
by the Commission, standard
data protection clauses adopted
by a supervisory authority or
contractual clauses authorised
by a supervisory authority.
Those safeguards should ensure
compliance with data protection
requirements and the rights of
the data subjects appropriate to
processing within the Union,
including the availability of
enforceable data subject rights
and of effective legal remedies,
including to obtain effective
administrative or judicial redress
and to claim compensation, in
the Union or in a third country.
They should relate in particular
to compliance with the general
principles relating to personal
data processing, the principles
of data protection by design and
by default. Transfers may also

OIYE Mcolet 23st Ugol 252 Jefst 22
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be carried out by public =718 &74E Wotof st
authorities or bodies with public
authorities or bodies in third
countries or with international
organisations with corresponding
duties or functions, including on
the basis of provisions to be
inserted into administrative
arrangements, such as a
memorandum of understanding,
providing for enforceable and
effective rights for data
subjects. Authorisation by the
competent supervisory authority
should be obtained when the
safeguards are provided for in
administrative arrangements that

are not legally binding.

(109) The possibility for the (109) X THAY A=t a9
controller or processor to use 3] = ETIHe] AYst iF A
standard data—protection clauses H B3 FS AFES & Qtta &)
adopted by the Commission or A, AR AR A o 3w
by a supervisory authority et AR Azt s AR
should prevent controllers or 2| A 7k Aok el T AR
processors neither from H3S Z8S ESA 7| AY thE X5
including the standard T F7F 35 Fleks Z0|
data—protection clauses in a A EHE AL ofyth &, did =%
wider contract, such as a T2 AP B dEv|Ho] 2
contract between the processor g5l ¥ JH BHE 23S A4
and another processor, nor from O=RE HFoRE FAAY A
adding other clauses or B FA9 71EAY Aol S
additional safeguards provided M= Qb "ok AR AERkel A
that they do not contradict, A= X B S Hadske
directly or indirectly, the Alold ke S8l F7F REAAE
standard contractual clauses ATt e Eofof it
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adopted by the Commission or
by a supervisory authority or
prejudice the fundamental rights
or freedoms of the data
subjects. Controllers and
processors should be
encouraged to provide additional
safeguards via contractual
commitments that supplement

standard protection clauses.

(110) A group of unéertakmgs, or'a (110) 2= A4 Hzo] EAlsl= A}
group of enterprises engaged n Q;]X]— ;g]:/l_ = 7*|ot_] ;g]:/l_% ‘?I‘Ed?j
a joint economic activity, should stol A dlg £ ALl A e
be able to make use of 719 Ak Nomol ZA Ad

approved binding corporate rules

%]
for its international transfers :17-4% %};é 2= glojo} BT}
from the Union to organisations 288 719 RS AadRe] A
within the same group of Lo} ME WE=o| Bet AAs 1
undertakings, or group of AN wAsY] o8 mE =g
enterprises engaged in a joint ANy AW st Pdal= Tk
economic activity, provided that o} hl,
such corporate rules include all
essential principles and
enforceable rights to ensure
appropriate safeguards for
transfers or categories of
transfers of personal data.

(111) Provisions should be made for (111 AR Z=A7 gwsA =3 7

the possibility for transfers in o i AMdo] ATl o]2oix

AN

certain circumstances where the W Aor wi WA ATLOHA Ak
-1 - h o -
data Sub?e.ct has given his or A=, A7) Tl A7)E A}
her explicit consent, where the = gorst 84 A w WA vl
transfer is occasional and Ao A= B0 9 B
necessary in relation to a o] Fadt Ao = =7 Ao 9
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contract or a legal claim,
regardless of whether in a
judicial procedure or whether in
an administrative or any
out—of—court procedure,
including procedures before
regulatory bodies. Provision
should also be made for the
possibility for transfers where
important grounds of public
interest laid down by Union or
Member State law so require or
where the transfer is made from
a register established by law
and intended for consultation by
the public or persons having a
legitimate interest. In the latter
case, such a transfer should not
involve the entirety of the
personal data or entire
categories of the data contained
in the register and, when the
register is intended for
consultation by persons having a
legitimate interest, the transfer
should be made only at the
request of those persons or, if
they are to be the recipients,
taking into full account the
interests and fundamental rights

of the data subject.

(112) Those derogations should in

particular apply to data transfers
required and necessary for

important reasons of public
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interest, for example in cases of Aol ek =5 A 7F oA A
international data exchange H gl A ) Ee Ry
between competition authorities, S (s 5o Aol sk
tax or customs administrations, HAEAF 34 A AF, AE=
between financial supervisory A B AAa/AEE SEiA B &
authorities, between services TEAY Fest JH deel A&
competent for social security Hojof gt} AR FA7} TE A
matters, or for public health, for S T = ASellA, AAY] e
example in the case of contact Adolug Age s AR FA
tracing for contagious diseases U AFEe Fo%k oo fs 2
or in order to reduce and/or A1 o]9)S K= d /UA
eliminate doping in sport. A H odFo] stk A, 183k 79l
transfer of personal data should AH dEHS FHAJ Ao=E
also be regarded as lawful Hojof stt}, 2HdA AAo] YHA
where it is necessary to protect A ke g, FHAT eI T
an interest which is essential NES 397 #As FQ35 ol
for the data subject's or another 2, B4 HFE ARE A3 o
person's vital interests, including A7) At s YAIZHOoR
physical integrity or life, if the Aget = ok 3ld=2 st 4f
data subject is incapable of e Hasds]el FA&oF gt
giving consent. In the absence =92l o]t HAQl olFE T
of an adequacy decision, Union ol A & glv AR FA 9
or Member State law may, for MAGEE =4 JAE=F2] whAef
important reasons of public AEst= 22, Adnl goko wet
interest, expressly set limits to Qs AF A T FYH FE
the transfer of specific Ag 7hest A AEFo HE +
categories of data to a third Fibe A, T BAS F
country or an international Q3 o] fE Ei= AR FAY T
organisation. Member States sk o]o)ef sldste] Qs Aow
should notify such provisions to e 4 Sl

the Commission. Any transfer to

an international humanitarian

organisation of personal data of

a data subject who is physically

or legally incapable of giving

consent, with a view to
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accomplishing a task incumbent
under the Geneva Conventions
or to complying with
international humanitarian law
applicable in armed conflicts,
could be considered to be
necessary for an important
reason of public interest or
because it is in the vital interest

of the data subject.

(113) Transfers which can be

qualified as not repetitive and
that only concern a limited
number of data subjects, could
also be possible for the
purposes of the compelling
legitimate interests pursued by
the controller, when those
interests are not overridden by
the interests or rights and
freedoms of the data subject
and when the controller has
assessed all the circumstances
surrounding the data transfer.
The controller should give
particular consideration to the
nature of the personal data, the
purpose and duration of the
proposed processing operation
or operations, as well as the
situation in the country of
origin, the third country and the
country of final destination, and
should provide suitable
safeguards to protect
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fundamental rights and freedoms
of natural persons with regard
to the processing of their
personal data. Such transfers
should be possible only in
residual cases where none of
the other grounds for transfer
are applicable. For scientific or
historical research purposes or
statistical purposes, the
legitimate expectations of
soclety for an increase of
knowledge should be taken into
consideration. The controller
should inform the supervisory
authority and the data subject

about the transfer.

(114) In any case, where the

Commission has taken no
decision on the adequate level
of data protection in a third
country, the controller or
processor should make use of
solutions that provide data
subjects with enforceable and
effective rights as regards the
processing of their data in the
Union once those data have
been transferred so that that
they will continue to benefit
from fundamental rights and

safeguards.

(115) Some third countries adopt

laws, regulations and other legal
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acts which purport to directly
regulate the processing activities
of natural and legal persons
under the jurisdiction of the
Member States. This may
include judgments of courts or
tribunals or decisions of
administrative authorities in third
countries requiring a controller
or processor to transfer or
disclose personal data, and
which are not based on an
international agreement, such as
a mutual legal assistance treaty,
in force between the requesting
third country and the Union or a
Member State. The
extraterritorial application of
those laws, regulations and
other legal acts may be in
breach of international law and
may impede the attainment of
the protection of natural persons
ensured in the Union by this
Regulation. Transfers should
only be allowed where the
conditions of this Regulation for
a transfer to third countries are
met. This may be the case,
inter alia, where disclosure is
necessary for an important
ground of public interest
recognised in Union or Member
State law to which the controller

1s subject.
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(116) When personal data moves (116) MAZH7} FHAY gro= =74
across borders outside the S o] o]l uw A<dle] AH
Union it may put at increased RS g AL 53] ' FRO
risk the ability of natural =5 AR e SRS E RER
persons to exercise data < gl dist o] S
protection rights in particular to Ak 18} A, F=r)de] =74
protect themselves from the uke] gyt FEste] TYs A
unlawful use or disclosure of stAY AME T XE TR
that information. At the same At 28 FAFs He el
time, supervisory authorities A=E71#e HYy vy YA EFE
may find that they are unable to sk o = A @l A=E e
pursue complaints or conduct WAL, 283 A =5 22 d4
investigations relating to the 2 Fel=e] wElE e ¢ Urh
activities outside their borders. b JH RS =73 Tk o
Their efforts to work together st Jys Fxlste] AZ AR
in the cross—border context = w&sty I AME FeEk=
may also be hampered by 5 58 ekt Mg N RS
insufficient preventative or 5 95t HES Adsr] Y T4
remedial powers, inconsistent 2 s AYS FHskaL Awehs
legal regimes, and practical A Y WAYSE MRS fEl, A
obstacles like resource yes|et =TI 3T
constraints. Therefore, there is dztal e wet JRE wE
a need to promote closer st 159 dsh YAkl AASH &
cooperation among data FolA A3=e] F5 7]H s
protection supervisory of st}
authorities to help them
exchange information and carry
out investigations with their
international counterparts. For
the purposes of developing
international cooperation
mechanisms to facilitate and
provide international mutual
assistance for the enforcement
of legislation for the protection
of personal data, the

— 103 —
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Commission and the supervisory
authorities should exchange
information and cooperate in
activities related to the exercise
of their powers with competent
authorities in third countries,
based on reciprocity and in

accordance with this Regulation.

(117) The establishment of
supervisory authorities in
Member States, empowered to
perform their tasks and exercise
their powers with complete
independence, is an essential
component of the protection of
natural persons with regard to
the processing of their personal
data. Member States should be
able to establish more than one
supervisory authority, to reflect
their constitutional,
organisational and administrative

structure.

(118) The independence of
supervisory authorities should
not mean that the supervisory
authorities cannot be subject to
control or monitoring
mechanisms regarding their
financial expenditure or to

judicial review.

(119) Where a Member State

establishes several supervisory

— 104 —
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authorities, it should establish
by law mechanisms for ensuring
the effective participation of
those supervisory authorities in
the consistency mechanism.
That Member State should in
particular designate the
supervisory authority which
functions as a single contact
point for the effective
participation of those authorities
in the mechanism, to ensure
swift and smooth cooperation
with other supervisory
authorities, the Board and the

Commission.

(120) Each supervisory authority

should be provided with the
financial and human resources,
premises and infrastructure
necessary for the effective
performance of their tasks,
including those related to mutual
assistance and cooperation with
other supervisory authorities
throughout the Union. Each
supervisory authority should
have a separate, public annual
budget, which may be part of
the overall state or national
budget.

(121) The general conditions for the

member or members of the

supervisory authority should be

OIYE Mcolet 23st Ugol 252 Jefst 22
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laid down by law in each b AxE Fal AN, AN 4
Member State and should in ., 93] E= o3 A/ 9
particular provide that those Aoz s|d=ol o3, YAFgF -
members are to be appointed, © =7 457F sk Ay sld=
by means of a transparent HEo| wel e 53 7]3o]
procedure, either by the Ao sttt eI =5HA
parliament, government or the S wA37] Y8, AE7Ee A
head of State of the Member AL A A Wssfor skl A
State on the basis of a proposal of FEstA %= e s AU
from the government, a member ofF dh 7] FF B ojHof 3
of the government, the Aglol < E7Fsst APl FA
parliament or a chamber of the s oF dt ASET|HS 5T
parliament, or by an independent o] AdstAY 3|e HE w
body entrusted under Member 2t ¥ =53] 7o) Adtst= A
State law. In order to ensure A ALde Folof ahH, slid A
the independence of the =71 A de AAREE wEfof
supervisory authority, the Sht,
member or members should act
with integrity, refrain from any
action that is incompatible with
their duties and should not,
during their term of office,
engage in any incompatible
occupation, whether gainful or
not. The supervisory authority
should have its own staff,
chosen by the supervisory
authority or an independent
body established by Member
State law, which should be
subject to the exclusive
direction of the member or
members of the supervisory
authority.

(122) Each supervisory authority (122) 7+ #5714 &g sld=9 4

— 106 —
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should be competent on the E Yol E Aol uwet Foid
territory of its own Member Hsks FYApstar JFE Y T
State to exercise the powers - ysE 7HA o gttt 53] &Y
and to perform the tasks 3= JE Wl AR A A
conferred on it in accordance 2 2ke] AMFH FEolets WEolA
with this Regulation. This should o|FAX] = AH Ay, F7]E0]
cover in particular the U oS 98 Yok wzkdAvE
processing in the context of the Fsts IR Ay, dld YE
activities of an establishment of Ul AR FANA FEFS x| = A
the controller or processor on H Ay, 99T YellA dHEHA
the territory of its own Member %2 AR ARt AHFAE 3
State, the processing of personal = AR AHY WY AR FA7F
data carried out by public AF FE o] AT APE
authorities or private bodies thFojol 3t} 7HEv|Te]l o
acting in the public interest, = AR FA7F A7)skE wd A,
processing affecting data o Aol #sE AL ’\]f‘” 7H
subjects on its territory or AR A #HdAsE 98, 3,
processing carried out by a RoA=], Aol st % 4 212]
controller or processor not A3 7} ESkE| oo} gt}
established in the Union when
targeting data subjects residing
on its territory. This should
include handling complaints
lodged by a data subject,
conducting investigations on the
application of this Regulation and
promoting public awareness of
the risks, rules, safeguards and
rights in relation to the
processing of personal data.

(123) The supervisory authorities (123) #5713 71K g2t &
should monitor the application of sto] 2F1Q1S Hestal o AlE
the provisions pursuant to this oA 7jeAH e 558 =743}7]
Regulation and contribute to its 8, B A4 g 2 H8S
consistent application throughout TUg ol s fHA dAel
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the Union, in order to protect
natural persons in relation to
the processing of their personal
data and to facilitate the free
flow of personal data within the
internal market. For that
purpose, the supervisory
authorities should cooperate with
each other and with the
Commission, without the need
for any agreement between
Member States on the provision
of mutual assistance or on such

cooperation.

(124) Where the processing of

personal data takes place in the
context of the activities of an
establishment of a controller or
a processor in the Union and
the controller or processor is
established in more than one
Member State, or where
processing taking place in the
context of the activities of a
single establishment of a
controller or processor in the
Union substantially affects or is
likely to substantially affect data
subjects in more than one
Member State, the supervisory
authority for the main
establishment of the controller
or processor or for the single
establishment of the controller

or processor should act as lead
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authority. It should cooperate of AFshA o= X FAI7F vl
with the other authorities = A7Ist A, 28E vNds H1r
concerned, because the St 71 dd sl #
controller or processor has an o B ds]= 2 o Ae #
establishment on the territory of At o Abgrel] thsh XS AA|
their Member State, because sk Hoflds]e] o ®9l Wl
data subjects residing on their A, B3] A9 AR A7 B9
territory are substantially sl g=ell A= AR FA st
affected, or because a complaint ke mx|=x] #elstr] 93] L
has been lodged with them. Also dallof sl= 7] ek A3} EF
where a data subject not gl T FRl ololE S
residing in that Member State Ze] Fst AHE AT = 3o
has lodged a complaint, the of st}
supervisory authority with which
such complaint has been lodged
should also be a supervisory
authority concerned. Within its
tasks to issue guidelines on any
question covering the application
of this Regulation, the Board
should be able to issue
guidelines in particular on the
criteria to be taken into account
in order to ascertain whether
the processing in question
substantially affects data
subjects in more than one
Member State and on what
constitutes a relevant and
reasoned objection.

(125) The lead authority should be (125) A3 7132 & 4ol met 7o
competent to adopt binding d Asks AEske A9 #-s)
decisions regarding measures o 45y gl AAS Ay F=H
applying the powers conferred Ak 7ok st A3 V|How
on it in accordance with this A9 AF WY UM, sl A=7]

- 109 —
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Regulation. In its capacity as T i bdd Ao i =T
lead authority, the supervisory s LS FAAZ]aL olE E
authority should closely involve allof stth. Ao] AR FAS U
and coordinate the supervisory Ll TE YRE + W&

authorities concerned in the
decision—making process. Where
the decision is to reject the st
complaint by the data subject in
whole or in part, that decision
should be adopted by the
supervisory authority with which

the complaint has been lodged.

(126) The decision should be agreed (126) 242 A3 A=7149 #d 7

jointly by the lead supervisory
authority and the supervisory
authorities concerned and should
be directed towards the main or
single establishment of the
controller or processor and be
binding on the controller and
processor. The controller or
processor should take the
necessary measures to ensure
compliance with this Regulation
and the implementation of the
decision notified by the lead
supervisory authority to the
main establishment of the
controller or processor as
regards the processing activities

in the Union.

(127) Each supervisory authority not

acting as the lead supervisory

authority should be competent to
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handle local cases where the T 54 A FA ARbe]l wd
controller or processor is g daroll A FE = Aot #d
established in more than one = s Gl sl AR A
Member State, but the subject T AFE QlelE S0 A
matter of the specific processing AfQtol ot sld=rel 574 118 AkE
concerns only processing carried ol A MAARE At A
out in a single Member State W #AAE A9 A9 ARIE A
and involves only data subjects o FF Agks 7hAoF gtk st
in that single Member State, for A5, AE7|HE il AR A3
example, where the subject 713k A glel A Eof st
matter concerns the processing o IAE W AY AET S,
of employees' personal data in A% A=713 ogE dd g5
the specific employment context Y #80 H9AEm & A
of a Member State. In such U el wet zpalo] ARdS A e
cases, the supervisory authority ax], olym uAZ AFI 7=V
should inform the lead ol A Aol Ads AHed
supervisory authority without A AR o st} ApAlo] APAS X
delay about the matter. After ax] WX E A5 u), A3 7=
being informed, the lead 7132 AR AR A2z O
supervisory authority should st A474o] an4l AP HAs
decide, whether it will handle 71 938l, A& Ae3sE =)o)
the case pursuant to the &3t o] AR e A
provision on cooperation kel AbgAo] A=A AFE A
between the lead supervisory slof sty A3 Ev)de] ARES
authority and other supervisory A7 2 3k 4§, 1AE Ayt
authorities concerned =713 AHE s 2S5 Al
( ‘one—stop—shop =% 713 E 7HAoF &b, A3 7=
mechanism’ ), or whether the 7132 dAw & dAYUS wet
supervisory authority which Aol AA Zoks 2T ) o]
informed it should handle the Ze2 Hdisk ok gt
case at local level. When
deciding whether it will handle
the case, the lead supervisory
authority should take into
account whether there is an
establishment of the controller

- 111 -
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or processor in the Member
State of the supervisory
authority which informed it in
order to ensure effective
enforcement of a decision
vis—a—vis the controller or
processor. Where the lead
supervisory authority decides to
handle the case, the supervisory
authority which informed it
should have the possibility to
submit a draft for a decision, of
which the lead supervisory
authority should take utmost
account when preparing its draft
decision in that one—stop—shop

mechanism.

(128) The rules on the lead

supervisory authority and the
one—stop—shop mechanism
should not apply where the
processing is carried out by
public authorities or private
bodies in the public interest. In
such cases the only supervisory
authority competent to exercise
the powers conferred to it in
accordance with this Regulation
should be the supervisory
authority of the Member State
where the public authority or

private body is established.

(129) In order to ensure consistent

monitoring and enforcement of

=22 SS0 ol #EstD K&
SEHE0IAE RE(EV) 2016/679 [SFEHE]
(128) A% A=/19} A2E & W7

Uzl B FHe 37Nt
B 9% WAL Ak
Aol Aol HgHA sheth
Mg A, 2 7ol wet ol
AR YT FE AL M F

& AEIue WY FI7IwNL
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this Regulation throughout the Y&, A=713> 7 3 Yol
Union, the supervisory FUe et fraEs Agks 7HA
authorities should have in each of sttt o37lell= FAF A AlA
Member State the same tasks Ak 9 AA A s 2 =A A
and effective powers, including sto] xste|m, 53] zkdQle] wg
powers of investigation, = A7IsE A5, 2 8 §RE AR
corrective powers and sanctions, S APH 7)3e] st Aol #
and authorisation and advisory ofgr sty XA (L HE
powers, in particular in cases of of wE HE 7] Hdtel= J&F
complaints from natural persons, S u AR FS). I3 Ik =
and without prejudice to the g, AR Aol sl aAE 253
powers of prosecutorial B = HEE Acts g
authorities under Member State Agks Egtefof gl A=
law, to bring infringements of T mE IR HEel A
this Regulation to the attention H OE gFE YA F ek
of the judicial authorities and 57130 A FHAY 2 34
engage in legal proceedings. o HEof YAlE AAs dxA] B
Such powers should also include S| wel AEs AlZE Ul ¥
the power to impose a Bt skl A= ofoF stk
temporary or definitive 53] 7Zt7te)l A= & 18 7
limitation, including a ban, on HAgolgh= #elA Aty Je
processing. Member States may st 73S FAEoF sk, s AF
specify other tasks related to g Z+zbe] AFsks yyElof shy, A}
the protection of personal data Alof| Al efdeks wix= 7 24
under this Regulation. The 7} o]Fo R 7] Hef gAS hRE
powers of supervisory BE A AgE EFdloF st
authorities should be exercised AR AN A B Qs 08-S DA
in accordance with appropriate 7IAY st 2ds ek o
procedural safeguards set out in S lgjjof st} B4 Y3 #As
Union and Member State law, ZAF AT APY 73S AR E7F
impartially, fairly and within a = Wolof sith= QAR &5, 39
reasonable time. In particular = Az A" FAA QFA)
each measure should be ol wet 3PaEofol Fhrt 75T
appropriate, necessary and T HA 759 Qe A S
proportionate in view of Ao r ZAEojol sfar, gEek
ensuring compliance with this 3l B%ekA| grolok b, Sl FA]
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Regulation, taking into account M-S wsst ey e s
the circumstances of each HAs ok st Asride] F e
individual case, respect the right o] Hghs Fofsk e AT
of every person to be heard o] qlojof ahm, A2 AbRE AA
before any individual measure aflof 3, a¥Ael FAE e A
which would affect him or her 2= dgdlfol sit) ol 3= A
adversely is taken and avoid 2Pl wWE F7F QFAES HlA
superfluous costs and excessive SHA] ¢rolof sl A F5Y Q=
inconveniences for the persons Aol Qe g dds Yt
concerned. Investigatory powers w=7)o] &3 g darolA AP
as regards access to premises AVS ob7]E ¢ QS-S AT

should be exercised in
accordance with specific
requirements in Member State
procedural law, such as the
requirement to obtain a prior
judicial authorisation. Each
legally binding measure of the
supervisory authority should be
in writing, be clear and
unambiguous, indicate the
supervisory authority which has
issued the measure, the date of
issue of the measure, bear the
signature of the head, or a
member of the supervisory
authority authorised by him or
her, give the reasons for the
measure, and refer to the right
of an effective remedy. This
should not preclude additional
requirements pursuant to
Member State procedural law.
The adoption of a legally binding
decision implies that it may give

rise to judicial review in the
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Member State of the
supervisory authority that
adopted the decision.

(130) Where the supervisory (130) WS AHsh F=7]do] 3
authority with which the w=7)Fo] obd A, A3F] 7]
complaint has been lodged is not T E e PAlE FdeEy 43
the lead supervisory authority, ol &tk el wet vldE A
the lead supervisory authority st =V dsiAl gyslok
should closely cooperate with skoy 19sk A9, A3 AEv)H
the supervisory authority with <, e FHE sk 1A o3k
which the complaint has been = A 52 2AE FF o,
lodged in accordance with the Uds Ay Asride dsE
provisions on cooperation and Hgt aysior sh, WHAS HE
consistency laid down in this A i A e Rl e
Regulation. In such cases, the gt dld sles FEO st
lead supervisory authority A e 5 dgsks e
should, when taking measures 7} ok Stk
intended to produce legal
effects, including the imposition
of administrative fines, take
utmost account of the view of
the supervisory authority with
which the complaint has been
lodged and which should remain
competent to carry out any
investigation on the territory of
its own Member State in liaison
with the competent supervisory
authority.

(131) Where another supervisory (131) ©& #57]do] xR A}
authority should act as a lead Ag)zke] A2l &gl st 2% 7+
supervisory authority for the 5713e] 9E-s gdddof AT
processing activities of the el A A ARFoILE A
controller or processor but the 2 2ol sl wldo] A7|=E At
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concrete subject matter of a
complaint or the possible
infringement concerns only
processing activities of the
controller or processor in the
Member State where the
complaint has been lodged or
the possible infringement
detected and the matter does
not substantially affect or is not
likely to substantially affect data
subjects in other Member
States, the supervisory authority
receiving a complaint or
detecting or being informed
otherwise of situations that
entail possible infringements of
this Regulation should seek an
amicable settlement with the
controller and, if this proves
unsuccessful, exercise its full
range of powers. This should
include: specific processing
carried out in the territory of
the Member State of the
supervisory authority or with
regard to data subjects on the
territory of that Member State;
processing that is carried out in
the context of an offer of goods
or services specifically aimed at
data subjects in the territory of
the Member State of the
supervisory authority; or
processing that has to be

assessed taking into account
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relevant legal obligations under

Member State law.

_

(132) Awareness—raising activities (132) #r=7142] izl it
by supervisory authorities g 4

addressed to the public should < BT 2AYIEY F7IYe
include specific measures EIaES

directed at controllers and TAHZA X5 EZgbsljof st
processors, including micro,
small and medium—sized
enterprises, as well as natural
persons in particular in the

educational context.

(133) The supervisory authorities (133) #5713, G AFeA] &
should assist each other in B dvd A8y H¥es BAst
performing their tasks and 71 S8, A5 78 A AEE A
provide mutual assistance, so as dlof sttt A5 XS 24
to ensure the consistent 712 A AET8e] §d oF
application and enforcement of e 3 3 & ol Aw XY &
this Regulation in the internal ol el ©@& A X5t A o
market. A supervisory authority Al 225 A 4 Qi)
requesting mutual assistance
may adopt a provisional measure
if it receives no response to a
request for mutual assistance
within one month of the receipt
of that request by the other
supervisory authority.

(134) Each supervisory authority (134) 7} #5713 Adst 49 &
should, where appropriate, A= 3e] s Aol Foisjof
participate in joint operations st @S W2 fHET|HE AF
with other supervisory 717F Yol 23 gafof sk 9

authorities. The requested

supervisory authority should be
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obliged to respond to the
request within a specified time

period.

(135) In order to ensure the

consistent application of this
Regulation throughout the Union,
a consistency mechanism for
cooperation between the
supervisory authorities should
be established. That mechanism
should in particular apply where
a supervisory authority intends
to adopt a measure intended to
produce legal effects as regards
processing operations which
substantially affect a significant
number of data subjects in
several Member States. It
should also apply where any
supervisory authority concerned
or the Commission requests that
such matter should be handled
in the consistency mechanism.
That mechanism should be
without prejudice to any
measures that the Commission
may take in the exercise of its

powers under the Treaties.

(136) In applying the consistency

mechanism, the Board should,
within a determined period of
time, issue an opinion, if a
majority of its members so

decides or if so requested by
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any supervisory authority Heods7t 4 59 Sl 4
concerned or the Commission. e Yz AsHS 7hAoF st o]
The Board should also be = fEll, Hedds= dEr)a 1t
empowered to adopt legally o (53] ARl Alule] ujz} A3
binding decisions where there w=r13 #E ET|E 3 g9y
are disputes between HAUSANA) oA F=°] e 3
supervisory authorities. For that SstAl HAlE Aol dFRAFo =
purpose, it should issue, in TAYe 389 2 trERE 2 4
principle by a two—thirds FIHke] QA=A el gk HA 5
majority of its members, legally g Sl AAE AAFoF st}

binding decisions in clearly
specified cases where there are
conflicting views among
supervisory authorities, in
particular in the cooperation
mechanism between the lead
supervisory authority and
supervisory authorities
concerned on the merits of the
case, In particular whether there

is an infringement of this

Regulation.

(137) There may be an urgent need (137) AR FAo] A9 A& RS
to act in order to protect the st7] f&l, 53] AR FAH9 A
rights and freedoms of data olgo] Adds] Walvks = Sl 9
subjects, in particular when the o] A |, 71538 yFElok
danger exists that the & et = 7 vk wEbA F
enforcement of a right of a data 57132 3MEE 29sHA] &= A
subject could be considerably A a8 7z g9 9E
impeded. A supervisory st gt A A5 AAEE ¢
authority should therefore be RNofof sttt

able to adopt duly justified
provisional measures on its

territory with a specified period

of validity which should not
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exceed three months.

(138) The application of such

mechanism should be a condition
for the lawfulness of a measure

intended to produce legal effects

by a supervisory authority in

those cases where its

application is mandatory. In

other cases of cross— border

relevance, the cooperation

mechanism between the lead

supervisory authority and

supervisory authorities

concerned should be applied and

mutual assistance and joint

operations might be carried out

between the supervisory

authorities concerned on a

bilateral or multilateral basis

without triggering the

consistency mechanism.

(139) In order to promote the

consistent application of this

Regulation, the Board should be

set up as an independent body

of the Union. To fulfil its

objectives, the Board should

have legal personality. The

Board should be represented by
its Chair. It should replace the

Working Party on the Protection
of Individuals with Regard to the

Processing of Personal Data

established by Directive
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95/46/EC. It should consist of = =71 A FHAREST
the head of a supervisory =3 (European Data Protection
authority of each Member State Supervisor) B+ dd#ke] tizel
and the European Data o= FdE oot sty 3=
Protection Supervisor or their A4 glo] He 3o Esof F+
respective representatives. The ogfjor dhY, [FHAERHIHTS
Commission should participate in Ed 9gA4AS 7Aook sl BEY
the Board's activities without H3l= 53] A3=olv =AIZT-E]
voting rights and the European HS ol sl Hegedslel] da
Data Protection Supervisor St A AAA =73
should have specific voting AYs sk 5, AHATE Wl
rights. The Board should A 2 o] d3EA FLEE
contribute to the consistent 71o3&fjoF st RE sl 1 o
application of this Regulation 5 Y3 o 59307 sfof
throughout the Union, including =
by advising the Commission, in
particular on the level of
protection in third countries or
international organisations, and
promoting cooperation of the
supervisory authorities
throughout the Union. The Board
should act independently when
performing its tasks.

(140) The Board should be assisted (140) R3] FHYRRS=T
by a secretariat provided by the o] Alysl= AHF=o A& who}
European Data Protection of st} ¥ fgef wet BT 9ds
Supervisor. The staff of the o Folg JF Fef #TAs=
European Data Protection AYR B =] 2 PgE B9
Supervisor involved in carrying 43 $19% AATE o2t 55
out the tasks conferred on the Tasta Ho s jdgelA R
Board by this Regulation should aL3fjof st}
perform its tasks exclusively
under the instructions of, and
report to, the Chair of the Board.
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(141) Every data subject should (141) BE AH FA= 53] A AF
have the right to lodge a A 3L Td )] v
complaint with a single < A7 E8E 7HA ok s, R
supervisory authority, in FAZE 2 el wE A1) A
particular in the Member State 7F Al Pohay gzbshe Ae, =
of his or her habitual residence, = As7)de] 1 Aol ul-g-st
and the right to an effective A A Hld A e ARE
judicial remedy in accordance 712y B ZbelelAY AR A9
with Article 47 of the Charter if HelE HEshs o Q3 g5
the data subject considers that HoAl = A, Y A4T7E
his or her rights under this upel EHAR APA FAE whs
Regulation are infringed or A& 7hAof stk qigl A|7]el
where the supervisory authority 2 Ak, APHAA] b2 S
does not act on a complaint, 2o R, 3 Aol AEs W
partially or wholly rejects or oAl FEEofop sit} Tr=ET|d
dismisses a complaint or does A1 71ZE o] AR A
not act where such action is 9 A7 wE X8y gsty 49
necessary to protect the rights £ A &of st} F7F 2APY He
of the data subject. The StAY & sr|dvte] gEol
investigation following a Ao AF, AR FAAA T A4
complaint should be carried out, BE Agdor st} W AZo] 4

subject to judicial review, to the Al o]Fold 4 QEF 7t 57|
extent that is appropriate in the < AR RS AT £ gleE vl
specific case. The supervisory 4 Az FE Ayste 5 THE
authority should inform the data AFyA el FS vjAs= A
subject of the progress and the ob) o] ZX& FHslof st}

outcome of the complaint within
a reasonable period. If the case
requires further investigation or
coordination with another
supervisory authority,
intermediate information should
be given to the data subject. In
order to facilitate the submission

of complaints, each supervisory
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authority should take measures
such as providing a complaint
submission form which can also
be completed electronically,
without excluding other means

of communication.

(142) Where a data subject

considers that his or her rights
under this Regulation are
infringed, he or she should have
the right to mandate a
not—for—profit body,
organisation or association which
is constituted in accordance with
the law of a Member State, has
statutory objectives which are in
the public interest and is active
in the field of the protection of
personal data to lodge a
complaint on his or her behalf
with a supervisory authority,
exercise the right to a judicial
remedy on behalf of data
subjects or, if provided for in
Member State law, exercise the
right to receive compensation on
behalf of data subjects. A
Member State may provide for
such a body, organisation or
association to have the right to
lodge a complaint in that
Member State, independently of
a data subject's mandate, and
the right to an effective judicial

remedy where it has reasons to
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consider that the rights of a
data subject have been infringed
as a result of the processing of

personal data which infringes

this Regulation. That body,

organisation or association may

not be allowed to claim

compensation on a data subject's

behalf independently of the data

subject's mandate.

(143) Any natural or legal person

has the right to bring an action

for annulment of decisions of
the Board before the Court of

Justice under the conditions

provided for in Article 263

TFEU. As addressees of such

decisions, the supervisory

authorities concerned which

wish to challenge them have to

bring action within two months

of being notified of them, in

accordance with Article 263

TFEU. Where decisions of the

Board are of direct and
individual concern to a

controller, processor or

complainant, the latter may bring

an action for annulment against

those decisions within two

months of their publication on

the website of the Board, in
accordance with Article 263
TFEU. Without prejudice to this

right under Article 263 TFEU,

NEo| IpEe 520 Mol 7X6t0 X
o3 U SEABO0IAIE AE(EU) 2016/679 [REHE]
(143) & Aol m= Wele TFEU
A263z0l AR Z7el wel A

AA 2ol RF 2 Es]e] A4 o

st A AFS AVE dgE R

o a8s A FFeEA A

el o8& AVt st #H

=713 TFEU A|263%¢] wet
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each natural or legal person 2 FAE we A 7)ol
should have an effective judicial ATk jdolyy 2 5 A7
remedy before the competent o] WA F&5Y gle A= 98
national court against a decision A keEth Tl gist AF
of a supervisory authority which < #=E7|Fo] ARE s|ge WY
produces legal effects of A7]xofok st T L=
concerning that person. Such a Azpef uket e ojof st} 1
decision concerns in particular sk Hes ekds BEAs dAE
the exercise of investigative, sflof s, of7|oll= A ALt
corrective and authorisation Ee AM 2 RE EAE AT
powers by the supervisory Hsto] sty ool e,

authority or the dismissal or
rejection of complaints.
However, the right to an
effective judicial remedy does
not encompass measures taken
by supervisory authorities which
are not legally binding, such as
opinions issued by or advice
provided by the supervisory
authority. Proceedings against a
supervisory authority should be
brought before the courts of the
Member State where the
supervisory authority is
established and should be
conducted in accordance with
that Member State's procedural
law. Those courts should
exercise full jurisdiction, which
should include jurisdiction to
examine all questions of fact
and law relevant to the dispute
before them.

Where a complaint has been

rejected or dismissed by a
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supervisory authority, the
complainant may bring
proceedings before the courts in
the same Member State. In the
context of judicial remedies
relating to the application of this
Regulation, national courts which
consider a decision on the
question necessary to enable
them to give judgment, may, or
in the case provided for in
Article 267 TFEU, must,
request the Court of Justice to
give a preliminary ruling on the
interpretation of Union law,
including this Regulation.
Furthermore, where a decision
of a supervisory authority
implementing a decision of the
Board is challenged before a
national court and the validity of
the decision of the Board is at
issue, that national court does
not have the power to declare
the Board's decision invalid but
must refer the question of
validity to the Court of Justice
in accordance with Article 267
TFEU as interpreted by the
Court of Justice, where it
considers the decision invalid.
However, a national court may
not refer a question on the
validity of the decision of the
Board at the request of a

natural or legal person which
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had the opportunity to bring an
action for annulment of that
decision, in particular if it was
directly and individually
concerned by that decision, but
had not done so within the
period laid down in Article 263
TFEU.

(144) Where a court seized of

proceedings against a decision
by a supervisory authority has
reason to believe that
proceedings concerning the
same processing, such as the
same subject matter as regards
processing by the same
controller or processor, or the
same cause of action, are
brought before a competent
court in another Member State,
it should contact that court in
order to confirm the existence
of such related proceedings. If
related proceedings are pending
before a court in another
Member State, any court other
than the court first seized may
stay its proceedings or may, on
request of one of the parties,
decline jurisdiction in favour of
the court first seized if that
court has jurisdiction over the
proceedings in question and its
law permits the consolidation of

such related proceedings.
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Proceedings are deemed to be
related where they are so
closely connected that it is
expedient to hear and determine
them together in order to avoid
the risk of irreconcilable
judgments resulting from

separate proceedings.

(145) For proceedings against a

controller or processor, the
plaintiff should have the choice
to bring the action before the
courts of the Member States
where the controller or
processor has an establishment
or where the data subject
resides, unless the controller is
a public authority of a Member
State acting in the exercise of

its public powers.

(146) The controller or processor

should compensate any damage
which a person may suffer as a
result of processing that
infringes this Regulation. The
controller or processor should
be exempt from liability if it
proves that it is not in any way
responsible for the damage. The
concept of damage should be
broadly interpreted in the light
of the case—law of the Court of
Justice in a manner which fully

reflects the objectives of this
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Regulation. This is without gl & 78 & 49 435S
prejudice to any claims for dohe de HEel oet A"9e
damage deriving from the A HE 2 Ay gl HulE =
violation of other rules in Union Ae7h EgEny AR FA= ARl
or Member State law. o] wke- Ffol il FEstal &
Processing that infringes this ARl K-S wholof st} ofg] AR
Regulation also includes At A sdst A el
processing that infringes Hofst A, 2 AR AR A
delegated and implementing acts A7F A wsfe] o vl =
adopted in accordance with this Ao} st} A wt 3H‘:LX}5°] =d
Regulation and Member State St Aol #oIsts Ag-olle, I3

o1 s
law specifying rules of this Q]2 AX FAo gt FHE3ta

N bol' ruim

Regulation. Data subjects should Al HAo] HAEE= RS F
receive full and effective 102, 3= HEel mri} e *
compensation for the damage glol gt Fsjo] dist 7 gdr #
they have suffered. Where g2t Agake] el o] wet
controllers or processors are RAfol w4 vk AA BAE

involved in the same processing, = A AR AR Ay A=
each controller or processor Ak Aol #ofst b R #
should be held liable for the At AYAE AR dSET
entire damage. However, where AEa AZE 5 Sk

they are joined to the same
judicial proceedings, in
accordance with Member State
law, compensation may be
apportioned according to the
responsibility of each controller
or processor for the damage
caused by the processing,
provided that full and effective
compensation of the data subject
who suffered the damage is
ensured. Any controller or
processor which has paid full

compensation may subsequently

institute recourse proceedings
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against other controllers or
processors involved in the same
processing.

(147) Where specific rules on (147) 53] AR ARt Az}
jurisdiction are contained in this 3 RARS xshst AP A FAE W
Regulation, in particular as 32} s A% Ak A-ste], &
regards proceedings seeking a el A st FAE
judicial remedy including o] xgyo] Q= A, FHeF U
compensation, against a oJAkg] 1+ (EU) No 1215/20129]
controller or processor, general T2 & 4Pkl A a1
jurisdiction rules such as those et FAAQL ] g g
of Regulation (EU) No = UAA et
1215/2012 of the European
Parliament and of the Council
should not prejudice the
application of such specific
rules.

(148) In order to strengthen the (148) & 49 & Hide Aslst|
enforcement of the rules of this S8l 2 g SNkl disl ==
Regulation, penalties including EESE Aol Fijx|ojof s, o]
administrative fines should be = 2 el wel AT e] By
imposed for any infringement of St AAsE X0 F7tE e o]
this Regulation, in addition to, or 5 glilste] FyjxE= Aol AkA
instead of appropriate measures sk dke] A A= Bt A
imposed by the supervisory Al Al st Fdo] = A 3
authority pursuant to this et AR AHio] ve4d
Regulation. In a case of a minor It} SHAIRE ojul= 9HEe]l AdHA,
infringement or if the fine likely o 9@ 7IzE SNk e, ¥
to be imposed would constitute = kstslr] S8l HeE 2#], H
a disproportionate burden to a o] et A 9wk oY, =7
natural person, a reprimand may o] $INES AAHA B AL, AT
be issued instead of a fine. Due Ar AR Ao A HEE
regard should however be given 2 =7, F9AR =7, 718 7F
to the nature, gravity and T e I 94E FEs] 1
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duration of the infringement, the of gt} A S ESHE AH Ha}
intentional character of the o= FHAY HEH A dnt
infringement, actions taken to Ao wE Fdsr A4 HE (&
mitigate the damage suffered, Al APHA RE e} st Axp
degree of responsibility or any Z3H7F A gxojof

relevant previous infringements,

the manner in which the

infringement became known to

the supervisory authority,

compliance with measures

ordered against the controller or

processor, adherence to a code

of conduct and any other

aggravating or mitigating factor.

The imposition of penalties

including administrative fines

should be subject to appropriate

procedural safeguards in

accordance with the general

principles of Union law and the

Charter, including effective

judicial protection and due

process.

(149) Member States should be able (149) 3=, &2 4o wet 2 4t
to lay down the rules on Aol st UeA AgeE 17 HE
criminal penalties for SRS kel B gt fube] ojst
infringements of this Regulation, PAb A AE rERE RE
including for infringements of Qlojol stc}. T18]3 Al AHL
national rules adopted pursuant T8 fRkE Fal FH5% el v
to and within the limits of this g% 588 4 Qlrk kARt 1
Regulation. Those criminal =7} HE 9wkl oist AP XdH
penalties may also allow for the Fkel A Fabe AP ARl
deprivation of the profits Aol wE AAFAIZ Sl YA
obtained through infringements e oA = <F Hrh
of this Regulation. However, the
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imposition of criminal penalties
for infringements of such
national rules and of
administrative penalties should
not lead to a breach of the
principle of ne bis in idem, as
interpreted by the Court of

Justice.

(150) In order to strengthen and

harmonise administrative
penalties for infringements of
this Regulation, each supervisory
authority should have the power
to impose administrative fines.
This Regulation should indicate
infringements and the upper
limit and criteria for setting the
related administrative fines,
which should be determined by
the competent supervisory
authority in each individual case,
taking into account all relevant
circumstances of the specific
situation, with due regard in
particular to the nature, gravity
and duration of the infringement
and of its consequences and the
measures taken to ensure
compliance with the obligations
under this Regulation and to
prevent or mitigate the
consequences of the
infringement. Where
administrative fines are imposed

on an undertaking, an

=22 SS0 ol #EstD K&
SEHE0IAE RE(EV) 2016/679 [SFEHE]
(150) 2 74 gakol] chat B4 AW L

Aeetn 285 7] A8, 2
AR AT ) RS b
Aok gtk ¥ FAS A U
B AYE AL A% g o
NEE Aok Bk BAEe 4
A AeIA #2457 8] A
Aahok sh, olm) TAH 39
= P9 g wesha 53] 9
o 47, Fo4 2 71z el 2
3, g3 B gl Be e
F5aha Slwre] Aag WAL
gsialr] 9lsl A 2T F29
nefsol @k ATl ARl
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undertaking should be I} Ay AES B g e
understood to be an undertaking =7] Sk

in accordance with Articles 101 A Agel YIS vXA] G
and 102 TFEU for those
purposes. Where administrative
fines are imposed on persons
that are not an undertaking, the
supervisory authority should
take account of the general level
of income in the Member State
as well as the economic
situation of the person in
considering the appropriate
amount of the fine. The
consistency mechanism may also
be used to promote a consistent
application of administrative
fines. It should be for the
Member States to determine
whether and to which extent
public authorities should be
subject to administrative fines.
Imposing an administrative fine
or giving a warning does not
affect the application of other
powers of the supervisory
authorities or of other penalties

under this Regulation.

(151) The legal systems of Denmark (151) dinf=a9} o A~EYole] HE AA
and Estonia do not allow for © = e YAlE FATE 3L
administrative fines as set out in shA] ket ATl g rE >
this Regulation. The rules on dupgo = FAF AHEA
administrative fines may be =7t o] das FHste
applied in such a manner that in o7 OAEYoldAE ZAHF
Denmark the fine is imposed by 2ke] EellM FE7|de] Wee

r

FA)

o

oo > oot

- 133 —



WOIFE xMele Bt Xjolol ©59 248 HEO 1eze 520
95/46/ECE HIXIH= 2016 4 2

competent national courts as a Yoh= WAow AgE & Qlh
criminal penalty and in Estonia o G sl AT 18k gt
the fine is imposed by the Age 7H=7)do| Fash=s HA+
supervisory authority in the 7} 5 s 7Aook st wet
framework of a misdemeanour A e F7F HYL slld Has
procedure, provided that such an wholst 7Hs7|ee] ANE argdof
application of the rules in those St ofH A f-olE Fae HE2
Member States has an gayAdo|a vldFolw AA a3rt
equivalent effect to Rofof st}

administrative fines imposed by

supervisory authorities.

Therefore the competent

national courts should take into

account the recommendation by

the supervisory authority

initiating the fine. In any event,

the fines imposed should be

effective, proportionate and

dissuasive.

(152) Where this Regulation does (152) & r7do] 3 Ao x3}= o]
not harmonise administrative FA Xk Af, e 2 Y
penalties or where necessary in AZEgE QNE Al & o2 AbElellA
other cases, for example in Aot A, sd=e anzola
cases of serious infringements Hlg| Aol X w37F = 4
of this Regulation, Member S Ay AlAEE Fds|of
States should implement a ot aefsk Al AAs PAF A
system which provides for 2 @82 Py qEE dA = 3L
effective, proportionate and o] HEZ Adjof it
dissuasive penalties. The nature
of such penalties, criminal or
administrative, should be
determined by Member State
law.
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(153) Member States law should (153) 3Jd= HESX A&, ghe, o<,
reconcile the rules governing e NS xEehs e W g
freedom of expression and o] Aol ALEH = FHY 2 A
information, including of wpE JhlgH H5of thst A
journalistic, academic, artistic 5 Z3A| Aok st} e A 5F
and or literary expression with oL} eHF o< = Fo 1y 3
the right to the protection of d EAES §k QiR A e

personal data pursuant to this £
Regulation. The processing of MR Ho &g Aol %d

personal data solely for 9 YRl A5 ZX3A7= d Z
journalistic purposes, or for the Q3 A 2 A4 54 =3 4
purposes of academic, artistic or 29 &3} == WAV} AHEE ook
literary expression should be sit}, o= 53] A7t FoF 1AL
subject to derogations or Fr2s obFfol B Wl BT xpg AlofA
exemptions from certain o] MAFH Ao HgEojop gt
provisions of this Regulation if L= S a=t o - R e A= -l A B !
necessary to reconcile the right 7Fe] #¥E ft HAo] Hed |
to the protection of personal A 2 ek E A Y 2AE
data with the right to freedom Aesop sttt 3= AR 4F,
of expression and information, AR FAe] Ay, AR AR} A
as enshrined in Article 11 of Yz}, AZ=olyt ARl gt
the Charter. This should apply MAPE A, 5HA =713, 9
in particular to the processing of g3 A9, T8 FAA JR A
personal data in the audiovisual 2] Astel] disl] sk A Wo¢k
field and in news archives and k= Aol gt 12 WA 9
press libraries. Therefore, ksl sld=eitt o Ae, R
Member States should adopt HeA7E Frelol sk Ed=
legislative measures which lay Eol| Ags|ofo} sty & WIS A
down the exemptions and 3lof A dL] Aol oigk HeElrt
derogations necessary for the Zbe TS Astshr] e, A&
purpose of balancing those S G AR FAES ES w9l

fundamental rights. Member sfAsk 2 Q71 9l
States should adopt such
exemptions and derogations on

general principles, the rights of

the data subject, the controller

- 135 —



H

o™ Y

oL

95/46/ECE HIXlot= 20164 43

Xelet 2taet Xgiel 259 Jefet
2

and the processor, the transfer
of personal data to third
countries or international
organisations, the independent
supervisory authorities,
cooperation and consistency, and
specific data—processing
situations. Where such
exemptions or derogations differ
from one Member State to
another, the law of the Member
State to which the controller is
subject should apply. In order to
take account of the importance
of the right to freedom of
expression in every democratic
society, it 1S necessary to
interpret notions relating to that
freedom, such as journalism,

broadly.

(154) This Regulation allows the

principle of public access to
official documents to be taken
into account when applying this
Regulation. Public access to
official documents may be
considered to be in the public
interest. Personal data in
documents held by a public
authority or a public body
should be able to be publicly
disclosed by that authority or
body if the disclosure is
provided for by Union or
Member State law to which the

Ie2e =0 el A86tD XI&
SYABO0IAIE FE(EV) 2016/679 [SE 8]
(154) 2 742 2 744 488 v

32 A "id vy H dES
yEehs AE Esth 34 A
of o3 F¥ HAEE T upE
ZAow FE ik 3 &
= FFHAT Besta Qs A
of @11 AR &d TS
EE FaATE Fdlor sk
HAgoely sd= WEe] IME
TSt = AS AT TerIH
EE Az Lt disel &
& Qlojor &l st WHES
&2 Al "ty A W ¥
& AR ARSI TR E
H3E AgE ZsrAE s, wet

- 136 —



WOIFE xMele Bt Xjolol ©59 248 HEO 1eze 520
95/46/ECE HIXIH= 2016 4 2

public authority or public body A ' Al e IR BE
is subject. Such laws should Agele] Hes x3E AT F
reconcile public access to L0 S A= - = Rk is
official documents and the reuse T FydAe] dist dg A4
of public sector information with & Aol #et s HEo]
the right to the protection of F= BEE 7T e Ve @A E
personal data and may therefore Eshafjol st} 3] 4l o]ALg]
provide for the necessary A1 2003/98/ECx= AT} 3
reconciliation with the right to A= HE T & IR A
the protection of personal data 2o} #AHSE 21 BHE s
pursuant to this Regulation. The 23] fFASk ofd wroRw
reference to public authorities olof 7S w|A|A] ko 53] &
and bodies should in that Tgel EAE oFet AgE WA
context include all authorities or st =tk 53], sl A2 Ul
other bodies covered by AR HFo| A= 4 AA
Member State law on public 2 Qs Aol wiAlE A AlEE
access to documents. Directive = A9k, 2 AAeA A7 7t
2003/98/EC of the European e AL dFolX|ut ofo It
Parliament and of the Council ORI RE] AAREo] R R
leaves intact and in no way Ao} PEgh 2pAQIe] B
affects the level of protection of s HEY S8 2rbss ZleE
natural persons with regard to ol 1AE Agels AEEHA &
the processing of personal data =

under the provisions of Union
and Member State law, and in
particular does not alter the
obligations and rights set out in
this Regulation. In particular,
that Directive should not apply
to documents to which access is
excluded or restricted by virtue
of the access regimes on the
grounds of protection of
personal data, and parts of

documents accessible by virtue

of those regimes which contain
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personal data the re—use of
which has been provided for by
law as being incompatible with
the law concerning the
protection of natural persons
with regard to the processing of

personal data.

(155) Member State law or

collective agreements, including
‘works agreements’ , may
provide for specific rules on the
processing of employees'
personal data in the employment
context, in particular for the
conditions under which personal
data in the employment context
may be processed on the basis
of the consent of the employee,
the purposes of the recruitment,
the performance of the contract
of employment, including
discharge of obligations laid
down by law or by collective
agreements, management,
planning and organisation of
work, equality and diversity in
the workplace, health and safety
at work, and for the purposes of
the exercise and enjoyment, on
an individual or collective basis,
of rights and benefits related to
employment, and for the
purpose of the termination of

the employment relationship.

(155) 3d=9 HE T= TEHd=
oot dAldeRe g v 9
I
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(156) The processing of personal

data for archiving purposes in
the public interest, scientific or
historical research purposes or
statistical purposes should be
subject to appropriate
safeguards for the rights and
freedoms of the data subject
pursuant to this Regulation.
Those safeguards should ensure
that technical and organisational
measures are in place in order
to ensure, in particular, the
principle of data minimisation.
The further processing of
personal data for archiving
purposes in the public interest,
scientific or historical research
purposes or statistical purposes
is to be carried out when the
controller has assessed the
feasibility to fulfil those
purposes by processing data
which do not permit or no
longer permit the identification
of data subjects, provided that
appropriate safeguards exist
(such as, for instance,
pseudonymisation of the data).
Member States should provide
for appropriate safeguards for
the processing of personal data
for archiving purposes in the
public interest, scientific or
historical research purposes or

statistical purposes. Member
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States should be authorised to
provide, under specific
conditions and subject to
appropriate safeguards for data
subjects, specifications and
derogations with regard to the
information requirements and
rights to rectification, to
erasure, to be forgotten, to
restriction of processing, to data
portability, and to object when
processing personal data for
archiving purposes in the public
interest, scientific or historical
research purposes or statistical
purposes. The conditions and
safeguards in question may
entail specific procedures for
data subjects to exercise those
rights if this is appropriate in
the light of the purposes sought
by the specific processing along
with technical and organisational
measures aimed at minimising
the processing of personal data
in pursuance of the
proportionality and necessity
principles. The processing of
personal data for scientific
purposes should also comply
with other relevant legislation

such as on clinical trials.

(157) By coupling information from

registries, researchers can obtain

new knowledge of great value
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with regard to widespread 7F Qe AR AHs ds F 3
medical conditions such as o SEFE vgow 3 49 ¢
cardiovascular disease, cancer W2 QA At EEEEE
and depression. On the basis of AT~ A7t e Uk Ak
registries, research results can ko] A¢- SEHE vEo®E s o
be enhanced, as they draw on a 75 &3, AR Ad, 15 5
larger population. Within social w2 Abs|A 23 oE Y 23
science, research on the basis of ol 714 A #gk Fast
registries enables researchers to AXs 4= 7 Atk T5HE 9
obtain essential knowledge about A2 AT A= At 3mdl
the long—term correlation of a A 2e Algsly, o] A2 7|HF 4
number of social conditions such A owpyd g oojgls st FAE A
as unemployment and education &otal, W AFES] ahe] AS
with other life conditions. Al71H, AFS] ABjAl] G885 JiA
Research results obtained & g vk B} ATE S
through registries provide solid, A, FEAgeId S HEel
high—quality knowledge which T8 AEs 21 2 RIFAE
can provide the basis for the AAZ 3F], H3F A 545 ¢%H
formulation and implementation of NN R A7) 3 &-Hrh
knowledge—based policy, improve

the quality of life for a number

of people and improve the

efficiency of social services. In

order to facilitate scientific

research, personal data can be

processed for scientific research

purposes, subject to appropriate

conditions and safeguards set out

in Union or Member State law.

(158) Where personal data are (158) 71X A5 HY EHFOo=R
processed for archiving A== A5, lEd Agol® & 4
purposes, this Regulation should o] Agxojof sitt o, # 14
also apply to that processing, 2 APGA A= AEEA S
bearing in mind that this Aol Folof st} ¥ HHOE
Regulation should not apply to 715S REskE yaU|dolY ¥y
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deceased persons. Public
authorities or public or private
bodies that hold records of
public interest should be
services which, pursuant to
Union or Member State law,
have a legal obligation to
acquire, preserve, appraise,
arrange, describe, communicate,
promote, disseminate and
provide access to records of
enduring value for general public
interest. Member States should
also be authorised to provide for
the further processing of
personal data for archiving
purposes, for example with a
view to providing specific
information related to the
political behaviour under former
totalitarian state regimes,
genocide, crimes against
humanity, in particular the

Holocaust, or war crimes.

(159) Where personal data are

processed for scientific research
purposes, this Regulation should
also apply to that processing.
For the purposes of this
Regulation, the processing of
personal data for scientific
research purposes should be
interpreted in a broad manner
including for example

technological development and
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(159) AQAm #8k Q7 BAHOw

AYRE A9, AY Heel= B i
o] A gwlofo} Atk B 73
datol, 43 AT BAS 9% A
An Ae AF B /& A
2 g%, VR AT, S8
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95/46/ECE HIXIot= 2016E 42 272X R & SEAF0IAE] #H(EVU) 2016/679 [SFEHE]
demonstration, fundamental stoh, 98k A 542 ¥R F
research, applied research and ofoll Al FolS sl FHEHE AT
privately funded research. In T ¥3Hefof st} e A HAS
addition, it should take into e IR Hert ke 54
account the Union's objective of w3, SA3t o] 53] st
under Article 179(1) TFEU of AT HHolhs WA A
achieving a European Research B o =yl Aste] AE
Area. Scientific research Hojok st} ek Aol A3t &
purposes should also include 3] 7ol WA FH F=A4
studies conducted in the public o] o]ols fIst F7F A9 olFE
interest in the area of public Aled A-F, 2tk =29
health. To meet the specificities A B e il qFF o] A8-x o
of processing personal data for of it}
scientific research purposes,
specific conditions should apply
in particular as regards the
publication or otherwise
disclosure of personal data in
the context of scientific
research purposes. If the result
of scientific research in
particular in the health context
gives reason for further
measures in the interest of the
data subject, the general rules
of this Regulation should apply
in view of those measures.

(160) Where personal data are (160) 7HANAH I} A} AG HAH O F A
processed for historical research Yu+= A A AgdE & 4
purposes, this Regulation should o] Agxlojo} 3t} o]= A} AT
also apply to that processing. o X # FHAO AL XS
This should also include of ab, & 82 APdAteAlIE A
historical research and research 57 g5s A5l Fojof st
for genealogical purposes,
bearing in mind that this
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Regulation should not apply to

deceased persons.

(161) For the purpose of consenting

to the participation in scientific
research activities in clinical
trials, the relevant provisions of
Regulation (EU) No 536/2014 of
the European Parliament and of

the Council should apply.

(162) Where personal data are

processed for statistical
purposes, this Regulation should
apply to that processing. Union
or Member State law should,
within the limits of this
Regulation, determine statistical
content, control of access,
specifications for the processing
of personal data for statistical
purposes and appropriate
measures to safeguard the
rights and freedoms of the data
subject and for ensuring
statistical confidentiality.
Statistical purposes mean any
operation of collection and the
processing of personal data
necessary for statistical surveys
or for the production of
statistical results. Those
statistical results may further be
used for different purposes,
including a scientific research

purpose. The statistical purpose
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implies that the result of
processing for statistical
purposes 1s not personal data,
but aggregate data, and that this
result or the personal data are
not used in support of measures
or decisions regarding any

particular natural person.

(163) The confidential information

which the Union and national
statistical authorities collect for
the production of official
European and official national
statistics should be protected.
European statistics should be
developed, produced and
disseminated in accordance with
the statistical principles as set
out in Article 338(2) TFEU,
while national statistics should
also comply with Member State
law. Regulation (EC) No
223/2009 of the European
Parliament and of the Council
provides further specifications
on statistical confidentiality for

European statistics.

(164) As regards the powers of the

supervisory authorities to obtain
from the controller or processor
access to personal data and
access to their premises,
Member States may adopt by

law, within the limits of this
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Regulation, specific rules in Wox oHFE B3] Y3k A
order to safeguard the el A HEE AQEsr = 9t
professional or other equivalent ol FHAFY WECl 7= A
secrecy obligations, in so far as T A9 ARl B S
necessary to reconcile the right e sol = I Yol T|E o F
to the protection of personal of A4S wAA| Y=t}
data with an obligation of
professional secrecy. This is
without prejudice to existing
Member State obligations to
adopt rules on professional
secrecy where required by
Union law.

(165) This Regulation respects and (165) TFEU A17ZFA Q43 )=,

does not prejudice the status 2+ A2 ST wd W Fu

under existing constitutional law G = AFYEY 7]E dHel
of churches and religious e AHE EFek 2o IS
associations or communities in U X A] k=
the Member States, as
recognised in Article 17 TFEU.

(166) In order to fulfil the (166) ¥ 182 57, = AAe 7]
objectives of this Regulation, A A, 53] AR HE
namely to protect the 3t AgES B3ty FHAgd

=
fundamental rights and freedoms oA JiIFHS AFEE TES
=
|

of natural persons and in A= 548 @S] fEl,
particular their right to the TFEU A|290%°] w& HES A
protection of personal data and gk Asto] 3o HYE
to ensure the free movement of of gt} 53] Q15 wWAUFY 7+

personal data within the Union, 7}

the power to adopt acts in x

accordance with Article 290 =3 =

TFEU should be delegated to o] Ags]ojol sttt
ﬁ pd
2=

the Commission. In particular,

delegated acts should be
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adopted in respect of criteria o= A7t FolAe v ®
and requirements for sreich Jdds= Y HEE
certification mechanisms, THlekaL qiekst of B EAE
information to be presented by Hels|gp o]als]e] FA| o] AA]
standardised icons and Aol HAg wralog HEd|of
procedures for providing such =y

icons. It is of particular
importance that the Commission
carry out appropriate
consultations during its
preparatory work, including at
expert level. The Commission,
when preparing and drawing—up
delegated acts, should ensure a
simultaneous, timely and
appropriate transmission of
relevant documents to the

European Parliament and to the

Council.

(167) In order to ensure uniform (167) & 71742l o3& I3 5¢d =
conditions for the As BAs] Q8 & ardo] Ast
implementation of this wjo] Y YA3|e] o]y Hsto] F
Regulation, implementing powers ojx]ojotb @it} T3k A 4
should be conferred on the (EU) No 182/2011¢°f w2} s§A}=]
Commission when provided for ofof str}. sl WEteA, 9
by this Regulation. Those = 247719 U TAIEE 4
powers should be exercised in st 54 A& agElof sttt
accordance with Regulation (EU)

No 182/2011. In that context,
the Commission should consider
specific measures for micro,
small and medium—sized
enterprises.
(168) The examination procedure (168) Ax #A=Akel H2ak 1+ a8
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should be used for the adoption AR AgAk P 25 At 2%,
of implementing acts on HAAH, AdFE st Ve wa 2
standard contractual clauses HAYS, A3 T A3 JE
between controllers and T 54 FEolv AT A
processors and between & AQ3 HE S BT HE
processors; codes of conduct; =3, 759 e 719 1EEs Hst
technical standards and AR ARt AgAr 9 g=r)d
mechanisms for certification; the kel A4 s T3 YR wdk
adequate level of protection o] FAy Axf, A AY, H=7]
afforded by a third country, a 3 a8y A3 Hedd
territory or a specified sector 3] 7ke] AAA s T AE
within that third country, or an wES Qs ool wet A Heg
international organisation; = Y w AAF AAp7E ARE-E O
standard protection clauses; of it}
formats and procedures for the
exchange of information by
electronic means between
controllers, processors and
supervisory authorities for
binding corporate rules; mutual
assistance; and arrangements for
the exchange of information by
electronic means between
supervisory authorities, and
between supervisory authorities
and the Board.

(169) The Commission should adopt (169) HaALA3]= ol & 7Iest A=
immediately applicable F3 A3, A3 JE = 5
implementing acts where A FiEo ]"} A7 4As 5
available evidence reveals that a =9 B35 HASHA] kgl ot
third country, a territory or a Ao Ag/del disk At AV
specified sector within that third o5 Q3= AF, A A8 s
country, or an international st Ad 5SS Ageof st}
organisation does not ensure an
adequate level of protection, and
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imperative grounds of urgency

SO require.

(170) Since the objective of this (170) ¥ 49 54, & FHdd A
Regulation, namely to ensure an oA zFAQlef st w53
equivalent level of protection of 9] Hzol 7AAHS] AFEE BT
natural persons and the free S HASs AL 3
flow of personal data throughout o= TEs] EA8E ¢ slom,
the Union, cannot be sufficiently BEo RV dFH= & W F4
achieved by the Member States A ApdeA o 2 gAd=E 4 glo
and can rather, by reason of the R FYHAT FHAT At
scale or effects of the action, be Z9F(Treaty on European Union,
better achieved at Union level, TEU) A5Zxe] HAlE HFAe] A
the Union may adopt measures, o wel A& A9 4 Q) s
in accordance with the principle e HAlE nvlEe] e we,

of subsidiarity as set out in 2 82 1 58S @A
Article 5 of the Treaty on I Q3 HEE Houpx] gkt

European Union (TEU). In

accordance with the principle of
proportionality as set out in that
Article, this Regulation does not
go beyond what is necessary in

order to achieve that objective.

(171) Directive 95/46/EC should be (171) AZ 95/46/ECx= ¥ 4ol ule}
A gojol e} B 1 A2
nl 8y FQl AR AHs 2 qf
o
A
]_

5

repealed by this Regulation.

2

Processing already under way
a5 29 ool ¥ 4
T A o sty R A7t
95/46/ECel w2 2fell 7
T+, MG F7E 2 e =1
eh= WAooz AgEAThE, A
AL 2 AE8Y ol% 3
A& ALstes ab] Slal A
FAZE B FoE Aed Fe

Atk A3 95/46/ECE W o=

on the date of application of this
Regulation should be brought

B
ok

into conformity with this
Regulation within the period of
two years after which this
Regulation enters into force.
Where processing is based on
consent pursuant to Directive
95/46/EC, it is not necessary

(f K oft o —Hr o b —Hr o
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for the data subject to give his
or her consent again if the
manner in which the consent
has been given is in line with
the conditions of this Regulation,
so as to allow the controller to
continue such processing after
the date of application of this
Regulation. Commission
decisions adopted and
authorisations by supervisory
authorities based on Directive
95/46/EC remain in force until

amended, replaced or repealed.

(172) The European Data Protection
Supervisor was consulted in
accordance with Article 28(2) of
Regulation (EC) No 45/2001 and
delivered an opinion on 7 March
2012.

(173) This Regulation should apply
to all matters concerning the
protection of fundamental rights
and freedoms vis—a— vis the
processing of personal data
which are not subject to specific
obligations with the same
objective set out in Directive
2002/58/EC of the European
Parliament and of the Council,
including the obligations on the
controller and the rights of
natural persons. In order to

clarify the relationship between
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this Regulation and Directive
2002/58/EC, that Directive
should be amended accordingly.
Once this Regulation is adopted,
Directive 2002/58/EC should be
reviewed in particular in order
to ensure consistency with this

Regulation,

HAVE ADOPTED THIS REGULATION: 2+ 18E AE gt
CHAPTER | H1&
General provisions U8t 4H
Article 1 1=
Subject—matter and objectives "Iﬂ Ao &l =5
1. This Regulation lays down rules = S VAR Ao dAst x;
relating to the protection of Al H5o] IsF &I} I K9
natural persons with regard to the A2 o] A3t 25 Aot

processing of personal data and
rules relating to the free

movement of personal data.

2. This Regulation protects 2. B 82 AdQlel Z|EAY A
fundamental rights and freedoms 58] /AR B ok dgE B
of natural persons and in Ko=)
particular their right to the
protection of personal data.

3. The free movement of personal 3. AT U MAARe] AFEE 0
data within the Union shall be o] Jfeld K A ale} T xedel
neither restricted nor prohibited B9l AdE olFE ATFEHAY F
for reasons connected with the A= o) A= <F Hrt

protection of natural persons with

regard to the processing of
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personal data.

Article 2 M2z

Material scope =5 He

1. This Regulation applies to the 1. & 182 AAFOoZEE FEFo=2E

processing of personal data s3] o) e A9l
wholly or partly by automated AR A2 el AsstE gkl 2JshH]

means and to the processing Fo MR A EA Fd" A&

other than by automated means of o] JHE o]F ALY A A|AH

personal data which form part of ol AR-Z olF =<l VI KHE A

a filing system or are intended to of A&}

form part of a filing system.

2. This Regulation does not apply to 2. B A4S v JIIA R Aol 4
the processing of personal data: R Sl

(a) in the course of an activity (@ FHAF HEY HAE Hojue=
which falls outside the scope g5 Fol olFofA= ALK
of Union law; A 2]

(b) by the Member States when (b) TEU A58 A27e] WHele &35
carrying out activities which © G55 olgste sl YT
fall within the scope of o] st JHJAGR A
Chapter 2 of Title V of the
TEU;

(c) by a natural person in the (©) =3 i) == 71 &% Tl
course of a purely personal or ZpAlo] k= AR A g
household activity;

(d) by competent authorities for (d) FFtdel gt Qe zRE9
the purposes of the He 4 93 WxE x3hst Wi
prevention, investigation, o "y, AL 'HA Ee 7)Au
detection or prosecution of GAE AHe] AYS Qs HH O
criminal offences or the 2 T 7|9 sk TR
execution of criminal penalties, H A g
including the safeguarding
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against and the prevention of

threats to public security.

3. For the processing of personal

data by the Union institutions,
bodies, offices and agencies,
Regulation (EC) No 45/2001
applies. Regulation (EC) No
45/2001 and other Union legal
acts applicable to such processing
of personal data shall be adapted
to the principles and rules of this
Regulation in accordance with
Article 98.

FHAS 71, GA, B 9 7]
o JJAFE A el 1 EC
No 45/2001°] A&}t 1174 (EC)
No 45/20013F 1813k 7§11 =g
of A& 753 e FHAds HES
g A98zxel uhet & g ¢
23} FH o] 93] FA oo} .

. This Regulation shall be without .2 S AF 2000/31/ECS] A4
prejudice to the application of E3] alg A H A12F%~A|15% It
Directive 2000/31/EC, in A F) AvlA AR wdE el
particular of the liability rules of T2 Aol JEs nxH] k=)
intermediary service providers in
Articles 12 to 15 of that
Directive.

Article 3 3=
Territorial scope HE He

1. This Regulation applies to the 1. & 82 99 Ul A% 2=y

processing of personal data in the
context of the activities of an
establishment of a controller or a

processor in the Union,

A ape] A4 drgolehs et
ool JHRIFE. Ao A-g-Hn,
ojmf 27} A ol o]FofX]

4] o= kit

regardless of whether the
processing takes place in the

Union or not.

2. This Regulation applies to the 2. ¥ S A #Agol v Ay

processing of personal data of AS-, FHAT oA HYHEXH
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data subjects who are in the

Union by a controller or

processor not established in the

Union, where the processing

activities are related to:

(a) the offering of goods or
services, irrespective of
whether a payment of the data
subject is required, to such
data subjects in the Union; or

(b) the monitoring of their

behaviour as far as their

behaviour takes place within
the Union.

3. This Regulation applies to the
processing of personal data by a
controller not established in the
Union, but in a place where
Member State law applies by

virtue of public international law.

Article 4
Definitions

For the purposes of this Regulation:

(1)  ‘personal data’ means any

information relating to an
identified or identifiable
natural person ( ‘data
subject” ); an identifiable
natural person is one who can
be identified, directly or
indirectly, in particular by
reference to an identifier such

as a name, an identification
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(2

3

4)

Melet 2Est ool 252t d
2

number, location data, an
online identifier or to one or
more factors specific to the
physical, physiological, genetic,
mental, economic, cultural or
social identity of that natural
person;
‘processing’ means any
operation or set of operations
which is performed on
personal data or on sets of
personal data, whether or not
by automated means, such as
collection, recording,
organisation, structuring,
storage, adaptation or
alteration, retrieval,
consultation, use, disclosure
by transmission, dissemination
or otherwise making available,
alignment or combination,
restriction, erasure or

destruction;

‘restriction of processing’
means the marking of stored
personal data with the aim of
limiting their processing in the
future;

‘profiling’ means any form
of automated processing of
personal data consisting of the
use of personal data to

evaluate certain personal

— 155 —
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)

(6)

(7

Xelet 2taet Xgiel 259 Jefet
2

aspects relating to a natural
person, In particular to
analyse or predict aspects
concerning that natural
person's performance at work,
economic situation, health,
personal preferences,
interests, reliability, behaviour,
location or movements;
‘pseudonymisation’ means
the processing of personal
data in such a manner that the
personal data can no longer be
attributed to a specific data
subject without the use of
additional information, provided
that such additional
information is kept separately
and is subject to technical and
organisational measures to
ensure that the personal data
are not attributed to an
identified or identifiable

natural person;

‘filing system’ means any
structured set of personal data
which are accessible according
to specific criteria, whether
centralised, decentralised or
dispersed on a functional or
geographical basis;

‘controller’ means the

natural or legal person, public

)

(6)

(7
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8)

9

Xelet 2taet Xgiel 259 Jefet
2

authority, agency or other
body which, alone or jointly
with others, determines the
purposes and means of the
processing of personal data;
where the purposes and
means of such processing are
determined by Union or
Member State law, the
controller or the specific
criteria for its nomination may
be provided for by Union or
Member State law;

‘processor’ means a natural
or legal person, public
authority, agency or other
body which processes
personal data on behalf of the
controller;

‘recipient’ means a natural
or legal person, public
authority, agency or another
body, to which the personal
data are disclosed, whether a
third party or not. However,
public authorities which may
receive personal data in the
framework of a particular
inquiry in accordance with
Union or Member State law
shall not be regarded as
recipients; the processing of
those data by those public

authorities shall be in

8)

9
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compliance with the applicable
data protection rules according
to the purposes of the

processing;

(10) ‘third party’ means a

natural or legal person, public
authority, agency or body
other than the data subject,
controller, processor and
persons who, under the direct

authority of the controller or

AR = AR FA, AR
g, AR AgA, aga 4R
At Aeake] A5 At
uet P RE HYeteE 57t
AR 9e] Adddet W<,
71, V1 B VR SIS
o}

H

1o

e

processor, are authorised to

process personal data;

(11) ‘consent’ of the data 1D AR FA49g ‘%o = A5FA
subject means any freely Algw FAFoln Abd A9
Kl

given, specific, informed and Aztet BgakA] ok AE FA
unambiguous indication of the o] oA} MAIRA, & e 9
data subject's wishes by g3 FA o WS =3 Al
which he or she, by a HEs AWJAPE Aol dist &
statement or by a clear ol xak= A& vt

affirmative action, signifies
agreement to the processing

of personal data relating to

him or her;

(12) ‘personal data breach’ (12) 7R Ha = AF: T
means a breach of security HaAEAY G2 AHgEe A0
leading to the accidental or HO ubd = EWHA by,
unlawful destruction, loss, &4, WA, b Fig e o
alteration, unauthorised S o R olojx= Heol s

disclosure of, or access to, = 9u]git}
personal data transmitted,
stored or otherwise

processed;
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(13) ‘genetic data’ means (13) 34 AH = Adeleol A
personal data relating to the T= A &k 1/ AEE A
inherited or acquired genetic o, 53] 3 A1) AYA]
characteristics of a natural Al Aol AE Ao, A

person which give unique 2

0,

1o il
Mo oo
i 3 to

a

rlr

e

information about the ¥}
physiology or the health of
that natural person and which
result, in particular, from an
analysis of a biological sample

from the natural person in

question;

(14) ‘biometric data’ means (14) A AR = 4= ou|AY
personal data resulting from A AR 5, A1 {4
specific technical processing A s&stAd ols sk,
relating to the physical, ZpAQlel =4, Ay e 3
physiological or behavioural T4 EAY #A-[s 5EAS U=
characteristics of a natural 2 Ao daz doR sheld
person, which allow or confirm BE ou|sit}
the unique identification of
that natural person, such as
facial images or dactyloscopic
data;

(15) ‘data concerning health’ (15) ‘17 #d AR = X FA
means personal data related to o] 217 Aol #et ARE Ho
the physical or mental health = BAE MulA AlY U

=
of a natural person, including S EETE 2RI Al
the provision of health care RS
services, which reveal om] gy,
information about his or her
health status;

(16) ‘main establishment’ means: (16) T8 AR & 55 9u|si).

(a) as regards a controller with (@ Y 3T AMHES T2
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(b)

(17)

Xelet 2taet Xgiel 259 Jefet
2

establishments in more than
one Member State, the place
of its central administration in
the Union, unless the
decisions on the purposes and
means of the processing of
personal data are taken in
another establishment of the
controller in the Union and the
latter establishment has the
power to have such decisions
implemented, in which case
the establishment having taken
such decisions is to be
considered to be the main

establishment;

as regards a processor with
establishments in more than
one Member State, the place
of its central administration in
the Union, or, if the processor
has no central administration
in the Union, the
establishment of the processor
in the Union where the main
processing activities in the
context of the activities of an
establishment of the processor
take place to the extent that
the processor is subject to
specific obligations under this
Regulation;
‘representative’ means a

natural or legal person

(b)

(17)
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established in the Union who,
designated by the controller or
processor in writing pursuant
to Article 27, represents the
controller or processor with
regard to their respective
obligations under this
Regulation;

(18) ‘enterprise’ means a natural
or legal person engaged in an
economic activity, irrespective
of its legal form, including
partnerships or associations
regularly engaged in an
economic activity;

(19) ‘group of undertakings’

means a controlling

undertaking and its controlled
undertakings;

(20) ‘binding corporate rules’

means personal data protection

policies which are adhered to
by a controller or processor
established on the territory of

a Member State for transfers

or a set of transfers of

personal data to a controller

Or processor in one or more

third countries within a group

of undertakings, or group of
enterprises engaged in a joint

economic activity;
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(21) ‘supervisory authority’
means an independent public
authority which is established
by a Member State pursuant
to Article 51;

(22) ‘supervisory authority
concerned’ means a
supervisory authority which is
concerned by the processing
of personal data because:

(a) the controller or processor is
established on the territory of
the Member State of that

supervisory authority;

(b) data subjects residing in the
Member State of that
supervisory authority are
substantially affected or likely
to be substantially affected by

the processing; or

(c) a complaint has been lodged
with that supervisory

authority;

(23) ‘cross—border processing’
means either:

(a) processing of personal data
which takes place in the
context of the activities of
establishments in more than
one Member State of a
controller or processor in the

Union where the controller or

) gk
(22) Bd HE7E 2 d=d g2
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=
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processor 1s established in more

than one Member State; or

(b) processing of personal data (b)) FHAT AR AR A
which takes place in the ZFe]l G AR ol W
context of the activities of a oA o] FoXAIRE, o]F Hg
single establishment of a ol =l e AR FAlA
controller or processor in the AEe dFe PXAY dEE
Union but which substantially S vH TsAdol & NAA
affects or is likely to H Ag

substantially affect data
subjects in more than one
Member State.

(24) ‘relevant and reasoned (24) ‘Efgstar Al o) &= &
objection’ means an objection T8 9ut o = AR At
to a draft decision as to A Z7E 4 S BEol 2 4
whether there is an infringement off H-gsl=A] oJFeo st 44 %
of this Regulation, or whether Qholl st o]o= A, HH FA|¢] 7]
envisaged action in relation to A A, 283 e A9,
the controller or processor FHAT MAA K] AF=22
complies with this Regulation, 5237 #FHE] g AA xoto]
which clearly demonstrates the 1 e 89 AAAE WEst
significance of the risks posed A Y53z oleE ojulsit)
by the draft decision as regards
the fundamental rights and
freedoms of data subjects and,
where applicable, the free flow
of personal data within the
Union;

(25) ‘information society service’ (25) “AHAFS] ABIA = FHY3] 9
means a service as defined in olAkg] AF(EU) 2015/1535 Al
point (b) of Article 1(1) of ZA (b)) z ol gejd MulAE o]
Directive (EU) 2015/1535 of St}

the European Parliament and of
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(26)

the Council;

‘international organisation’
means an organisation and its
subordinate bodies governed by
public international law, or any
other body which is set up by,
or on the basis of, an agreement

between two or more countries.

CHAPTER I
Principles

Article 5
Principles relating to processing of

personal data
1. Personal data shall be:

(a) processed lawfully, fairly and

(b)

in a transparent manner in
relation to the data subject
( ‘lawfulness, fairness and

transparency’ );

collected for specified, explicit
and legitimate purposes and
not further processed in a
manner that is incompatible
with those purposes; further
processing for archiving
purposes in the public
interest, scientific or historical
research purposes or
statistical purposes shall, in
accordance with Article 89(1),

H5=x

(a)

(b)
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(c)

(d)

(e)

Xelet 2taet Xgiel 259 Jefet
2

not be considered to be
incompatible with the initial
purposes ( ‘purpose

limitation” );

adequate, relevant and limited
to what is necessary in
relation to the purposes for
which they are processed

( ‘data minimisation’ );

accurate and, where
necessary, kept up to date;
every reasonable step must be
taken to ensure that personal
data that are inaccurate,
having regard to the purposes
for which they are processed,
are erased or rectified without

delay ( ‘accuracy’ );

kept in a form which permits
identification of data subjects
for no longer than is
necessary for the purposes
for which the personal data
are processed; personal data
may be stored for longer
periods insofar as the personal
data will be processed solely
for archiving purposes in the
public interest, scientific or
historical research purposes or
statistical purposes in
accordance with Article 89(1)

subject to implementation of

— 165 —
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the appropriate technical and
organisational measures
required by this Regulation in
order to safeguard the rights
and freedoms of the data
subject ( ‘storage
limitation’ );
(f) processed in a manner that
ensures appropriate security
of the personal data, including
protection against unauthorised
or unlawful processing and
against accidental loss,
destruction or damage, using
appropriate technical or
organisational measures
( ‘integrity and

confidentiality’ ).

2. The controller shall be

responsible for, and be able to
demonstrate compliance with,

paragraph 1 ( ‘accountability’ ).

Article 6

Lawfulness of processing

1. Processing shall be lawful only if

and to the extent that at least

one of the following applies:

(a) the data subject has given
consent to the processing of
his or her personal data for
one or more specific

purposes;

()
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(b)

(©)

(d)

(e)

()

Xelet 2taet Xgiel 259 Jefet
2

processing is necessary for
the performance of a contract
to which the data subject is
party or in order to take
steps at the request of the
data subject prior to entering

into a contract;

processing 1s necessary for
compliance with a legal
obligation to which the

controller is subject;

processing 1s necessary in
order to protect the vital
interests of the data subject

or of another natural person;

processing is necessary for
the performance of a task
carried out in the public
interest or in the exercise of
official authority vested in the

controller;

processing is necessary for
the purposes of the legitimate
interests pursued by the
controller or by a third party,
except where such interests
are overridden by the
interests or fundamental rights
and freedoms of the data
subject which require
protection of personal data, in

particular where the data

(©)

(d)

(e)

()
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subject 1s a child.

Point (f) of the first

subparagraph shall not apply to
processing carried out by public

authorities in the performance of

their tasks.

introduce more specific provisions

Member States may maintain or

to adapt the application of the

rules of this Regulation with

regard to processing for

compliance with points (c) and

(e) of paragraph 1 by determining

more precisely specific

requirements for the processing

and other measures to ensure

lawful and fair processing

including for other specific

processing situations as provided

for in Chapter IX.

The basis for the processing

referred to in point (c) and (e)

of paragraph 1 shall be laid down

by:

(a) Union law; or

(b) Member State law to which

the controller is subject.

The purpose of the processing

shall be determined in that legal

basis or, as regards the

processing referred to in point

— 168 —
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(e) of paragraph 1, shall be

necessary for the performance of

a task carried out in the public

interest or in the exercise of

official authority vested in the

controller. That legal basis may

contain specific provisions to

adapt the application of rules of

this Regulation, inter alia: the

general conditions governing the

lawfulness of processing by the

controller; the types of data

which are subject to the

processing; the data subjects

concerned; the entities to, and

the purposes for which, the

personal data may be disclosed;

the purpose limitation; storage

periods; and processing

operations and processing

procedures, including measures to

ensure lawful and fair processing

such as those for other specific

processing situations as provided

for in Chapter IX. The Union or

the Member State law shall meet
an objective of public interest and

be proportionate to the legitimate

aim pursued.

purpose other than that for which

Where the processing for a

the personal data have been

collected is not based on the data

subject's consent or on a Union

or Member State law which

— 169 —
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constitutes a necessary and
proportionate measure in a
democratic society to safeguard
the objectives referred to in

Article 23(1), the controller shall,

in order to ascertain whether

processing for another purpose is
compatible with the purpose for
which the personal data are
initially collected, take into
account, inter alia:

(a) any link between the purposes
for which the personal data
have been collected and the
purposes of the intended
further processing;

(b) the context in which the

personal data have been

collected, in particular
regarding the relationship
between data subjects and the
controller;

(¢c) the nature of the personal

data, in particular whether

special categories of personal
data are processed, pursuant
to Article 9, or whether
personal data related to
criminal convictions and
offences are processed,

pursuant to Article 10;

(d) the possible consequences of

the intended further

- 170 —
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processing for data subjects;

(e) the existence of appropriate (e) Adgt BREFXe] EA. 7]
safeguards, which may include + Y3t =y pgsr 23
encryption or T U
pseudonymisation.

Article 7 M7=
Conditions for consent 9|9 =71

1. Where processing is based on 1. X A7t Fool 7|xske A9,
consent, the controller shall be AR A= AR FAT AR
able to demonstrate that the data A FPhH= AHE J5E
subject has consented to Qlojo} sir},
processing of his or her personal
data.

2. If the data subject's consent is 2. AR FAo Zo7} thE EAoe
given in the context of a written A= A AAL] WEofa] o] Fo
declaration which also concerns A= A, 59 23S 188 g&
other matters, the request for TAeE ks Gt 7hesh WA o=
consent shall be presented in a o3 7}Fsstal HtsH] 4% FH =,
manner which is clearly Helsla Holgh xdS AREste] A
distinguishable from the other AlEojol st} gEs A = B 4F
matters, in an intelligible and A 9] st FES 5 EHS
easily accessible form, using clear ZE=] Qk=1},
and plain language. Any part of
such a declaration which
constitutes an infringement of this
Regulation shall not be binding.

3. The data subject shall have the 3. AR FA= AAEA] 9= H3I| g
right to withdraw his or her T S dHElE Y Fo HI=
consent at any time. The 83k A3 A Folel 7] xshe] o] F
withdrawal of consent shall not ofx Al A d&FE mAA
affect the lawfulness of deth FE A Al FE
processing based on consent TFA= 29 AT AHE g X|to}
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before its withdrawal. Prior to
giving consent, the data subject
shall be informed thereof. It shall
be as easy to withdraw as to

give consent.

4. When assessing whether consent 4. Fq7} AFFA olFoF=A Hrrst
is freely given, utmost account uf, 53] Ak o]de] Fol7t st
shall be taken of whether, inter A golE Eelal AH|A AlTS
alia, the performance of a NSl Aok o|dfo] FoE HAA %
contract, including the provision 7107 sh= Alo] obdx]E Hujst 11
of a service, is conditional on 3o sk},
consent to the processing of
personal data that is not
necessary for the performance of
that contract.

Article 8 HI8=x
Conditions applicable to child's FEAS A‘IHIAQP #EHst 0Eo|2 3

consent in relation to information oo
society services
1. Where point (a) of Article 6(1) 1.

applies, in relation to the offer of
information society services
directly to a child, the processing
of the personal data of a child
shall be lawful where the child is
at least 16 years old. Where the
child is below the age of 16
years, such processing shall be
lawful only if and to the extent
that consent is given or
authorised by the holder of
parental responsibility over the
child.
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Member States may provide by
law for a lower age for those
purposes provided that such

lower age is not below 13 years.

The controller shall make
reasonable efforts to verify in
such cases that consent is given
or authorised by the holder of
parental responsibility over the
child, taking into consideration

available technology.

Paragraph 1 shall not affect the
general contract law of Member
States such as the rules on the
validity, formation or effect of a

contract in relation to a child.

Article 9

Processing of special categories of

personal data

1. Processing of personal data

revealing racial or ethnic origin,
political opinions, religious or
philosophical beliefs, or trade
union membership, and the
processing of genetic data,
biometric data for the purpose of
uniquely identifying a natural
person, data concerning health or
data concerning a natural person's
sex life or sexual orientation shall
be prohibited.

2. Paragraph 1 shall not apply if one

2.
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of the following applies:

(a)

(b)

(c)

(d)

the data subject has given
explicit consent to the
processing of those personal
data for one or more specified
purposes, except where Union
or Member State law provide
that the prohibition referred to
in paragraph 1 may not be
lifted by the data subject;

processing is necessary for
the purposes of carrying out
the obligations and exercising
specific rights of the
controller or of the data
subject in the field of
employment and social
security and social protection
law in so far as it is
authorised by Union or
Member State law or a
collective agreement pursuant
to Member State law providing
for appropriate safeguards for
the fundamental rights and the

interests of the data subject;

processing is necessary to
protect the vital interests of
the data subject or of another
natural person where the data
subject is physically or legally

incapable of giving consent;

processing is carried out In

- 174 -
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(e)

()

(g)

Xelet 2taet Xgiel 259 Jefet
2

the course of its legitimate
activities with appropriate
safeguards by a foundation,
association or any other
not—for—profit body with a
political, philosophical,
religious or trade union aim
and on condition that the
processing relates solely to
the members or to former
members of the body or to
persons who have regular
contact with it in connection
with its purposes and that the
personal data are not
disclosed outside that body
without the consent of the

data subjects;

processing relates to personal
data which are manifestly
made public by the data

subject;

processing is necessary for
the establishment, exercise or
defence of legal claims or
whenever courts are acting in

their judicial capacity;

processing is necessary for
reasons of substantial public
interest, on the basis of Union
or Member State law which
shall be proportionate to the

aim pursued, respect the

(e)

()

(g)

175 —

o] EA3 #FHAHste] WA} AV
Aoz HEF= Alyyl By
ojof 3h, AR FA9 F ¢l
o= &t vk ¥ eIAR

7F FANEA fErthe o] F
x| ojof s},

A7 Ax FATE Was] duk
of NS NG R} BHEE A

WA A7 A, A
wolol A7t Wad A9,

St
e e e

Heo] APHA Agks AL
EE AT

e sl olfE At 2
Q3 A o, ol Feke &
Ao wldska, YR Rge ot
Azle 24ds =358, Ju F
AL 7@ olels ] §
3t At FAIKd ZAE 4



Holm

oL

95/46/ECE HIXlot= 20164 43

(h)

@

Xelet 2taet Xgiel 259 Jefet
2

essence of the right to data
protection and provide for
suitable and specific measures
to safeguard the fundamental
rights and the interests of the

data subject;

processing is necessary for
the purposes of preventive or
occupational medicine, for the
assessment of the working
capacity of the employee,
medical diagnosis, the
provision of health or social
care or treatment or the
management of health or
social care systems and
services on the basis of Union
or Member State law or
pursuant to contract with a
health professional and subject
to the conditions and
safeguards referred to in
paragraph 3;

processing is necessary for
reasons of public interest in
the area of public health, such
as protecting against serious
cross—border threats to health
or ensuring high standards of
quality and safety of health
care and of medicinal products
or medical devices, on the
basis of Union or Member

State law which provides for

- 176 —
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suitable and specific measures
to safeguard the rights and
freedoms of the data subject,
in particular professional
secrecy;
(j) processing is necessary for
archiving purposes in the
public interest, scientific or
historical research purposes or
statistical purposes in
accordance with Article 89(1)
based on Union or Member
State law which shall be
proportionate to the aim
pursued, respect the essence
of the right to data protection
and provide for suitable and
specific measures to safeguard
the fundamental rights and the

interests of the data subject.

3. Personal data referred to in

paragraph 1 may be processed
for the purposes referred to in
point (h) of paragraph 2 when
those data are processed by or
under the responsibility of a
professional subject to the
obligation of professional secrecy
under Union or Member State law
or rules established by national
competent bodies or by another
person also subject to an
obligation of secrecy under Union

or Member State law or rules

Ieze 5800 Uof #E50 X
SESB0IAE RE(EU) 2016/679 (S8
() ABIEALZe] mE FE
Abm B 52, A Es oAb

AT HHolt BA HAE fl
Ak et A o ol F

Tohs HAe] wlHsha, AR R

Fol HiF A 2d& EF3)

W, AR FA 7)2dd oles
2] fg Adsta A<l
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established by national competent

bodies.

4. Member States may maintain or 4. 3= 5 AR, A AR T
introduce further conditions, A7 B AR At wsto] A
including limitations, with regard ks xdtele 71 21E FAI8H
to the processing of genetic data, B N L=
biometric data or data concerning
health.

Article 10 H10=

Processing of personal data relating AL =E 4 HE det gHESH JHQl
to criminal convictions and =2 X

offences

Processing of personal data relating
to criminal convictions and offences
or related security measures based
on Article 6(1) shall be carried out
only under the control of official
authority or when the processing is
authorised by Union or Member
State law providing for appropriate
safeguards for the rights and
freedoms of data subjects. Any
comprehensive register of criminal
convictions shall be kept only under

the control of official authority.

ApzAITS viFow & WA #A ©
WA Wl w B ek 2A9) B
MAr A B2 AT FAs
o= A9 wE AT Aelsh Au FAe
Ael AF] O AT WIPAE
FReke FAATOIY HAT W Eo
3l S7h8 A5t o] Foj o} gt
2H9 Gt BA N2RE 3 B3R
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Article 11 H11=

Processing which does not require AHS LRI K| U= X

identification

1. If the purposes for which a 1. AR A7 AARE AHgst=

controller processes personal data Zxo] A FAY Aol ok AH FA
do not or do no longer require 2 Fe7 34 AL o o) A
the identification of a data subject Q% 1 4A @ A, FE AR
by the controller, the controller & 1 Y BANe R AR
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shall not be obliged to maintain,
acquire or process additional
information in order to identify
the data subject for the sole
purpose of complying with this

Regulation.

2. Where, in cases referred to in
paragraph 1 of this Article, the
controller is able to demonstrate
that it 1s not in a position to
identify the data subject, the
controller shall inform the data
subject accordingly, if possible. In
such cases, Articles 15 to 20
shall not apply except where the
data subject, for the purpose of
exercising his or her rights under
those articles, provides additional
information enabling his or her

identification.

CHAPTER Il
Rights of the data subject

Section 1
Transparency and modalities

Article 12 Al

Transparent information, |
communication and modalities for 3

the exercise of the rights of the
data subject
1. The controller shall take

- 179 —
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appropriate measures to provide
any information referred to in
Articles 13 and 14 and any
communication under Articles 15
to 22 and 34 relating to
processing to the data subject in
a concise, transparent, intelligible
and easily accessible form, using
clear and plain language, in
particular for any information
addressed specifically to a child.
The information shall be provided
In writing, or by other means,
including, where appropriate, by
electronic means. When requested
by the data subject, the
information may be provided
orally, provided that the identity
of the data subject is proven by

other means.

. The controller shall facilitate the

exercise of data subject rights
under Articles 15 to 22. In the
cases referred to in Article
11(2), the controller shall not
refuse to act on the request of
the data subject for exercising his
or her rights under Articles 15 to
22, unless the controller
demonstrates that it is not in a
position to identify the data

subject.

. The controller shall provide

information on action taken on a

— 180 —
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request under Articles 15 to 22 st ARE AA glo], AH A= 2
to the data subject without undue d A £ sk oldlel AR FA
delay and in any event within one A AFafoF sk}t o] 7|7k 2 9]
month of receipt of the request. B4 A4S gt HQ3 A
That period may be extended by T F7t 27H%J7}X] A= 4 gl
two further months where AE A= 9 e T & o o
necessary, taking into account the ol Ax Faoll Al 185k A% AR
complexity and number of the 7 AA AMHFE Aok st A
requests. The controller shall TFAZE AxA FJH Y o E 9
inform the data subject of any S st A9 An —rxﬂ7} ==l e
such extension within one month Aok e 3 ArRE Thsstd A
of receipt of the request, together A ko Z Ay Eo]of sl

with the reasons for the delay.

Where the data subject makes the

request by electronic form means,

the information shall be provided

by electronic means where

possible, unless otherwise

requested by the data subject.

4. If the controller does not take 4., AR AR AR FA0] Qe o
action on the request of the data =3l 2AE FHsHA E= A5, HH
subject, the controller shall inform #H A= AA glol, =olx= 2 A
the data subject without delay T £ 3 g oo XE FHSHHA] &
and at the latest within one = olfrst =TTl WS A)7)s
month of receipt of the request of o APA FAE 7 F e s
the reasons for not taking action e AR FA A Aok st
and on the possibility of lodging a
complaint with a supervisory
authority and seeking a judicial
remedy.

5. Information provided under 5. Al13x& 9 All4zxel met AyEE
Articles 13 and 14 and any AR} RE dd 783 A|15F~A)
communication and any actions 222 W A34xel WE A= R
taken under Articles 15 to 22 and 2 AlgEolol sty AH FA O @
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34 shall be provided free of
charge. Where requests from a
data subject are manifestly
unfounded or excessive, in
particular because of their
repetitive character, the controller
may either:

(a) charge a reasonable fee taking
into account the administrative
costs of providing the
information or communication
or taking the action requested;

or
(b) refuse to act on the request.

The controller shall bear the
burden of demonstrating the
manifestly unfounded or
excessive character of the

request.

6. Without prejudice to Article 11,
where the controller has
reasonable doubts concerning the
identity of the natural person
making the request referred to in
Articles 15 to 21, the controller
may request the provision of
additional information necessary
to confirm the identity of the data

subject.

7. The information to be provided to
data subjects pursuant to Articles
13 and 14 may be provided in

- 182 —
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combination with standardised
icons in order to give in an easily
visible, intelligible and clearly
legible manner a meaningful
overview of the intended
processing. Where the icons are
presented electronically they shall

be machine—readable.

8. The Commission shall be
empowered to adopt delegated
acts in accordance with Article 92
for the purpose of determining
the information to be presented
by the icons and the procedures

for providing standardised icons.

Section 2
Information and access to
personal data

A9 oolzow

o A A2l w94 Sl

A
olg3t A AT & Uk ool
] x%x].xa o7 3T

FAE
2L 1A BES 5 glojol

m

Al R
o} ¥F3tE ofo]ES ATt HA}
= A3 98 A9zl wk 29l
HHS Aeet AskS 7hxof dho)

24

el 2ol chgt §2Eo A

Article 13 HM13=

Information to be provided where MRIFEE HE FAHERH $£ASE

personal data are collected from 4% HM3dof 5t= H&E

the data subject

1. Where personal data relating to a AR FASE AHES JIRIPRE R

data subject are collected from TFAZEYH 5= 45, A5 7
the data subject, the controller A= 7RI, FHE Al -] v K
shall, at the time when personal E5FE AR FA A AlwsfoF s}

data are obtained, provide the

data subject with all of the

following information:

(a) the identity and the contact
details of the controller and,

where applicable, of the

controller's representative;

— 183 —
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(b)

(c)

(d)

(e)

()

Xelet 2taet Xgiel 259 Jefet
2

the contact details of the data
protection officer, where

applicable;

the purposes of the processing
for which the personal data
are intended as well as the

legal basis for the processing;

where the processing is based
on point (f) of Article 6(1),
the legitimate interests
pursued by the controller or

by a third party;

the recipients or categories of
recipients of the personal

data, if any;

where applicable, the fact that
the controller intends to
transfer personal data to a
third country or international
organisation and the existence
or absence of an adequacy
decision by the Commission,
or in the case of transfers
referred to in Article 46 or
47, or the second
subparagraph of Article 49(1),
reference to the appropriate
or suitable safeguards and the
means by which to obtain a
copy of them or where they

have been made available.

(c)

(d)

(e)

()

184 —
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2. In addition to the information 2. A1ge] Agd Fr oo F7k=E, 4
referred to in paragraph 1, the B #Ag = IR FHE Aldel ¥
controller shall, at the time when dstal FHEE AgE BAgstr] 9@l
personal data are obtained, g tha2 F7F 4RE AR A
provide the data subject with the oAl Alx3lof shr)
following further information
necessary to ensure fair and
transparent processing:

(a) the period for which the (@) MIAFHE BH 7|3F = TA0]
personal data will be stored, 7 A9, sld 7Ibs A%
or if that is not possible, the st H AFREE 7
criteria used to determine that
period;

(b) the existence of the right to (b) AR FAPlA NI R gt
request from the controller AL, MAFR 4 = 2HA,
access to and rectification or AR FAet #AEst A ASS
erasure of personal data or st = A= A, HAYE A
restriction of processing 73 Qe Ay, JE olsA
concerning the data subject or of thst Hge]l =X

to object to processing as well

as the right to data portability;

(¢) where the processing is based () AHg7F A6xA 1A () s T=
on point (a) of Article 6(1) or AIZA2TA (a) &5  7|HEOZE
point (a) of Article 9(2), the st A, H3 A Tl 7z
existence of the right to ato] o]Folx A TRl
withdraw consent at any time, FEFS wAH] gomA, A=
without affecting the A g AT g e A
lawfulness of processing based =4

on consent before its

withdrawal;

(d) the right to lodge a complaint (d) 57138 veds A7)
with a supervisory authority;

(i
AC)
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(e) whether the provision of (e) MAFH AlFo] WA H= Aok
personal data is a statutory or A QAN Ol Aok A de] &
contractual requirement, or a Q% QFARERRIA] o AR £
requirement necessary to A7 AANFRE Ay oJF7}
enter into a contract, as well REA AR TEE FRE AE
as whether the data subject is shA eok= we] Thsd At

obliged to provide the
personal data and of the
possible consequences of

failure to provide such data;

(f) the existence of automated () A22x2A41F 9 A4 A=4
decision—making, including ZZ2ude s x5t A4EsltE 9
profiling, referred to in Article AFAA O] &4, 81 HoxE 1
22(1) and (4) and, at least in gt A, oo AREEE= 249
those cases, meaningful ek ou) 9l Are} T A
information about the logic 7F AR FAof tiE) 2t Fo4
involved, as well as the I o Az
significance and the envisaged
consequences of such
processing for the data
subject.

3. Where the controller intends to 3. AR AZAPE AR o 43
further process the personal data =08 BH5o7 JIARE F7 A
for a purpose other than that for gstazt sk Ae, AR AR
which the personal data were F7F A Aol 183k e EZF o
collected, the controller shall w3k R} A2 AFE #AH F
provide the data subject prior to 7F ARE AR FAAA AlFslof st
that further processing with c}.

information on that other purpose
and with any relevant further
information as referred to in

paragraph 2.

4. Paragraphs 1, 2 and 3 shall not 4., AR FA|7F oln] ARE 7HA]AL A&

— 186 —
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apply where and insofar as the
data subject already has the

information.

Article 14
Information to be provided where
personal data have not been
obtained from the data subject
1. Where personal data have not
been obtained from the data
subject, the controller shall
provide the data subject with the
following information:
(a) the identity and the contact
details of the controller and,
where applicable, of the

controller's representative;

(b) the contact details of the data
protection officer, where

applicable;

(c) the purposes of the processing
for which the personal data
are intended as well as the

legal basis for the processing;

(d) the categories of personal data

concerned;

(e) the recipients or categories of
recipients of the personal

data, if any;

(f) where applicable, that the

controller intends to transfer

I1|14£
7h2l

93*8 42 HM3Sdh0

—
N
==

rlo 2

w52

(a)

(b)

(c)

(d)

(e)

$9)
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personal data to a recipient in AFstaz; stoy= AR 389
a third country or international A3 A4 449 =4 == F
organisation and the existence =7, T A6z AdTE, Al
or absence of an adequacy 49ZA1F F HA T da
decision by the Commission, H A5 As, JqdsAY A3
or in the case of transfers 3k W5 Ao Wfﬂ ﬂJ—’_X}EQr
referred to in Article 46 or A A5 AREE T T e
47, or the second T EE= g XPE'E o] F
subparagraph of Article 49(1), A

reference to the appropriate

or suitable safeguards and the

means to obtain a copy of

them or where they have been

made available.

2. In addition to the information 2. Al Agd AR Qo F7t=, 4
referred to in paragraph 1, the B AR 3Ast FYs AeEE
controller shall provide the data wAsty] s 2%k v ARE A
subject with the following B FA A Als-foF st
information necessary to ensure
fair and transparent processing in
respect of the data subject:

(a) the period for which the (a) MAYH BF# 7|7 HE= 170
personal data will be stored, 27t A, sld 71ke A%
or if that is not possible, the st dl AFREE 7

criteria used to determine that

period;

(b) where the processing is based (b) A7} A6ZA LA ) & 7|0t
on point (f) of Article 6(1), o7 dh= AS, AR ARG
the legitimate interests A3A7F FT8hs JESE o]

pursued by the controller or

by a third party;

(c) the existence of the right to () X FAatel Al /MAGH thst
request from the controller A, AR 4 e 2k,

— 188 —



WOIFE xMele Bt Xjolol ©59 248 HEO 1eze 520
95/46/ECE HIXIH= 2016 4 2

access to and rectification or AR 7t
erasure of personal data or A 4 Q= Ad, AYHE A
restriction of processing iy = A, dH ol
concerning the data subject of thsh Hele] EAY

and to object to processing as

well as the right to data

portability;

(d) where processing is based on (d A7l AexzA1ITA ()T T
point (a) of Article 6(1) or A9zA28A () 35  7|HEOZ
point (a) of Article 9(2), the sk A, 23 A s 7=
existence of the right to ato] ool A FwAdel
withdraw consent at any time, B mAA] GowA, AA=
without affecting the A g AT T e dAd
lawfulness of processing based =7

on consent before its

withdrawal;

(e) the right to lodge a complaint (e) #=7]3e W19 A7) A

with a supervisory authority;

(f) from which source the (H 7iIgRe =4, 183 g A
personal data originate, and if -, Anto] Ht 7t E3] A
applicable, whether it came RN A=A oA H-

from publicly accessible

sources;

(g) the existence of automated (@) A22z2A1F 9 A4 A=
decision—making, including ZRaAd"S xgbek zsstE 9
profiling, referred to in Article Aol =4, 183 Aok 1
22(1) and (4) and, at least in gt A9, ole] AREE= EA
those cases, meaningful we on] Sl AR S A
information about the logic 7} AR FA O sl 2t 584
involved, as well as the I o A

significance and the envisaged

consequences of such
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processing for the data

subject.

3. The controller shall provide the
information referred to in
paragraphs 1 and 2:

(a) within a reasonable period
after obtaining the personal
data, but at the latest within
one month, having regard to
the specific circumstances in
which the personal data are
processed;

(b) if the personal data are to be
used for communication with
the data subject, at the latest
at the time of the first
communication to that data
subject; or
(c) if a disclosure to another
recipient is envisaged, at the
latest when the personal data

are first disclosed.

4. Where the controller intends to
further process the personal data
for a purpose other than that for
which the personal data were
obtained, the controller shall
provide the data subject prior to
that further processing with
information on that other purpose
and with any relevant further

information as referred to in

- 190 —
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paragraph 2.

5. Paragraphs 1 to 4 shall not apply

where and insofar as:

(a)

(b)

(©)

the data subject already has

the information;

the provision of such
information proves impossible
or would involve a
disproportionate effort, in
particular for processing for
archiving purposes in the
public interest, scientific or
historical research purposes or
statistical purposes, subject to
the conditions and safeguards
referred to in Article 89(1) or
in so far as the obligation
referred to in paragraph 1 of
this Article is likely to render
impossible or seriously impair
the achievement of the
objectives of that processing.
In such cases the controller
shall take appropriate
measures to protect the data
subject's rights and freedoms
and legitimate interests,
including making the

information publicly available;

obtaining or disclosure is
expressly laid down by Union
or Member State law to which

the controller is subject and

5.

- 191 -
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which provides appropriate AR HEY ZI7F YA Ho R
measures to protect the data T e B¢

subject's legitimate interests; or

(d) where the personal data must (d HA 71daA] oFE xFEA
remain confidential subject to At 3= HEC]
an obligation of professional 5= AAA)F 7Gx o) Fof u}
secrecy regulated by Union or g AR e SA 3ok

Member State law, including a S A%

statutory obligation of secrecy.

Article 15 H16=
Right of access by the data subject HE F=AH9 20 oist He
1. The data subject shall have the 1. AX FA= ARl @k s B o)
right to obtain from the controller A= A el Jr A=A}
confirmation as to whether or not o] ¥ls WS dAgs, 13t 4
personal data concerning him or MR 9 ok g HEd dy
her are being processed, and, = 7HIt

where that is the case, access to
the personal data and the

following information:

(a) the purposes of the (a) Ao =4
processing;

(b) the categories of personal data (b) ¥ 7iANgH ] W=
concerned;

(c) the recipients or categories of () /MRIAFRE F/NEAY F7
recipient to whom the = -] FHEA B FEA
personal data have been or =, 53] A3Tolvf A7)
will be disclosed, in particular THAF E= FHEAF HE
recipients in third countries or
international organisations;

(d) where possible, the envisaged (d 7Fs3t A%, ddEHE AR
period for which the personal By V)17 e g7lo] Brbsd

- 192 -
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(e)

()

(g)

(h)

Xelet 2taet Xgiel 259 Jefet
2

data will be stored, or, if not
possible, the criteria used to

determine that period;

the existence of the right to
request from the controller
rectification or erasure of
personal data or restriction of
processing of personal data
concerning the data subject or

to object to such processing;

the right to lodge a complaint

with a supervisory authority;

where the personal data are
not collected from the data
subject, any available

information as to their source;

the existence of automated
decision—making, including
profiling, referred to in Article
22(1) and (4) and, at least in
those cases, meaningful
information about the logic
involved, as well as the
significance and the envisaged
consequences of such
processing for the data

subject.

2. Where personal data are

transferred to a third country or

to an international organisation,
the data subject shall have the

193 —
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right to be informed of the
appropriate safeguards pursuant
to Article 46 relating to the

transfer.

3. The controller shall provide a
copy of the personal data
undergoing processing. For any
further copies requested by the
data subject, the controller may
charge a reasonable fee based on
administrative costs. Where the
data subject makes the request
by electronic means, and unless
otherwise requested by the data
subject, the information shall be
provided in a commonly used

electronic form.

4. The right to obtain a copy
referred to in paragraph 3 shall
not adversely affect the rights

and freedoms of others.

Section 3
Rectification and erasure

Article 16

Right to rectification
The data subject shall have the right
to obtain from the controller without
undue delay the rectification of
inaccurate personal data concerning
him or her. Taking into account the
purposes of the processing, the data
subject shall have the right to have

3. AR AYAE= Aot 7" =<1 Qe
AR AR shtE Aol s A
B FA7F 9AsR= 27} AR s

Au pEAs B4 gl Zke E
slaxqo] TIEE HJ+5L 9‘)\5} 78]
B FA7F A4E Feow 23 A

g A9, An A7 9 eFeA
3} ARE= 53] AFEE= dxpA

FE 2 Al Eofof gt

'

O

AR

4. A3l AFE ARE HA5T A
= O AR AR ek Aol =t
ks mjxi= ¢k Frh

X 3E
4 L AR
H16x
=d0 diet #He
AR FA=

ARl gk B ekgk )]
R el FR TJrFJXH A
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incomplete personal data completed,
including by means of providing a

supplementary statement.

Article 17
Right to erasure ( ‘right to be
forgotten’ )

1. The data subject shall have the
right to obtain from the controller
the erasure of personal data
concerning him or her without
undue delay and the controller
shall have the obligation to erase
personal data without undue delay
where one of the following
grounds applies:

(a) the personal data are no
longer necessary in relation to
the purposes for which they
were collected or otherwise

processed;

(b) the data subject withdraws
consent on which the
processing is based according
to point (a) of Article 6(1), or
point (a) of Article 9(2), and
where there is no other legal

ground for the processing;

(c) the data subject objects to the
processing pursuant to Article
21(1) and there are no
overriding legitimate grounds

for the processing, or the data

subject objects to the

H17x
AKof cisk HEl( 'UASHE Hel )

L o &7 5 shh 485He 4,
AR FA= Aol @k JH1I7E Hel

oial Aw ek A s A

dod A7k glom, R A=
AA Qlol AP RS AbAlsfor & 9

27b 9le.
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processing pursuant to Article
21(2);

(d) the personal data have been

unlawfully processed;

(e) the personal data have to be
erased for compliance with a
legal obligation in Union or
Member State law to which

the controller is subject;

(f) the personal data have been
collected in relation to the
offer of information society

services referred to in Article
8(1).

2. Where the controller has made

the personal data public and is
obliged pursuant to paragraph 1
to erase the personal data, the
controller, taking account of
available technology and the cost
of implementation, shall take
reasonable steps, including
technical measures, to inform
controllers which are processing
the personal data that the data
subject has requested the erasure
by such controllers of any links
to, or copy or replication of,

those personal data.

. Paragraphs 1 and 2 shall not
apply to the extent that
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processing is necessary:

(a) for exercising the right of (a) E3¥ AHO Aol thst Ag
freedom of expression and YA}
information;

(b) for compliance with a legal (b) AH AYAL F=F8lof g
obligation which requires HAgol} sl HE Ln}a}
processing by Union or Aqe]E A E sh= HA %
Member State law to which T, Ee ¥Y B AR %ﬂrﬂx}
the controller is subject or for off Al Folgl &2 dAst AE F
the performance of a task st A5 53
carried out in the public
interest or in the exercise of
official authority vested in the
controller;

(¢c) for reasons of public interest () A9zA2IA(hE 2 AG st
in the area of public health in A9ZA 38 wE FFHA Hof
accordance with points (h) o e Fols 9st =4
and () of Article 9(2) as well
as Article 9(3);

(d) for archiving purposes in the (d) A8IxA1E ] wE TS st
public interest, scientific or 24w B3 54, sk = A A
historical research purposes or T HHolg A HA. o, Al
statistical purposes in of dud A7t A 7 &
accordance with Article 89(1) s E7VsEH sEAYE AZEHA
in so far as the right referred Al 7Fsrdol & Aol gt
to in paragraph 1 is likely to
render impossible or seriously
impair the achievement of the
objectives of that processing;
or

(e) for the establishment, exercise (e) WA A749 A7), WA E=
or defence of legal claims. 1o
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Article 18 H18=x=
Right to restriction of processing 2| Hetof st #e

1. The data subject shall have the 1. U= 5 sh7h A85e 4, JE

right to obtain from the controller TA= AR TR A ]5;?% A

restriction of processing where o A7} Qi

one of the following applies:

(a) the accuracy of the personal (@) AR FA7F iR 2o
data is contested by the data sl o]elE Al7]sh 76}‘?‘ qR
subject, for a period enabling A2 27 1K HEAd S &
the controller to verify the A = = IR %—?l
accuracy of the personal data;

(b) the processing is unlawful and (b) A7} BHZ ol AR FA7} 7
the data subject opposes the QAR AbA|ef Hicfslar oAl AR
erasure of the personal data Ats Q= AT
and requests the restriction of
their use instead;

(c) the controller no longer needs (c) AR #AYA= A9 H4& 9
the personal data for the 3 o o] VIR E HeFE 3
purposes of the processing, A AR AR F=A| 7 HAE AT
but they are required by the Aol A7, GAF = oS 9E
data subject for the MAPARE Q=E = A
establishment, exercise or
defence of legal claims;

(d) the data subject has objected (d) AR FA7F A212A4 18 wek

to processing pursuant to
Article 21(1) pending the
verification whether the
legitimate grounds of the
controller override those of

the data subject.

2. Where processing has been

restricted under paragraph 1,

P8 ARl A4S, AR ez}
o] AYE ZAZF AR FAo =
AR} A= Folgh= Eot

2. A1l met A2zt AlstE A
T NJG R, RIS ALt
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such personal data shall, with the
exception of storage, only be
processed with the data subject's
consent or for the establishment,
exercise or defence of legal
claims or for the protection of the
rights of another natural or legal
person or for reasons of
important public interest of the

Union or of a Member State.

3. A data subject who has obtained
restriction of processing pursuant
to paragraph 1 shall be informed
by the controller before the
restriction of processing is lifted.

Article 19

Notification obligation regarding

rectification or erasure of personal

data or restriction of processing
The controller shall communicate any
rectification or erasure of personal
data or restriction of processing
carried out in accordance with
Article 16, Article 17(1) and Article
18 to each recipient to whom the
personal data have been disclosed,
unless this proves impossible or
involves disproportionate effort. The
controller shall inform the data
subject about those recipients if the

data subject requests it.
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Article 20
Right to data portability
1. The data subject shall have the
right to receive the personal data
concerning him or her, which he

or she has provided to a

controller, in a structured,

commonly used and
machine—readable format and
have the right to transmit those
data to another controller without
hindrance from the controller to
which the personal data have
been provided, where:

(a) the processing is based on
consent pursuant to point (a)
of Article 6(1) or point (a) of
Article 9(2) or on a contract
pursuant to point (b) of
Article 6(1); and

(b) the processing is carried out

by automated means.

2. In exercising his or her right to
data portability pursuant to
paragraph 1, the data subject
shall have the right to have the
personal data transmitted directly
from one controller to another,

where technically feasible.

3. The exercise of the right referred
to in paragraph 1 of this Article
shall be without prejudice to
Article 17. That right shall not

1e22 =0 el =60 K&
U S2EI0|AFE] AR (EU) 2016/679 (S8
H20=
HHE ol Mol st AHe|
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apply to processing necessary for
the performance of a task carried
out in the public interest or in the
exercise of official authority

vested in the controller.

4. The right referred to in paragraph
1 shall not adversely affect the

rights and freedoms of others.

Section 4
Right to object and automated
individual decision—making

Article 21
Right to object
1. The data subject shall have the

right to object, on grounds
relating to his or her particular
situation, at any time to
processing of personal data
concerning him or her which is
based on point (e) or (f) of
Article 6(1), including profiling
based on those provisions. The
controller shall no longer process
the personal data unless the
controller demonstrates
compelling legitimate grounds for
the processing which override the
interests, rights and freedoms of
the data subject or for the
establishment, exercise or

defence of legal claims.

2. Where personal data are

4. AL AFE Al e
Ae)e} Aol B 4P
st gk,

.
o
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XN 44

Ars3steE JHE AANEY
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L AR FA= Ao 54 4t 44
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NS Z3te) A62A1A ()T 1
A () o 7)Z3 Al Bak A
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processed for direct marketing

purposes, the data subject shall
have the right to object at any
time to processing of personal

data concerning him or her for
such marketing, which includes
profiling to the extent that it is

related to such direct marketing.

. Where the data subject objects to
processing for direct marketing
purposes, the personal data shall
no longer be processed for such

purposes.

. At the latest at the time of the

first communication with the data
subject, the right referred to in
paragraphs 1 and 2 shall be
explicitly brought to the attention
of the data subject and shall be
presented clearly and separately

from any other information.

. In the context of the use of
information society services, and
notwithstanding Directive
2002/58/EC, the data subject may
exercise his or her right to object
by automated means using

technical specifications.

. Where personal data are
processed for scientific or
historical research purposes or

statistical purposes pursuant to
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Article 89(1), the data subject,
on grounds relating to his or her
particular situation, shall have the
right to object to processing of
personal data concerning him or
her, unless the processing is
necessary for the performance of
a task carried out for reasons of

public interest.

Article 22

Automated individual

decision—making, including profiling

1. The data subject shall have the

right not to be subject to a
decision based solely on
automated processing, including
profiling, which produces legal
effects concerning him or her or
similarly significantly affects him

or her.

2. Paragraph 1 shall not apply if the
decision:

(a) is necessary for entering into,
or performance of, a contract
between the data subject and
a data controller;

(b) is authorised by Union or
Member State law to which
the controller is subject and
which also lays down suitable
measures to safeguard the
data subject's rights and

freedoms and legitimate
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interests; or
(c) is based on the data subject's () AR FA BAA s 7=
explicit consent. sk -5

3. In the cases referred to in points 3. A2gA(a) s E Al(c) &z Adue 4
(a) and (c) of paragraph 2, the < AR A= AR FAH9 Ay
data controller shall implement 9 2t At ool (HAas AR
suitable measures to safeguard HA FE] 1] MYe e e,
the data subject's rights and Aale] AsE xdE ], Al o]
freedoms and legitimate interests, o AV A E Bzl flst
at least the right to obtain human A-st A& o]dsfof st
intervention on the part of the
controller, to express his or her
point of view and to contest the
decision.

4. Decisions referred to in paragraph 4. A2ge AgH AL, A99xA2%
2 shall not be based on special Aa) & e A(g a7t 485w 3
categories of personal data B OFA Ay W Aok Ak o]
referred to in Article 9(1), unless ol Hgatr] Qs AHS A7t &
point (a) or (g) of Article 9(2) Aek= 757 ofdebd, A9xAN1T}
applies and suitable measures to of A S5 AT JIIAFR V=
safeguard the data subject's rights A= QF
and freedoms and legitimate
interests are in place.

Section 5 X 53
Restrictions A et
Article 23 H23x=
Restrictions A et

1. Union or Member State law to 1. AR #AYAYG A2zt Erslor st
which the data controller or © redgely A HES W
processor is subject may restrict ZAS Ea ASZE, Al12x%~A22%,
by way of a legislative measure A4z FAE oF 2 Ao W
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the scope of the obligations and
rights provided for in Articles 12
to 22 and Article 34, as well as
Article 5 in so far as its
provisions correspond to the
rights and obligations provided for
in Articles 12 to 22, when such a
restriction respects the essence
of the fundamental rights and
freedoms and is a necessary and
proportionate measure in a
democratic society to safeguard:

(a) national security;
(b) defence;
(¢c) public security;

(d) the prevention, investigation,
detection or prosecution of
criminal offences or the
execution of criminal penalties,
including the safeguarding
against and the prevention of
threats to public security;

(e) other important objectives of

general public interest of the

Union or of a Member State,

In particular an important

economic or financial interest

of the Union or of a Member

State, including monetary,

budgetary and taxation a

matters, public health and

social security;
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(f) the protection of judicial (O AMHAE 51y 2% 430 %
independence and judicial
proceedings;

(g) the prevention, investigation, (@ A AHe &2 Y6k o9, =
detection and prosecution of AL, &) 9l 7 A
breaches of ethics for
regulated professions;

(h) a monitoring, inspection or (h) Al@z~Ae)z L Al(g)so <

regulatory function connected,
even occasionally, to the
exercise of official authority in
the cases referred to in points
(a) to (e) and (g);
(i) the protection of the data
subject or the rights and
freedoms of others;
(3) the enforcement of civil law

claims.

2. In particular, any legislative
measure referred to in paragraph
1 shall contain specific provisions
at least, where relevant, as to:
(a) the purposes of the processing

or categories of processing;

(b) the categories of personal

data;

(c)

the scope of the restrictions

introduced;
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(d) the safeguards to prevent
abuse or unlawful access or

transfer;

(e) the specification of the
controller or categories of

controllers;

(f) the storage periods and the
applicable safeguards taking
into account the nature, scope
and purposes of the
processing or categories of

processing;

(g) the risks to the rights and

freedoms of data subjects; and

(h) the right of data subjects to
be informed about the
restriction, unless that may be
prejudicial to the purpose of

the restriction.

CHAPTER IV
Controller and processor

Section 1
General obligations

Article 24
Responsibility of the controller

1. Taking into account the nature,

scope, context and purposes of

(e) AR At == AR A=}t A
ol st A Aa

O A= Ei= A W] 44, W
H

() Ax A Al Aol whgt
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processing as well as the risks of I Az ol A7t thekdt 9d

varying likelihood and severity for H3le], Ax
the rights and freedoms of natural Aol wpg} FAEHEE sl 1 ARAES
persons, the controller shall A F AEF 7] st A4
implement appropriate technical 71=d, A2 A5 ol of sttt
and organisational measures to 83 22X e A HE 9 73l
ensure and to be able to wojof st}

demonstrate that processing is
performed in accordance with this
Regulation. Those measures shall

be reviewed and updated where

necessary.

2. Where proportionate in relation to 2. Al ol vldshs 45, A1l
processing activities, the AFHE ZX= AH Agxpe] A-dsk
measures referred to in paragraph AR ®g A o|sh3 xgtslof ot
1 shall include the implementation t}.

of appropriate data protection

policies by the controller.

3. Adherence to approved codes of 3. Al40zxel AuE A Aol
conduct as referred to in Article U A2z A SAE QS
40 or approved certification AUSS 7ok 3 1 BEA
mechanisms as referred to in o] oF FFE AT/ AT AN
Article 42 may be used as an =g 4 St

element by which to demonstrate
compliance with the obligations of

the controller.

Article 25 25
Data protection by design and by Aol ot B2 232t J|=4Fo
default ot 2 23
1. Taking into account the state of 1. HA 7z, A3 vg, A9 A4,
the art, the cost of ey, we 9 524 g2ja AHrt

implementation and the nature,

scope, context and purposes of

Adele] Aelst sl vhal 2 7}

43 A7bgel Awot e 9
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processing as well as the risks of
varying likelihood and severity for
rights and freedoms of natural
persons posed by the processing,
the controller shall, both at the
time of the determination of the
means for processing and at the
time of the processing itself,
implement appropriate technical
and organisational measures, such
as pseudonymisation, which are
designed to implement
data—protection principles, such
as data minimisation, in an
effective manner and to integrate
the necessary safeguards into the
processing in order to meet the
requirements of this Regulation
and protect the rights of data

subjects.

. The controller shall implement
appropriate technical and
organisational measures for
ensuring that, by default, only
personal data which are
necessary for each specific
purpose of the processing are
processed. That obligation applies
to the amount of personal data
collected, the extent of their
processing, the period of their
storage and their accessibility. In
particular, such measures shall
ensure that by default personal

data are not made accessible
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without the individual's
intervention to an indefinite

number of natural persons.

3. An approved certification
mechanism pursuant to Article 42
may be used as an element to
demonstrate compliance with the
requirements set out in paragraphs
1 and 2 of this Article.

Article 26

Joint controllers
1. Where two or more controllers
jointly determine the purposes
and means of processing, they
shall be joint controllers. They
shall in a transparent manner
determine their respective
responsibilities for compliance
with the obligations under this
Regulation, in particular as
regards the exercising of the
rights of the data subject and
their respective duties to provide
the information referred to in
Articles 13 and 14, by means of
an arrangement between them
unless, and in so far as, the
respective responsibilities of the
controllers are determined by
Union or Member State law to
which the controllers are subject.
The arrangement may designate a

contact point for data subjects.

X26 %
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2. The arrangement referred to in
paragraph 1 shall duly reflect the
respective roles and relationships
of the joint controllers vis—a—vis
the data subjects. The essence of
the arrangement shall be made

available to the data subject.

Irrespective of the terms of the
arrangement referred to in
paragraph 1, the data subject may
exercise his or her rights under
this Regulation in respect of and

against each of the controllers.

Article 27
Representatives of controllers or
processors not established in the
Union
1. Where Article 3(2) applies, the
controller or the processor shall
designate in writing a

representative in the Union.

The obligation laid down in
paragraph 1 of this Article shall
not apply to:

(a) processing which is occasional,

does not include, on a large

scale, processing of special
categories of data as referred
to in Article 9(1) or
processing of personal data
relating to criminal convictions
and offences referred to in

Article 10, and is unlikely to

nHe2e 520 s AEsHD K&
U S AB0|AIE FE(EU) 2016/679 [SE M E]
2. Allge] Ag¥ oY AH FA|o
et 3% g8 wEAt 4o sk}
HAE FE3] Hkdaof st ok 9
QAE AR FA|7} o] & F EFH
ok st}
3. Al A58 oFge {3 I
glo], AH FAE= A Bz zzt
of thsl]l ¥ gel wE A1 A
= PApet = Qi
H27=x
FEAEE LHOA AMHEEX A2 FE
2| XL A2 Xte| cizl@l
1. Al3zA2%e] 445 49, JR &
A A= FHAT U gl
S Moz A of st
2. 2 Z Al #4E F= ool
© AEsHA et

(a)
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result in a risk to the rights
and freedoms of natural
persons, taking into account
the nature, context, scope and

purposes of the processing; or

(b) a public authority or body.

3. The representative shall be

established in one of the Member
States where the data subjects,
whose personal data are
processed in relation to the
offering of goods or services to
them, or whose behaviour is

monitored, are.

. The representative shall be

mandated by the controller or
processor to be addressed in
addition to or instead of the
controller or the processor by, in
particular, supervisory authorities
and data subjects, on all issues
related to processing, for the
purposes of ensuring compliance

with this Regulation.

. The designation of a

representative by the controller
or processor shall be without
prejudice to legal actions which
could be initiated against the
controller or the processor

themselves.
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Article 28
Processor
1. Where processing is to be carried

out on behalf of a controller, the
controller shall use only
processors providing sufficient
guarantees to implement
appropriate technical and
organisational measures in such a
manner that processing will meet
the requirements of this
Regulation and ensure the
protection of the rights of the

data subject.

2. The processor shall not engage
another processor without prior
specific or general written
authorisation of the controller. In
the case of general written
authorisation, the processor shall
inform the controller of any
intended changes concerning the
addition or replacement of other
processors, thereby giving the
controller the opportunity to

object to such changes.

3. Processing by a processor shall
be governed by a contract or
other legal act under Union or
Member State law, that is binding
on the processor with regard to
the controller and that sets out
the subject—matter and duration

of the processing, the nature and
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purpose of the processing, the

type of personal data and

categories of data subjects and

the obligations and rights of the

controller. That contract or other

legal act shall stipulate, in

particular, that the processor:

(a)

(b)

(c)

processes the personal data
only on documented
instructions from the
controller, including with
regard to transfers of personal
data to a third country or an
international organisation,
unless required to do so by
Union or Member State law to
which the processor is
subject; in such a case, the
processor shall inform the
controller of that legal
requirement before processing,
unless that law prohibits such
information on important

grounds of public interest;

ensures that persons
authorised to process the
personal data have committed
themselves to confidentiality
or are under an appropriate
statutory obligation of

confidentiality;

takes all measures required

pursuant to Article 32;

(b)

(c)
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(h)

Xelet 2taet Xgiel 259 Jefet
2

respects the conditions
referred to in paragraphs 2
and 4 for engaging another

processor;

taking into account the nature
of the processing, assists the
controller by appropriate
technical and organisational
measures, insofar as this is
possible, for the fulfilment of
the controller's obligation to
respond to requests for
exercising the data subject's

rights laid down in Chapter III;

assists the controller in
ensuring compliance with the
obligations pursuant to
Articles 32 to 36 taking into
account the nature of
processing and the information

available to the processor;

at the choice of the controller,
deletes or returns all the
personal data to the controller
after the end of the provision
of services relating to
processing, and deletes
existing copies unless Union
or Member State law requires

storage of the personal data;

makes available to the

controller all information

(e)

()

(2)

(h)
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necessary to demonstrate
compliance with the obligations
laid down in this Article and
allow for and contribute to
audits, including inspections,
conducted by the controller or
another auditor mandated by

the controller.

With regard to point (h) of the
first subparagraph, the processor
shall immediately inform the
controller if, in its opinion, an
instruction infringes this
Regulation or other Union or
Member State data protection

provisions.

. Where a processor engages

another processor for carrying
out specific processing activities
on behalf of the controller, the
same data protection obligations
as set out in the contract or
other legal act between the
controller and the processor as
referred to in paragraph 3 shall
be imposed on that other
processor by way of a contract
or other legal act under Union or
Member State law, in particular
providing sufficient guarantees to
implement appropriate technical
and organisational measures in
such a manner that the

processing will meet the
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requirements of this Regulation.
Where that other processor fails
to fulfil its data protection
obligations, the initial processor
shall remain fully liable to the
controller for the performance of

that other processor's obligations.

. Adherence of a processor to an

approved code of conduct as
referred to in Article 40 or an
approved certification mechanism
as referred to in Article 42 may
be used as an element by which
to demonstrate sufficient
guarantees as referred to in
paragraphs 1 and 4 of this
Article.

. Without prejudice to an individual

contract between the controller
and the processor, the contract or
the other legal act referred to in
paragraphs 3 and 4 of this Article
may be based, in whole or in
part, on standard contractual
clauses referred to in paragraphs
7 and 8 of this Article, including
when they are part of a
certification granted to the
controller or processor pursuant
to Articles 42 and 43.

. The Commission may lay down

standard contractual clauses for

the matters referred to in

- 217 —
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paragraph 3 and 4 of this Article ks vidd 4= Qo
and in accordance with the
examination procedure referred to
in Article 93(2).

8. A supervisory authority may 8. =712 A63Fe A3 WAY
adopt standard contractual clauses ol ugl 2 Z A3 W A48
for the matters referred to in AFE ARtel] st ¥F Ak 23S
paragraph 3 and 4 of this Article Ajens 4= Qi)
and in accordance with the
consistency mechanism referred
to in Article 63.

9. The contract or the other legal 9. A3 9 A4dte] AgH Aok =
act referred to in paragraphs 3 71 A A= AA A FH
and 4 shall be in writing, ETH O F o]Fofx ok St

including in electronic form.

10.Without prejudice to Articles 82,
83 and 84, if a processor
infringes this Regulation by
determining the purposes and
means of processing, the
processor shall be considered to
be a controller in respect of that

processing.

Article 29

Processing under the authority of

the controller or processor
The processor and any person acting
under the authority of the controller
or of the processor, who has access
to personal data, shall not process
those data except on instructions

from the controller, unless required

10.41822%, A|83% 4 A84zxe) ulx]:=
G glo], AR A2zt AHele] H3
I s dYste] 2 S §ntkst
A%, AT Aol #Bste] Ju A
A= AR B AE Esjjof Stk
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=2 #eX XM kel Heto| OE
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AR A, 2ea gu e A
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to do so by Union or Member State

law.

Article 30
Records of processing activities
1. Each controller and, where
applicable, the controller's

representative, shall maintain a

record of processing activities

under its responsibility. That
record shall contain all of the
following information:

(a) the name and contact details
of the controller and, where
applicable, the joint controller,
the controller's representative
and the data protection officer;

(b) the purposes of the

processing;

(c) a description of the categories
of data subjects and of the
categories of personal data;
(d) the categories of recipients to
whom the personal data have
been or will be disclosed
including recipients in third
countries or international
organisations;

(e) where applicable, transfers of
personal data to a third

country or an international

organisation, including the
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identification of that third vl dud A A, A%
country or international 5 WS Ao 3k FA
organisation and, in the case
of transfers referred to in the
second subparagraph of Article
49(1), the documentation of
suitable safeguards;

(f) where possible, the envisaged 6 7Fsd 45, A7 "e #WF9
time limits for erasure of the AR 2Al] oist o AlS
different categories of data;

(g) where possible, a general (o) 7Vt A5, A32xzA1de dF
description of the technical H 7eA, 2AZA HeE FH
and organisational security ek AnkAd MHv
measures referred to in
Article 32(1).

2. Each processor and, where 2. 7t AR AHExF, 83 ddetsE A
applicable, the processor's T, AR AR gl 4R A
representative shall maintain a A5 glalste] sk BE W] A
record of all categories of g ol #F 75 BHEdoF &
processing activities carried out ], o]7]of= tho] AEgE ojo i
on behalf of a controller,
containing:

(a) the name and contact details (@) AR Az, ZE A2t o
of the processor or st AR ARy, 183 st
processors and of each T AF, AR A e A
controller on behalf of which 2] diglel, JRHET A1}
the processor is acting, and, o] ¥ AZFA AFALE
where applicable, of the
controller's or the processor's
representative, and the data
protection officer;

(b) the categories of processing (b) Z+ AX #AZAE falste] $3
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carried out on behalf of each sk xegle] W
controller;

(c) where applicable, transfers of (c) 3Est= A-F, A3=rolyt A7
personal data to a third T2 AR AL ARGl
country or an international A3 = AT AA E
organisation, including the sh, Tk A49xA1E F WA
identification of that third e AuE AFe Ag, A%
country or international Sk RS g s A
organisation and, in the case
of transfers referred to in the
second subparagraph of Article
49(1), the documentation of
suitable safeguards;

(d) where possible, a general (d) 7Fsst A9, A32z2A413e A
description of the technical H 7eA, 2AZA HelF FX
and organisational security et Anka Ay
measures referred to in
Article 32(1).

3. The records referred to in 3. A1g W A2ge] AFH 752 A
paragraphs 1 and 2 shall be in H (AR e x3h) 07 o] Fo]x o}
writing, including in electronic g
form.

4. The controller or the processor 4. AR FAt ARy, agar dldst
and, where applicable, the = A9, AR #YAR == AR
controller's or the processor's tha]elS QS w2 A 7)ol
representative, shall make the 715E ol 88 F L F Sjlof st
record available to the
supervisory authority on request.

5. The obligations referred to in 5. A1k 4 A2dk AFH oFE= F
paragraphs 1 and 2 shall not A 25091 wivtk 7] T whAlof =
apply to an enterprise or an AGHA] etk © FHEE A
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organisation employing fewer than 7} AR FAe] A9 Aol S
250 persons unless the Z#}3 7FsAdol AAY, A7t 7T
processing it carries out is likely AL o] Fox]= Zlo] o AL, A9
to result in a risk to the rights A1 Zel v S BT dE =
and freedoms of data subjects, = A10%e] A5 FAF 44 2 W
the processing is not occasional, F e} FASE AP RIE A e
or the processing includes special I3 = A9 ool
categories of data as referred to
in Article 9(1) or personal data
relating to criminal convictions
and offences referred to in
Article 10.

Article 31 31 =

Cooperation with the supervisory
authority
The controller and the processor
and, where applicable, their
representatives, shall cooperate, on
request, with the supervisory
authority in the performance of its

tasks.

Section 2
Security of personal data

Article 32
Security of processing
1. Taking into account the state of

the art, the costs of
implementation and the nature,
scope, context and purposes of
processing as well as the risk of
varying likelihood and severity for
the rights and freedoms of natural

persons, the controller and the

AE P T

AR FEARket Ay, aela ke
A9 2 tEele 23S vk A9
£ st 713 ggs)of sl
H2H&
JHelgE 2ot
H32=
Xe| 20t
L. FHAl 7z, A8 vg, A 44,
e, e 9l 240 g8l Art
2rAQ1e] Aef el AHell sl zhe= 7t
ST A7 Amrt oheket A¥
S aEste], JR BAE HE8
st Adst ¢ HekE RAS
Al AHs 71ed, 244 2AE
o|gzfjop sttt of7]el= 53], A4
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processor shall implement st 74§ theol st
appropriate technical and
organisational measures to ensure
a level of security appropriate to
the risk, including inter alia as
appropriate:

(a) the pseudonymisation and (@) 7RAd KO 7hE3tel 53t

encryption of personal data;

(b) the ability to ensure the (b) A AIAE W AH|Ae] A&
ongoing confidentiality, A 7, A4, 7MY W &
integrity, availability and A8S B 7Y

resilience of processing

systems and services;

(c) the ability to restore the () &84 E= 78 Atk 28
availability and access to NS A AAl IR T}
personal data in a timely LA A2AE Bsts Y
manner in the event of a
physical or technical incident;

(d) a process for regularly (d Ay RS BAs7] g3t 7)<
testing, assessing and A, 2AA 229 adE 4714
evaluating the effectiveness of o7 A® Hrh s dA)

technical and organisational
measures for ensuring the

security of the processing.

2. In assessing the appropriate level 2.
of security account shall be taken
in particular of the risks that are H
presented by processing, in , WA, T U e dist
B

particular from accidental or

o m M = &
o o 1O ofy X
O

unlawful destruction, loss,

alteration, unauthorised disclosure

of, or access to personal data
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transmitted, stored or otherwise
processed.

3. Adherence to an approved code 3. A40zxe] AuHE sAP yAXHo]
of conduct as referred to in U A42ze] AdgE A8 A vl
Article 40 or an approved AUEFS +50= 21 & 2 A1
certification mechanism as of 78E A F7E dSehe
referred to in Article 42 may be oA7 AMEHE = Qo
used as an element by which to
demonstrate compliance with the
requirements set out in paragraph
1 of this Article.

4. The controller and processor shall 4. AR AR} AgAE dR A9t
take steps to ensure that any U 22 x}e] Aste] upe}l sk AF
natural person acting under the Ao ZA AR st A
authority of the controller or the 7 Abgo] AR #E|xpe] X Alef 9
processor who has access to st ¢ Qo= 18t JHE A2t
personal data does not process 2] GEE 7] 95k ZXE FHlok
them except on instructions from stth o, Aol ey HE
the controller, unless he or she is o] Aol A °ol= s A5
required to do so by Union or o 9] o]t}

Member State law.
Article 33 H|I33=x=
Notification of a personal data H=7| 20l cist JHRIEE EHal| SA|
breach to the supervisory authority

1. In the case of a personal data 1. MA-R7E Helle 25, 4R d2At
breach, the controller shall © AA glol, 7hFsebd I AMdS <)
without undue delay and, where A et w2 HE 72A7F ool 7917
feasible, not later than 72 hours B HS AFES AS5FRe uel =
after having become aware of it, deks 7 7)o SAlsoF st
notify the personal data breach to o} o, IR HErE Al A
the supervisory authority 22} 2ol diek s =HE 7
competent in accordance with Jol w2 A= ddeloltt. =T
Article 55, unless the personal | ot X7} 72A17F o] o]F
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data breach is unlikely to result

in a risk to the rights and

freedoms of natural persons.

Where the notification to the

supervisory authority is not made
within 72 hours, it shall be

accompanied by reasons for the

delay.

2. The processor shall notify the

controller without undue delay

after becoming aware of a

personal data breach.

3. The notification referred to in

paragraph 1 shall at least:

(a)

(b)

(©)

describe the nature of the
personal data breach including
where possible, the categories
and approximate number of
data subjects concerned and
the categories and
approximate number of
personal data records

concerned;

communicate the name and
contact details of the data
protection officer or other
contact point where more

information can be obtained;

describe the likely
consequences of the personal

data breach;

2. AR A= AR HE) ARLS
AAZE 5= AA flo] Fr HAfe A
EABljoF gt

(b)

(0 HVGR Fefe] ol datel] &
]_
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(d) describe the measures taken
or proposed to be taken by
the controller to address the
personal data breach,
including, where appropriate,
measures to mitigate its

possible adverse effects.

4. Where, and in so far as, it is not
possible to provide the
information at the same time, the
information may be provided in
phases without undue further

delay.

5. The controller shall document any
personal data breaches,
comprising the facts relating to
the personal data breach, its
effects and the remedial action
taken. That documentation shall
enable the supervisory authority
to verify compliance with this
Article.

Article 34

Communication of a personal data

breach to the data subject

1. When the personal data breach is

likely to result in a high risk to
the rights and freedoms of natural
persons, the controller shall
communicate the personal data
breach to the data subject without

undue delay.
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2. The communication to the data

subject referred to in paragraph 1
of this Article shall describe in
clear and plain language the
nature of the personal data
breach and contain at least the
information and measures referred
to in points (b), (¢) and (d) of
Article 33(3).

. The communication to the data

subject referred to in paragraph 1
shall not be required if any of the
following conditions are met:

(a) the controller has implemented
appropriate technical and
organisational protection
measures, and those measures
were applied to the personal
data affected by the personal
data breach, in particular
those that render the personal
data unintelligible to any
person who is not authorised
to access it, such as
encryption;

(b) the controller has taken

subsequent measures which

ensure that the high risk to
the rights and freedoms of
data subjects referred to in
paragraph 1 is no longer likely
to materialise;

(c)

it would involve

o
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disproportionate effort. In such
a case, there shall instead be
a public communication or
similar measure whereby the
data subjects are informed in

an equally effective manner.

4. If the controller has not already

communicated the personal data
breach to the data subject, the
supervisory authority, having
considered the likelihood of the
personal data breach resulting in
a high risk, may require it to do
so or may decide that any of the
conditions referred to in

paragraph 3 are met.

Section 3
Data protection impact
assessment and prior
consultation

Article 35
Data protection impact assessment

1. Where a type of processing in

particular using new technologies,
and taking into account the
nature, scope, context and
purposes of the processing, is
likely to result in a high risk to
the rights and freedoms of natural
persons, the controller shall, prior
to the processing, carry out an
assessment of the impact of the

envisaged processing operations

— 228 —
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on the protection of personal
data. A single assessment may
address a set of similar
processing operations that present
similar high risks.

. The controller shall seek the

advice of the data protection
officer, where designated, when
carrying out a data protection

impact assessment.

. A data protection impact

assessment referred to in

paragraph 1 shall in particular be

required in the case of:

(a) a systematic and extensive
evaluation of personal aspects
relating to natural persons
which is based on automated
processing, including profiling,
and on which decisions are
based that produce legal
effects concerning the natural
person or similarly
significantly affect the natural
person;

(b) processing on a large scale of

special categories of data

referred to in Article 9(1), or
of personal data relating to
criminal convictions and
offences referred to in Article

105 or
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(c) a systematic monitoring of a
publicly accessible area on a

large scale.

4. The supervisory authority shall

establish and make public a list of
the kind of processing operations
which are subject to the
requirement for a data protection
impact assessment pursuant to
paragraph 1. The supervisory
authority shall communicate those
lists to the Board referred to in
Article 68.

. The supervisory authority may

also establish and make public a
list of the kind of processing
operations for which no data
protection impact assessment is
required. The supervisory
authority shall communicate those
lists to the Board.

. Prior to the adoption of the lists

referred to in paragraphs 4 and 5,
the competent supervisory
authority shall apply the
consistency mechanism referred
to in Article 63 where such lists
involve processing activities which
are related to the offering of
goods or services to data
subjects or to the monitoring of
their behaviour in several Member
States, or may substantially affect
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the free movement of personal

data within the Union.

7. The assessment shall contain at

least:

(a)

(b)

(c)

(d)

a systematic description of the
envisaged processing
operations and the purposes of
the processing, including,
where applicable, the
legitimate interest pursued by

the controller;

an assessment of the
necessity and proportionality
of the processing operations in

relation to the purposes;

an assessment of the risks to
the rights and freedoms of
data subjects referred to in

paragraph 1; and

the measures envisaged to
address the risks, including
safeguards, security measures
and mechanisms to ensure the
protection of personal data
and to demonstrate compliance
with this Regulation taking into
account the rights and
legitimate interests of data
subjects and other persons

concerned.

8. Compliance with approved codes

8.
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of conduct referred to in Article
40 by the relevant controllers or
processors shall be taken into
due account in assessing the
impact of the processing
operations performed by such
controllers or processors, in
particular for the purposes of a
data protection impact

assessment.

. Where appropriate, the controller

shall seek the views of data
subjects or their representatives
on the intended processing,
without prejudice to the
protection of commercial or public
interests or the security of

processing operations.

10.Where processing pursuant to

point (c) or (e) of Article 6(1)
has a legal basis in Union law or
in the law of the Member State to
which the controller is subject,
that law regulates the specific
processing operation or set of
operations in question, and a data
protection impact assessment has
already been carried out as part
of a general impact assessment in
the context of the adoption of
that legal basis, paragraphs 1 to
7 shall not apply unless Member
States deem it to be necessary to

carry out such an assessment

10.
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prior to processing activities.

11.Where necessary, the controller 11.2 83k A, Aojx A 2ol 7}
shall carry out a review to assess ez el M3 A= A A
if processing is performed in B AYR= AEr RS 93
accordance with the data 7hel whet =R Frvshr] Sl
protection impact assessment at HEE F3ys)of st}
least when there is a change of
the risk represented by
processing operations.
Article 36 X136
Prior consultation AE ol
1. The controller shall consult the 1. Al35ze] wWE FJHRSG JFHrE
supervisory authority prior to ol AR A oY kst =47
processing where a data AThE R A2 Qs =2 {30l
protection impact assessment = Aol =y A, AH
under Article 35 indicates that A= A doll H571% JJr A9
the processing would result in a ajof i}

high risk in the absence of
measures taken by the controller

to mitigate the risk.

2. Where the supervisory authority 2. 7=7|o] A|l1de]| dgE AR
is of the opinion that the intended A7 2 el et oS
processing referred to in 7H A, 53 AR AR 9Y
paragraph 1 would infringe this upor = ¢sl A7 B A4
Regulation, in particular where the 9, AE7)IES o 2 "4 T8
controller has insufficiently T ool Ax #gA}, 183 s
identified or mitigated the risk, she A, BE ARl A AW *
the supervisory authority shall, A Alzdlof sh, A58 AFH
within period of up to eight dsks YA = gl o] 7|z A
weeks of receipt of the request e AHele 534S st F7)
for consultation, provide written 677 AdE & ok sV

advice to the controller and, ol 9 A4 T 3 & oo Ax

e
where applicable to the processor, w9, I8
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and may use any of its powers
referred to in Article 58. That
period may be extended by six
weeks, taking into account the
complexity of the intended
processing. The supervisory
authority shall inform the
controller and, where applicable,
the processor, of any such
extension within one month of
receipt of the request for
consultation together with the
reasons for the delay. Those
periods may be suspended until
the supervisory authority has
obtained information it has
requested for the purposes of the

consultation.

. When consulting the supervisory

authority pursuant to paragraph 1,
the controller shall provide the
supervisory authority with:

(a) where applicable, the
respective responsibilities of
the controller, joint controllers
and processors involved in the
processing, in particular for
processing within a group of
undertakings;

(b) the purposes and means of

the intended processing;

(c) the measures and safeguards

provided to protect the rights

3.
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and freedoms of data subjects
pursuant to this Regulation;
(d) where applicable, the contact
details of the data protection
officer;
(e) the data protection impact
assessment provided for in
Article 35; and
(f) any other information
requested by the supervisory

authority.

4. Member States shall consult the

supervisory authority during the
preparation of a proposal for a
legislative measure to be adopted
by a national parliament, or of a
regulatory measure based on such
a legislative measure, which

relates to processing.

. Notwithstanding paragraph 1,

Member State law may require
controllers to consult with, and
obtain prior authorisation from,
the supervisory authority in
relation to processing by a
controller for the performance of
a task carried out by the
controller in the public interest,
including processing in relation to

social protection and public health.
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Section 4
Data protection officer

Article 37
Designation of the data protection
officer

1. The controller and the processor
shall designate a data protection
officer in any case where:

(a) the processing is carried out
by a public authority or body,
except for courts acting in
their judicial capacity;

(b) the core activities of the
controller or the processor
consist of processing
operations which, by virtue of
their nature, their scope
and/or their purposes, require
regular and systematic
monitoring of data subjects on

a large scale; or

(c) the core activities of the
controller or the processor
consist of processing on a
large scale of special
categories of data pursuant to
Article 9 and personal data
relating to criminal convictions
and offences referred to in

Article 10.

2. A group of undertakings may

appoint a single data protection

ez S0 U 7R X
Seoist0lAlel AR(EU) 2016/679 [S&l0ist]
M4
HEHES ZMOIX}

H37x
HEHS MK XF
1. ool sidshs 4% dx #Agxre)
AP A= FEHET AJAE A Ao}
st
(a) F37)8 E=E FIFHAVE AgE
FHs= A o, wdo] APHA
AsHS PARH= F9E= A9
(b) AR A AHZAFe] 4] &

Fol o 47, W9l e =
g R FA T el
N4, AAE mUEYE @l

‘E_‘u_
h= A AYo® P B

it

27 9 91 Aslsh B )
Az T

() AR #AYA} Hgxpe] A &
o] A9x:ALF] WE 57

F AR A10xe] AFH FA}

Sl

dEe] HiatR

o
A%

2. ARl Arke @l AumE A%
2 A4Y 5 vk W, 7 ARl
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officer provided that a data
protection officer is easily
accessible from each

establishment.

. Where the controller or the

processor is a public authority or
body, a single data protection
officer may be designated for
several such authorities or bodies,
taking account of their

organisational structure and size.

. In cases other than those

referred to in paragraph 1, the
controller or processor or
associations and other bodies
representing categories of
controllers or processors may or,
where required by Union or
Member State law shall, designate
a data protection officer. The data
protection officer may act for
such associations and other
bodies representing controllers or

processors.

. The data protection officer shall
be designated on the basis of
professional qualities and, in
particular, expert knowledge of
data protection law and practices
and the ability to fulfil the tasks

referred to in Article 39.

6. The data protection officer may
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Position of the data protection

officer

1. The controller and the processor

shall ensure that the data
protection officer is involved,
properly and in a timely manner,
in all issues which relate to the

protection of personal data.

. The controller and processor shall

support the data protection officer
in performing the tasks referred
to in Article 39 by providing
resources necessary to carry out
those tasks and access to
personal data and processing
operations, and to maintain his or

her expert knowledge.

. The controller and processor shall

ensure that the data protection
officer does not receive any
instructions regarding the

exercise of those tasks. He or

NOIEE XMelet 23S IUHQl B2 st 322 ANRE2 S50 tol #&85t2 XI&
95/46/ECE HIXlot= 20161 48 274X SE2l3 Y SEAHE0IAMS RE(EVU) 2016/679 [KEAHE!]
be a staff member of the g zpe] Aol Ay, Au|A Aleks 7]
controller or processor, or fulfil 22 JHFE S8 4 Qih
the tasks on the basis of a
service contract.
. The controller or the processor 7. AR AR} AP A= ARHES A
shall publish the contact details of AL A=A AMFARES AL
the data protection officer and o5 T3l Ldof s},
communicate them to the
supervisory authority.
Article 38 H38=x

Huus QX XY
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she shall not be dismissed or EAY A& Wopx= QF Hrh
penalised by the controller or the AEHS AJdx= AR A A} A
processor for performing his Ao Hu AR 5o Y B
tasks. The data protection officer aflof gt

shall directly report to the highest
management level of the

controller or the processor.

4. Data subjects may contact the 4. AR FA|= Aol gk I E A
data protection officer with regard glet & Ao mE Hel sAtel #
to all issues related to processing 3 HE EAo Fa) ARRT M)
of their personal data and to the bl Al AgEd 4= Qi

exercise of their rights under this

Regulation.

5. The data protection officer shall 5. ARKT Aolx= f-HAg o 39
be bound by secrecy or o HE| AH 3ol &3+ 7]
confidentiality concerning the URS oFE FFdloF st

performance of his or her tasks,
in accordance with Union or

Member State law.

6. The data protection officer may 6. JRHEST A= o 97 9 dF
fulfil other tasks and duties. The = s 5= Qv AR #EAF £
controller or processor shall Az 185k 95 2 AF7T o] 3|
ensure that any such tasks and FTES 28k $EF sjjof st

duties do not result in a conflict

of interests.

Article 39 H39=
Tasks of the data protection officer HEHS MOX|o HZ2
1. The data protection officer shall 1. AR A= Folr vs g
have at least the following tasks: E wolof sit}
(a) to inform and advise the (@) AR AgE Fdqst= R At
controller or the processor T AgA W O FAdeA &
and the employees who carry T8 e FHAT = Y
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(©)

(d)

(e)
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out processing of their
obligations pursuant to this
Regulation and to other Union
or Member State data

protection provisions;

to monitor compliance with
this Regulation, with other
Union or Member State data
protection provisions and with
the policies of the controller
or processor in relation to the
protection of personal data,
including the assignment of
responsibilities,
awareness—raising and training
of staff involved in processing
operations, and the related

audits;

to provide advice where
requested as regards the data
protection impact assessment
and monitor its performance

pursuant to Article 35;

to cooperate with the
supervisory authority;

to act as the contact point for
the supervisory authority on
issues relating to processing,
including the prior consultation
referred to in Article 36, and
to consult, where appropriate,
with regard to any other

matter.

(b)

(©)

(d)

(e)

240 —
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2. The data protection officer shall 2. ARKHS A= AFE F3shaA
in the performance of his or her gl Az, Wy, gk 4 EA/S
tasks have due regard to the risk aerete] Ael 2y} AvE= o9
associated with processing S o] aysjof st
operations, taking into account the
nature, scope, context and
purposes of processing.

Section 5 X 5F
Codes of conduct and ALK& QIS
certification
Article 40 H40=
Codes of conduct HRAXIH

1. The Member States, the 1. 3=, =71, Reds] 9 A
supervisory authorities, the Board P = veFst A Foke] 54
and the Commission shall I 2479 2D FAV|H 55
encourage the drawing up of Q7AERS TSt 2 el A4
codes of conduct intended to st A -gof 7]ojstr] Qs FAAH
contribute to the proper He desfoF vk

application of this Regulation,
taking account of the specific
features of the various processing
sectors and the specific needs of

micro, small and medium—sized

enterprises.

2. Associations and other bodies 2. A FAR} Ay HEE ot
representing categories of = ¥3 9 7 9 dAlE vy 2
controllers or processors may < A #Adste] 2oy 48-S
prepare codes of conduct, or TAsFe X o7 Y-S vk
amend or extend such codes, for A M = e S 3

the purpose of specifying the
application of this Regulation,

such as with regard to:
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(a) fair and transparent (a) ¥7d3skar Frgst A
processing;
(b) the legitimate interests (b) 574 Wbl AR Az F
pursued by controllers in Toh= st o9

specific contexts;

(¢c) the collection of personal data; (c) MAAdH +3

(d) the pseudonymisation of (d 7IJIHH 71g 3}

personal data;

(e) the information provided to (e) vt dUlzz JH FAAA Al
the public and to data Hiae AR
subjects;

(f) the exercise of the rights of () AR FA Azl PA
data subjects;

(g) the information provided to, (g) o™oloA A== FH, o™
and the protection of, children, olef tIgt HF, ofglo]e] |k
and the manner in which the 95 ok WA
consent of the holders of
parental responsibility over
children is to be obtained;

(h) the measures and procedures (h) A24x 9 A25xe] AFH FA
referred to in Articles 24 and oF Azl A32x] ATE A
25 and the measures to HeES HAsHE x4

ensure security of processing

referred to in Article 32;

(i) the notification of personal (1) =71l gt MAAdH )
data breaches to supervisory 22X, AR FAo gt AR
authorities and the el o=

communication of such
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personal data breaches to data

subjects;

(j) the transfer of personal data
to third countries or

international organisations; or

(k) out—of—court proceedings and
other dispute resolution
procedures for resolving
disputes between controllers
and data subjects with regard
to processing, without
prejudice to the rights of data
subjects pursuant to Articles
77 and 79.

3. In addition to adherence by

controllers or processors subject
to this Regulation, codes of
conduct approved pursuant to
paragraph 5 of this Article and
having general validity pursuant
to paragraph 9 of this Article
may also be adhered to by
controllers or processors that are
not subject to this Regulation
pursuant to Article 3 in order to
provide appropriate safeguards
within the framework of personal
data transfers to third countries
or international organisations
under the terms referred to in
point (e) of Article 46(2). Such
controllers or processors shall

make binding and enforceable
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commitments, via contractual or
other legally binding instruments,
to apply those appropriate
safeguards including with regard
to the rights of data subjects.

A code of conduct referred to in
paragraph 2 of this Article shall
contain mechanisms which enable
the body referred to in Article
41(1) to carry out the mandatory
monitoring of compliance with its
provisions by the controllers or
processors which undertake to
apply it, without prejudice to the
tasks and powers of supervisory
authorities competent pursuant to
Article 55 or 56.

Associations and other bodies
referred to in paragraph 2 of this
Article which intend to prepare a
code of conduct or to amend or
extend an existing code shall
submit the draft code, amendment
or extension to the supervisory
authority which is competent
pursuant to Article 55. The
supervisory authority shall
provide an opinion on whether the
draft code, amendment or
extension complies with this
Regulation and shall approve that
draft code, amendment or
extension if it finds that it
provides sufficient appropriate

safeguards.

nHe2e 520 s AEsHD K&
Seoist0lAlel AR(EU) 2016/679 [S&l0ist]
4. Z A28 AFd FAAHL A
12xﬂ16¥oﬂ AFE A7 BYAH
S AEgshvta k&St AR At
U A2 zpe] X 23 Fel ol
5t o) 52 FUEHS 3yt 5 A
= WlAYE S Zdtejof st} o)=
A55% L= A5zl wel FE A
Sk 7R AE71e] 59 A
Gee vxA] =Tt

5. Z A2g] AgH Hs W g vt
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6. Where the draft code, or 6. T ZFoluk JiE T Fjqto]
amendment or extension is A5gel el FRlxal, g Y9
approved in accordance with Hol| oy s|d=elAe] A &5
paragraph 5, and where the code st Aol ofyebd, 7|3 S
of conduct concerned does not 9 S FEeta ol st
relate to processing activities in
several Member States, the
supervisory authority shall
register and publish the code.

7. Where a draft code of conduct 7. FAAH Fxdo] ofg] 3| Y=olA 9
relates to processing activities in 2] &3 #HS Aojghd, A55%
several Member States, the of whet 5 AgkE 7 T
supervisory authority which is i TP Feto|u} ek e Sy
competent pursuant to Article 55 k= FRleH7] Aol #63xe] Awd
shall, before approving the draft Azte] m} o]F HIE Y3 A=
code, amendment or extension, ok s, REHPs= sl
submit it in the procedure ZQboln} JRE = Ehijlo] & f
referred to in Article 63 to the Aol FiteleA], e 2 X AI3Tl
Board which shall provide an A e A, At R
opinion on whether the draft = AlgsteAed gt gds ATl
code, amendment or extension of sith,
complies with this Regulation or,
in the situation referred to in
paragraph 3 of this Article,
provides appropriate safeguards.

8. Where the opinion referred to in 8. A7&e AgH o] I H %
paragraph 7 confirms that the Qkojit 7HAQE = Ehjieto] E 14
draft code, amendment or of FEES, = # X A3T A
extension complies with this w8 Ao Ag, A v AR E
Regulation, or, in the situation A es A= 49, Rafds|=
referred to in paragraph 3, Y9 Asle] oJAS A=sMoF st
provides appropriate safeguards,
the Board shall submit its opinion
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to the Commission.

9. The Commission may, by way of
implementing acts, decide that the
approved code of conduct,
amendment or extension
submitted to it pursuant to
paragraph 8 of this Article have
general validity within the Union.
Those implementing acts shall be
adopted in accordance with the

examination procedure set out in
Article 93(2).

10. The Commission shall ensure
appropriate publicity for the
approved codes which have been
decided as having general validity

in accordance with paragraph 9.

11.The Board shall collate all
approved codes of conduct,
amendments and extensions in a
register and shall make them
publicly available by way of

appropriate means.

Article 41

Monitoring of approved codes of

conduct

1. Without prejudice to the tasks

and powers of the competent
supervisory authority under
Articles 57 and 58, the
monitoring of compliance with a

code of conduct pursuant to

A

ofy =
e =
LU
(o]

ARAXE ZUEE

1. A57x8} A58F%e e
He] fH-eb Agtel wA|=
o], AM40xel] W WLAH
UHE e e 54 ARk &
dsto] HAs o] dEAdS 2F

A poRRE Y 2

n

= 1

al T
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Article 40 may be carried out by o] 7FE W Ao s sE
a body which has an appropriate =
level of expertise in relation to
the subject—matter of the code
and is accredited for that purpose
by the competent supervisory
authority.

2. A body as referred to in 2. Allgel Adud e v 230
paragraph 1 may be accredited to 72t A4S YAAHE =5 BUHY
monitor compliance with a code of S = Q7S wHE 4 St

conduct where that body has:

(a) demonstrated its independence (a) HAC] 5HAAT HE] A ARE
and expertise in relation to I FA iS5 A1
the subject—matter of the o] THEE Wl =Fo0 7 3l

code to the satisfaction of the

competent supervisory

authority;

(b) established procedures which (b) #d AR ARG AH2Abe] f
allow it to assess the W A8 AoXS Hrlsta, g
eligibility of controllers and TH 2% =45 RUEHE L,
processors concerned to apply g e Fr|How AES
the code, to monitor their T AE AaF Y

compliance with its provisions

and to periodically review its

operation;

(c) established procedures and () Ty 9dF == AR ARt A
structures to handle ko] 9 o]d W (A HE=
complaints about infringements Ao thet 71gdS A shr] 9
of the code or the manner in ot Axk 4 Gtz 4y 18]a )
which the code has been, or g Az U RS AR FA
is being, implemented by a o T S

controller or processor, and to $st

make those procedures and
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structures transparent to data

subjects and the public; and

(d) demonstrated to the
satisfaction of the competent
supervisory authority that its
tasks and duties do not result

in a conflict of interests.

3. The competent supervisory

authority shall submit the draft
criteria for accreditation of a
body as referred to in paragraph
1 of this Article to the Board
pursuant to the consistency
mechanism referred to in Article
63.

. Without prejudice to the tasks
and powers of the competent
supervisory authority and the
provisions of Chapter VIII, a body
as referred to in paragraph 1 of
this Article shall, subject to
appropriate safeguards, take
appropriate action in cases of
infringement of the code by a
controller or processor, including
suspension or exclusion of the
controller or processor concerned
from the code. It shall inform the
competent supervisory authority
of such actions and the reasons
for taking them.

. The competent supervisory
authority shall revoke the

(d)

o
-+
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accreditation of a body as Ag, e Y A A 3Eol
referred to in paragraph 1 if the 2 58 YufE= Ag, A1ge] A
conditions for accreditation are v Al gt QvtE I 4
not, or are no longer, met or At

where actions taken by the body

infringe this Regulation.

6. This Article shall not apply to 6. & v a7/ 42 F3EATF 3
processing carried out by public = A Yoll= AL A] &=t}

authorities and bodies.

Article 42 H42=
Certification oIS
1. The Member States, the 1. 3=, =713 1neddsle A3y

supervisory authorities, the Board 3= 53] FHAY AolA, A
and the Commission shall Bo#Ag xR A2 zpel ofsk Ael &Y
encourage, in particular at Union o & 4 =5E 453 Hst H
level, the establishment of data Aol X WG AT HAYFI JH
protection certification RS A& 4 wvia S Aok
mechanisms and of data st 2AFVAH FTAVIHY 57
protection seals and marks, for st Q7 7F a1y Eo]of g

the purpose of demonstrating
compliance with this Regulation of
processing operations by
controllers and processors. The
specific needs of micro, small and
medium—sized enterprises shall

be taken into account.

2. In addition to adherence by 2. & Z A 5% wet slE AF
controllers or processors subject AYUEI A 2 vfa= 2 1 4
to this Regulation, data protection L gl AR A2 A2zl ¢
certification mechanisms, seals or st =7 elE, A46xA28A () =
marks approved pursuant to of Aud Zxol wet A3y =
paragraph 5 of this Article may A7|F2 AR HdE AA el
be established for the purpose of A A3z wet 2 Y AL dd
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demonstrating the existence of
appropriate safeguards provided
by controllers or processors that
are not subject to this Regulation
pursuant to Article 3 within the
framework of personal data
transfers to third countries or
international organisations under
the terms referred to in point (f)
of Article 46(2). Such controllers
or processors shall make binding
and enforceable commitments, via
contractual or other legally
binding instruments, to apply
those appropriate safeguards,
including with regard to the rights

of data subjects.

. The certification shall be

voluntary and available via a

process that is transparent.

. A certification pursuant to this

Article does not reduce the
responsibility of the controller or
the processor for compliance with
this Regulation and is without
prejudice to the tasks and powers
of the supervisory authorities
which are competent pursuant to
Article 55 or 56.

. A certification pursuant to this

Article shall be issued by the
certification bodies referred to in
Article 43 or by the competent
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supervisory authority, on the
basis of criteria approved by that
competent supervisory authority
pursuant to Article 58(3) or by
the Board pursuant to Article 63.
Where the criteria are approved
by the Board, this may result in a
common certification, the

European Data Protection Seal.

. The controller or processor which

submits its processing to the
certification mechanism shall
provide the certification body
referred to in Article 43, or
where applicable, the competent
supervisory authority, with all
information and access to its
processing activities which are
necessary to conduct the

certification procedure.

. Certification shall be issued to a

controller or processor for a
maximum period of three years
and may be renewed, under the
same conditions, provided that the
relevant requirements continue to
be met. Certification shall be
withdrawn, as applicable, by the
certification bodies referred to in
Article 43 or by the competent
supervisory authority where the
requirements for the certification

are not or are no longer met.
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8. The Board shall collate all 8. H3Ysl= BFeE JdF dAUSH
certification mechanisms and data A 4 waE VIS4 535k 4
protection seals and marks in a Ast S &3l dnte] o]F o] g
register and shall make them T UEF sfjof gtk
publicly available by any
appropriate means.

Article 43 H43x=
Certification bodies QISTH

1. Without prejudice to the tasks 1. A57x W A6k wWE FF s
and powers of the competent 7139 QF fstef vjx= FgF ¢l
supervisory authority under o], AR RS9l ¥ylste] AHe ¢
Articles 57 and 58, certification o] AEAS 2+ JAsdAlE, 7]
bodies which have an appropriate o] Q3 uf A58A|28A (h) &
level of expertise in relation to of mE TS PAE 7 UEF T
data protection shall, after 5713 mE] 4 F TS W
informing the supervisory l 7y s)of st} 3|2 18]%k <l

T oY Ex UE B

ES
authority in order to allow it to SHA7F v
exercise its powers pursuant to -

point (h) of Article 58(2) where
necessary, issue and renew
certification. Member States shall
ensure that those certification
bodies are accredited by one or
both of the following:

(a) the supervisory authority (a) A55x X Al56zxel wet =5
which is competent pursuant AL 7 =T

to Article 55 or 56;

(b) the national accreditation body (b) rHe3] 2 o]Aks] 7+ (EC) No
named in accordance with 765/2008¢°1 wet AgH =7} <l
Regulation (EC) No 765/2008 7Aoo Z¢, EN-ISO/IEC
of the European Parliament 17065/2012 18]31 A|S5% T
and of the Council in A56z wel 5 @S 7kl
accordance with EN—-ISO/IEC F=71o] s 37 A
17065/2012 and with the of wkel 7P} o] FofAof Tt
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additional requirements
established by the supervisory
authority which is competent

pursuant to Article 55 or 56.

2. Certification bodies referred to in

paragraph 1 shall be accredited in

accordance with that paragraph

only where they have:

(a) demonstrated their
independence and expertise Iin
relation to the subject—matter
of the certification to the
satisfaction of the competent
supervisory authority;

(b) undertaken to respect the

criteria referred to in Article

42(5) and approved by the

supervisory authority which is

competent pursuant to Article

55 or 56 or by the Board

pursuant to Article 63;

(c) established procedures for the

issuing, periodic review and

withdrawal of data protection
certification, seals and marks;

(d) established procedures and

structures to handle

complaints about infringements
of the certification or the
manner in which the
certification has been, or is
being, implemented by the

— 253 —
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controller or processor, and to
make those procedures and
structures transparent to data
subjects and the public; and
(e) demonstrated, to the (e) T EA AFe dF71 o]3)
satisfaction of the competent TES 4o71A ¢S T
57]o] RS gk pEow

supervisory authority, that
their tasks and duties do not <]

result in a conflict of

interests.

3. The accreditation of certification 3. 2 2 A1E 42 A2 A58 A5
bodies as referred to in Aol thgk QI7b= AS5x HE= Al
paragraphs 1 and 2 of this Article 56z wgt =5 Asks 7 g
shall take place on the basis of Z|o] FRleHAL A63x0l wet K
criteria approved by the Y37 FA3 Vs Hlgo=R
supervisory authority which is o|FojxJo} 3t} . Z A 18A (b)) &
competent pursuant to Article 55 of wE QA7Fe] A9, 1#3H QFAF
or 56 or by the Board pursuant ko A (EC) No 765/2008¢04 -
to Article 63. In the case of AE QAR JIFdA e Wy 2
accreditation pursuant to point (b) Azbs AWste Ve ES K1)
of paragraph 1 of this Article, of &t}

those requirements shall
complement those envisaged in
Regulation (EC) No 765/2008 and
the technical rules that describe
the methods and procedures of

the certification bodies.

4, The certification bodies referred 4, A1gel] Ag¥ <l=HA)

to in paragraph 1 shall be
responsible for the proper
assessment leading to the
certification or the withdrawal of

such certification without
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prejudice to the responsibility of
the controller or processor for
compliance with this Regulation.
The accreditation shall be issued
for a maximum period of five
years and may be renewed on
the same conditions provided that
the certification body meets the
requirements set out in this
Article.

. The certification bodies referred

to in paragraph 1 shall provide
the competent supervisory
authorities with the reasons for
granting or withdrawing the

requested certification.

. The requirements referred to in

paragraph 3 of this Article and
the criteria referred to in Article
42(5) shall be made public by the
supervisory authority in an easily
accessible form. The supervisory
authorities shall also transmit
those requirements and criteria to
the Board. The Board shall collate
all certification mechanisms and
data protection seals in a register
and shall make them publicly
available by any appropriate

means.

. Without prejudice to Chapter VIII,

the competent supervisory

authority or the national

— 255 —
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accreditation body shall revoke an
accreditation of a certification
body pursuant to paragraph 1 of
this Article where the conditions
for the accreditation are not, or
are no longer, met or where
actions taken by a certification

body infringe this Regulation.

. The Commission shall be

empowered to adopt delegated
acts in accordance with Article 92
for the purpose of specifying the
requirements to be taken into
account for the data protection
certification mechanisms referred
to in Article 42(1).

. The Commission may adopt

implementing acts laying down
technical standards for
certification mechanisms and data
protection seals and marks, and
mechanisms to promote and
recognise those certification
mechanisms, seals and marks.
Those implementing acts shall be
adopted in accordance with the

examination procedure referred to
in Article 93(2).

nHe2e 520 s AEsHD K&
Seoist0lAlel AR(EU) 2016/679 [S&l0ist]
oA @ A mE QEukA|rt FHE
qzol 2 A YuiEE A, =
Z A1 wWE d=gkAe =
A3)gk 4 gl
8. A3 A3 = A42%A|18 o] AgH
AR H3F F AYES Y8 119
Hojof st @ FALERS WAsH] ¢St
EA 07 A92ze] wl 9 HHS
Aener AeS 7hAoF et
9. HaAY3= oF wWAYUSY AR
BT Qg 4 ng= 93 7|& 5
I sk QIS WAYSY AE B
o1z 4l mpge] TR o4 QxS 93t
HAYSS 835k A HHES A
ge o= qlrh 7Eeh Ad HEe A
93zxA 28] Ag¥ AL Hxfe| u}
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CHAPTER V
Transfers of personal data
to third countries or
international organisations

Article 44

General principle for transfers
Any transfer of personal data which
are undergoing processing or are
intended for processing after
transfer to a third country or to an
international organisation shall take
place only if, subject to the other
provisions of this Regulation, the
conditions laid down in this Chapter
are complied with by the controller
and processor, including for onward
transfers of personal data from the
third country or an international
organisation to another third country
or to another international
organisation. All provisions in this
Chapter shall be applied in order to
ensure that the level of protection of
natural persons guaranteed by this

Regulation is not undermined.

Article 45

Transfers on the basis of an

adequacy decision

1. A transfer of personal data to a

third country or an international
organisation may take place
where the Commission has
decided that the third country, a
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territory or one or more specified
sectors within that third country,

or the international organisation in

question ensures an adequate

level of protection. Such a

transfer shall not require any

specific authorisation.

the level of protection, the

When assessing the adequacy of

Commission shall, in particular,

take account of the following

elements:

(a) the rule of law, respect for

human rights and fundamental

freedoms, relevant legislation,

both general and sectoral,

including concerning public

security, defence, national

security and criminal law and

the access of public

authorities to personal data, as

well as the implementation of

such legislation, data

protection rules, professional
rules and security measures,

including rules for the onward

transfer of personal data to

another third country or

international organisation

which are complied with in

that country or international

organisation, case—law, as

well as effective and

enforceable data subject rights

and effective administrative
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and judicial redress for the
data subjects whose personal

data are being transferred;

the existence and effective
functioning of one or more
independent supervisory
authorities in the third country
or to which an international
organisation is subject, with
responsibility for ensuring and
enforcing compliance with the
data protection rules, including
adequate enforcement powers,
for assisting and advising the
data subjects in exercising
their rights and for
cooperation with the
supervisory authorities of the

Member States; and

the international commitments
the third country or
international organisation
concerned has entered into, or
other obligations arising from
legally binding conventions or
instruments as well as from
its participation in multilateral
or regional systems, in
particular in relation to the

protection of personal data.

3. The Commission, after assessing

the adequacy of the level of

protection, may decide, by means

— 259 —
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of implementing act, that a third
country, a territory or one or
more specified sectors within a
third country, or an international
organisation ensures an adequate
level of protection within the
meaning of paragraph 2 of this
Article. The implementing act
shall provide for a mechanism for
a periodic review, at least every
four years, which shall take into
account all relevant developments
in the third country or
international organisation. The
implementing act shall specify its
territorial and sectoral application
and, where applicable, identify the
supervisory authority or
authorities referred to in point

(b) of paragraph 2 of this Article.
The implementing act shall be
adopted in accordance with the
examination procedure referred to
in Article 93(2).

. The Commission shall, on an

ongoing basis, monitor
developments in third countries
and international organisations
that could affect the functioning
of decisions adopted pursuant to
paragraph 3 of this Article and
decisions adopted on the basis of
Article 25(6) of Directive
95/46/EC.
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5. The Commission shall, where

available information reveals, in
particular following the review
referred to in paragraph 3 of this
Article, that a third country, a
territory or one or more specified
sectors within a third country, or
an international organisation no
longer ensures an adequate level
of protection within the meaning
of paragraph 2 of this Article, to
the extent necessary, repeal,
amend or suspend the decision
referred to in paragraph 3 of this
Article by means of implementing
acts without retro—active effect.
Those implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 93(2).

On duly justified imperative
grounds of urgency, the
Commission shall adopt
immediately applicable
implementing acts in accordance
with the procedure referred to in
Article 93(3).

. The Commission shall enter into

consultations with the third
country or international
organisation with a view to
remedying the situation giving
rise to the decision made
pursuant to paragraph 5.
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7. A decision pursuant to paragraph 7. ¥ Z A58 wE AL A46%~

5 of this Article is without
prejudice to transfers of personal
data to the third country, a
territory or one or more specified
sectors within that third country,
or the international organisation in

question pursuant to Articles 46
to 49.

. The Commission shall publish in
the Official Journal of the
European Union and on its
website a list of the third

countries, territories and specified

A k=t

AR = FHIY I H (Official

Journal of the European Union) 2}
1 fiAtol B, Adet e HaTt
vy A4 Ade 9
KH37F G o] BAHA b=vta 2

sectors within a third country and A3t A3 = A3Fe YE EE
international organisations for 54 FEoly AT HE5E A
which it has decided that an afjoF gt}

adequate level of protection is or

is no longer ensured.

9. Decisions adopted by the 9. X# 95/46/EC A|25FA|68 e 7%
Commission on the basis of sto] 97t e A9 2
Article 25(6) of Directive Z A3F = #2580 wel Hed

Hegelds Al wet A4, ohA

T AR W frasio.

=

95/46/EC shall remain in force
until amended, replaced or
repealed by a Commission
Decision adopted in accordance
with paragraph 3 or 5 of this

Article.
Article 46 46z
Transfers subject to appropriate HH™et ESFX[7} HEE= ™S
safeguards
1. In the absence of a decision 1. A452A 38 w2 AAo] YeA|A
pursuant to Article 45(3), a b2 Astoll A, X I A} 222k
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controller or processor may
transfer personal data to a third
country or an international
organisation only if the controller
or processor has provided
appropriate safeguards, and on
condition that enforceable data
subject rights and effective legal
remedies for data subjects are

available.

. The appropriate safeguards

referred to in paragraph 1 may

be provided for, without requiring

any specific authorisation from a

supervisory authority, by:

(a) a legally binding and
enforceable instrument
between public authorities or
bodies;

(b) binding corporate rules in

accordance with Article 47;

(¢c) standard data protection

clauses adopted by the

Commission in accordance

with the examination

procedure referred to in

Article 93(2);

(d) standard data protection

clauses adopted by a

supervisory authority and

approved by the Commission

pursuant to the examination
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procedure referred to in

Article 93(2);
(e) an approved code of conduct
pursuant to Article 40
together with binding and
enforceable commitments of
the controller or processor in
the third country to apply the
appropriate safeguards,
including as regards data
subjects' rights; or
(f) an approved certification
mechanism pursuant to Article
42 together with binding and
enforceable commitments of
the controller or processor in
the third country to apply the
appropriate safeguards,
including as regards data

subjects' rights.

3. Subject to the authorisation from

the competent supervisory

authority, the appropriate

safeguards referred to in
paragraph 1 may also be provided
for, in particular, by:

(a) contractual clauses between
the controller or processor
and the controller, processor
or the recipient of the
personal data in the third
country or international

organisation; or

— 264 —
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(b) provisions to be inserted into
administrative arrangements
between public authorities or
bodies which include
enforceable and effective data

subject rights.

4. The supervisory authority shall
apply the consistency mechanism
referred to in Article 63 in the
cases referred to in paragraph 3
of this Article.

5. Authorisations by a Member State
or supervisory authority on the
basis of Article 26(2) of
Directive 95/46/EC shall remain
valid until amended, replaced or
repealed, if necessary, by that
supervisory authority. Decisions
adopted by the Commission on
the basis of Article 26(4) of
Directive 95/46/EC shall remain
in force until amended, replaced
or repealed, if necessary, by a
Commission Decision adopted in
accordance with paragraph 2 of
this Article.

Article 47
Binding corporate rules
1. The competent supervisory
authority shall approve binding
corporate rules in accordance
with the consistency mechanism

set out in Article 63, provided

) TENH EE FIWA 7 AF
obgell AHEE WY shsekn
A An FAY B X
Fehe 23

1 BENRE B 2 A3Pe] AFD 7
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5. A3 95/46/EC A26FA28 el 7%
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that they:

(a) are legally binding and apply
to and are enforced by every
member concerned of the
group of undertakings, or
group of enterprises engaged
In a joint economic activity,
including their employees;

(b) expressly confer enforceable

rights on data subjects with

regard to the processing of
their personal data; and

(c) fulfil the requirements laid

down in paragraph 2.

referred to in paragraph 1 shall

specify at least:

(a) the structure and contact
details of the group of
undertakings, or group of
enterprises engaged in a joint
economic activity and of each
of its members;

(b) the data transfers or set of

transfers, including the

categories of personal data,
the type of processing and its
purposes, the type of data
subjects affected and the
identification of the third

country or countries in

question;
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(c)

(d)

(e)
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their legally binding nature,

both internally and externally;

the application of the general
data protection principles, in
particular purpose limitation,
data minimisation, limited
storage periods, data quality,
data protection by design and
by default, legal basis for
processing, processing of
special categories of personal
data, measures to ensure data
security, and the requirements
in respect of onward transfers
to bodies not bound by the

binding corporate rules;

the rights of data subjects in
regard to processing and the
means to exercise those
rights, including the right not
to be subject to decisions
based solely on automated
processing, including profiling
in accordance with Article 22,
the right to lodge a complaint
with the competent
supervisory authority and
before the competent courts
of the Member States in
accordance with Article 79,
and to obtain redress and,
where appropriate,
compensation for a breach of

the binding corporate rules;
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(g)

(h)

Xeljer 2test el

the acceptance by the
controller or processor
established on the territory of
a Member State of liability for
any breaches of the binding
corporate rules by any
member concerned not
established in the Union; the
controller or the processor
shall be exempt from that
liability, in whole or in part,
only if it proves that that
member is not responsible for
the event giving rise to the

damage;

how the information on the
binding corporate rules, in
particular on the provisions
referred to in points (d), (e)
and (f) of this paragraph is
provided to the data subjects
in addition to Articles 13 and
14;

the tasks of any data
protection officer designated in
accordance with Article 37 or
any other person or entity in
charge of the monitoring
compliance with the binding
corporate rules within the
group of undertakings, or
group of enterprises engaged
in a joint economic activity, as

well as monitoring training and
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(k)

)
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complaint—handling;
the complaint procedures;

the mechanisms within the
group of undertakings, or
group of enterprises engaged
in a joint economic activity for
ensuring the verification of
compliance with the binding
corporate rules. Such
mechanisms shall include data
protection audits and methods
for ensuring corrective actions
to protect the rights of the
data subject. Results of such
verification should be
communicated to the person
or entity referred to in point
(h) and to the board of the
controlling undertaking of a
group of undertakings, or of
the group of enterprises
engaged in a joint economic
activity, and should be
available upon request to the
competent supervisory

authority;

the mechanisms for reporting
and recording changes to the
rules and reporting those
changes to the supervisory

authority;

the cooperation mechanism with

)]

S)

(k)

)
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(m)

(n)

Melet 2Est ool 252t d
2

the supervisory authority to
ensure compliance by any
member of the group of
undertakings, or group of
enterprises engaged in a joint
economic activity, in particular
by making available to the
supervisory authority the results
of verifications of the measures

referred to in point (j);

the mechanisms for reporting
to the competent supervisory
authority any legal
requirements to which a
member of the group of
undertakings, or group of
enterprises engaged in a joint
economic activity 1s subject in
a third country which are
likely to have a substantial
adverse effect on the
guarantees provided by the

binding corporate rules; and

the appropriate data protection
training to personnel having
permanent or regular access

to personal data.

3. The Commission may specify the

format and procedures for the

exchange of information between

controllers, processors and

supervisory authorities for binding

corporate rules within the

meaning of this Article. Those

(m)

(n)
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implementing acts shall be
adopted in accordance with the
examination procedure set out in

Article 93(2).

Article 48

Transfers or disclosures not

authorised by Union law
Any judgment of a court or tribunal
and any decision of an administrative
authority of a third country requiring
a controller or processor to transfer
or disclose personal data may only
be recognised or enforceable in any
manner if based on an international
agreement, such as a mutual legal
assistance treaty, in force between
the requesting third country and the
Union or a Member State, without
prejudice to other grounds for

transfer pursuant to this Chapter.

Article 49
Derogations for specific situations

1. In the absence of an adequacy
decision pursuant to Article
45(3), or of appropriate
safeguards pursuant to Article 46,
including binding corporate rules,
a transfer or a set of transfers of
personal data to a third country
or an international organisation
shall take place only on one of
the following conditions:

(a) the data subject has explicitly

consented to the proposed

1e22 =0 el =60 K&

U S2EI0|AFE] AR (EU) 2016/679 (S8
H48%

FEHet HE0 Qs FHIEX 22
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(b)

(c)

(d)

(e)

()

Xelet 2taet Xgiel 259 Jefet
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transfer, after having been
informed of the possible risks
of such transfers for the data
subject due to the absence of
an adequacy decision and

appropriate safeguards;

the transfer is necessary for
the performance of a contract
between the data subject and
the controller or the
implementation of
pre—contractual measures
taken at the data subject's

request;

the transfer is necessary for
the conclusion or performance
of a contract concluded in the
interest of the data subject
between the controller and
another natural or legal

person;

the transfer is necessary for
important reasons of public

interest;

the transfer is necessary for
the establishment, exercise or

defence of legal claims;

the transfer is necessary in
order to protect the vital
interests of the data subject

or of other persons, where

(b)

(c)

(d)

(e)

()
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the data subject is physically

or legally incapable of giving

consent;
(g) the transfer is made from a
register which according to
Union or Member State law is
intended to provide
information to the public and
which is open to consultation
either by the public in general
or by any person who can
demonstrate a legitimate
interest, but only to the
extent that the conditions laid
down by Union or Member
State law for consultation are

fulfilled in the particular case.

Where a transfer could not be
based on a provision in Article
45 or 46, including the provisions
on binding corporate rules, and
none of the derogations for a
specific situation referred to in
the first subparagraph of this
paragraph is applicable, a transfer
to a third country or an
international organisation may
take place only if the transfer is
not repetitive, concerns only a
limited number of data subjects,
is necessary for the purposes of
compelling legitimate interests
pursued by the controller which

are not overridden by the
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interests or rights and freedoms
of the data subject, and the
controller has assessed all the
circumstances surrounding the
data transfer and has on the
basis of that assessment provided
suitable safeguards with regard to
the protection of personal data.
The controller shall inform the
supervisory authority of the
transfer. The controller shall, in
addition to providing the
information referred to in Articles
13 and 14, inform the data
subject of the transfer and on the
compelling legitimate interests

pursued.

. A transfer pursuant to point (g)

of the first subparagraph of
paragraph 1 shall not involve the
entirety of the personal data or
entire categories of the personal
data contained in the register.
Where the register is intended for
consultation by persons having a
legitimate interest, the transfer
shall be made only at the request
of those persons or if they are to

be the recipients.

. Points (@), (b) and (c) of the

first subparagraph of paragraph 1
and the second subparagraph
thereof shall not apply to

activities carried out by public
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authorities in the exercise of their

public powers.

4. The public interest referred to in 4, A A AR TF Azl A=
point (d) of the first o3y Ay HE B AR
subparagraph of paragraph 1 shall A2 27} E=Fdof sk YT HE
be recognised in Union law or in o 4] QI Eofof St
the law of the Member State to
which the controller is subject.

5. In the absence of an adequacy 5. A AAo] WHAA & st
decision, Union or Member State A, FEATeIY Sl HES Y
law may, for important reasons of I AHASE T3 o] {2 A3=olu
public interest, expressly set TAZIFES] 55 1T AR A
limits to the transfer of specific o] YrHoz Asks = 4 Utk
categories of personal data to a ket R e A = i o < e B el ]
third country or an international FA 8ok st

organisation. Member States shall

notify such provisions to the

Commission.

6. The controller or processor shall 6. AR #ALA) HYA= B 2 A1
document the assessment as well T WA FEcte] Agw Aol A gk
as the suitable safeguards H3IAXE #30%0] dFFH 712
referred to in the second =X s}sl|oF it}

subparagraph of paragraph 1 of
this Article in the records

referred to in Article 30.

Article 50 H50=
International cooperation for the HolgE 25 E 25t =4 HE
protection of personal data
In relation to third countries and A
international organisations, the 7}

Commission and supervisory

authorities shall take appropriate
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steps to:

(a)

(b)

(c)

(d)

develop international
cooperation mechanisms to
facilitate the effective
enforcement of legislation for
the protection of personal
data;

provide international mutual
assistance in the enforcement
of legislation for the
protection of personal data,
including through notification,
complaint referral,
investigative assistance and
information exchange, subject
to appropriate safeguards for
the protection of personal data
and other fundamental rights

and freedoms;

engage relevant stakeholders
in discussion and activities
aimed at furthering
international cooperation in the
enforcement of legislation for
the protection of personal
data;

promote the exchange and
documentation of personal data
protection legislation and
practice, including on
jurisdictional conflicts with

third countries.

(a)

(b)

(c)

(d)
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CHAPTER VI X6
Independent supervisory =EHA A57H
authorities
Section 1 1A
Independent status SEA XS
Article 51 H51=
Supervisory authority “@=57]8
1. Each Member State shall provide 1. 2+ sl A 14319} sk =}
for one or more independent AQle] 71 AW} A5 HEskal
public authorities to be HAg ollA] 7H?l;§i9] A2
responsible for monitoring the Seo FHE] A& = 44 e
application of this Regulation, in EYEHSH= s B 1 ol =
order to protect the fundamental H4 Fa71F( AE7IH H)S Fo
rights and freedoms of natural ofF gk},

persons in relation to processing
and to facilitate the free flow of
personal data within the Union

( ‘supervisory authority’ ).

2. Each supervisory authority shall 2. 7 =713 A AAeA =
contribute to the consistent o] duEA AL H 7)ol
application of this Regulation of gttt ol& Q3 HEv1HS AT
throughout the Union. For that of wt Mz dgslu Fse)d3 et
purpose, the supervisory 5= gy sjjof gith
authorities shall cooperate with
each other and the Commission in
accordance with Chapter VII.

3. Where more than one supervisory 3. gt 3= o oe] M9 g0
authority is established in a Al A, Y ddae Raod
Member State, that Member State oA el 7de diag sr)d
shall designate the supervisory S A|Asl ok 3}‘31 E]ré 7132 A63
authority which is to represent Zo AgE dId dAYSE
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those authorities in the Board and st rE] FE BAe] fls \"AY
shall set out the mechanism to +o mhao gt

ensure compliance by the other

authorities with the rules relating

to the consistency mechanism

referred to in Article 63.

4. Fach Member State shall notify to 4. 72t Q=S G =7 Al W
the Commission the provisions of g} APt HE 2FS 20189 5
its law which it adopts pursuant 4 2597k ALl Asle] FA|sloF
to this Chapter, by 25 May 2018 s, oo JFE mA= T JHA
and, without delay, any T A glo] FA|aloF gt
subsequent amendment affecting
them.

Article 52 M52
Independence =84

1. Each supervisory authority shall 1. ZF 57132 2 444 s JA5F&
act with complete independence in Tt Asks FALE o ebd3E] =
performing its tasks and HA oz gFsjof st}
exercising its powers in
accordance with this Regulation.

2. The member or members of each 2. 7F E713e] FA9YS 2 el w
supervisory authority shall, in the 2 955 Y5t dghs gArE o
performance of their tasks and A AQ 9 o 72 HE AF=2
exercise of their powers in Aok tal F AN E AAE TS
accordance with this Regulation, A AAE WA Qrofol sirt
remain free from external
influence, whether direct or
indirect, and shall neither seek
nor take instructions from
anybody.

3. Member or members of each 3. 7 7138 S el FE
supervisory authority shall refrain S ¢e BEE dES Aviok shH,
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from any action incompatible with
their duties and shall not, during
their term of office, engage in
any incompatible occupation,

whether gainful or not.

. Each Member State shall ensure

that each supervisory authority is
provided with the human,
technical and financial resources,
premises and infrastructure
necessary for the effective
performance of its tasks and
exercise of its powers, including
those to be carried out in the
context of mutual assistance,
cooperation and participation in
the Board.

. Each Member State shall ensure

that each supervisory authority
chooses and has its own staff
which shall be subject to the
exclusive direction of the member
or members of the supervisory

authority concerned.

. Each Member State shall ensure

that each supervisory authority is
subject to financial control which
does not affect its independence
and that it has separate, public
annual budgets, which may be
part of the overall state or

national budget.
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Article 53

General conditions for the members

of the supervisory authority

1. Member States shall provide for
each member of their supervisory
authorities to be appointed by
means of a transparent procedure
by:
— their parliament;

— their government;

their head of State; or

an independent body

entrusted with the

appointment under Member

State law.

2. Each member shall have the
qualifications, experience and
skills, in particular in the area of
the protection of personal data,
required to perform its duties and

exercise its powers.

The duties of a member shall end
in the event of the expiry of the
term of office, resignation or
compulsory retirement, in
accordance with the law of the

Member State concerned.

A member shall be dismissed
only in cases of serious
misconduct or if the member no
longer fulfils the conditions
required for the performance of
the duties.

H53x%

ST PHA hEt

=

T
x
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Article 54
Rules on the establishment of the
supervisory authority
1. Each Member State shall provide
by law for all of the following:
(a) the establishment of each

supervisory authority;

(b) the qualifications and eligibility
conditions required to be
appointed as member of each
supervisory authority;

(c¢) the rules and procedures for

the appointment of the

member or members of each

supervisory authority;

(d) the duration of the term of
the member or members of
each supervisory authority of
no less than four years,
except for the first
appointment after 24 May
2016, part of which may take
place for a shorter period
where that is necessary to
protect the independence of
the supervisory authority by
means of a staggered
appointment procedure;

(e) whether and, if so, for how
many terms the member or
members of each supervisory
authority is eligible for

H54Z%

#=7(2 HEof

1. 7 897 Uee) BE S WE

= FgsloF gk

(@ 7 =71 A

(b) 7 5718 FHACE U
E oo gad A4 9 44 2

(@ 7 A=W THY AFLe 9
S 523} 47}

(@ 7 =71 L Q7). ol
13 oligolojol B, 20161 5
9 249 olF Az PP ol
2 4579 =94e nEd
= od ew A9 ARE E 9
g oAaE e A% 99e o
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reappointment;

(f) the conditions governing the (H 72 Is713e 449 9 2o
obligations of the member or oo ALEE A, d7] Bt
members and staff of each 9 77 o]% kY EVFset 3,
supervisory authority, 2] 9w e st %], 18

49 R
prohibitions on actions, 3l g T A8y
occupations and benefits
incompatible therewith during
and after the term of office
and rules governing the

cessation of employment.

2. The member or members and the 2. 7 =713l gAY W Ade,
staff of each supervisory HAgoly sld= WHEC waf, A
authority shall, in accordance with ot Agk AL Aol LA
Union or Member State law, be 717Kl ddste] §17] st 9 1
subject to a duty of professional o] AAJAY 7HFA9 AFE 71A
secrecy both during and after of gttt 7] w2t Slid 7IERA
their term of office, with regard AF= 53] & 0 fInbel st =
to any confidential information AQle] ®ware] #gHr}

which has come to their
knowledge in the course of the
performance of their tasks or
exercise of their powers. During
their term of office, that duty of
professional secrecy shall in
particular apply to reporting by

natural persons of infringements

of this Regulation.
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Section 2 X 2&

Competence, tasks and powers 7 deh g5 Y Aot

Article 55 XI55
Competence =5 Heot

1. Each supervisory authority shall 1. 2 57132 i sl 9E o
be competent for the performance A ' Ao wel ddd JHFE ¢
of the tasks assigned to and the dyetal Folgl AskS A
exercise of the powers conferred sh& 7zt
on it in accordance with this
Regulation on the territory of its
own Member State.

2. Where processing is carried out 2. A6ZANIZA (0)0E H+= Alle)Zol
by public authorities or private 71z38re] SEshe v/ B oW
bodies acting on the basis of Ay sk Ao A, B
point (¢) or (e) of Article 6(1), sled=o Ev)de] 5 dsks vt
the supervisory authority of the At 183k A A6 AE-E A
Member State concerned shall be %=t
competent. In such cases Article
56 does not apply.

3. Supervisory authorities shall not 3. 5712 APHA AsES dAkshe
be competent to supervise HEY Ay #AHSs A5 =5 dst
processing operations of courts o] it}
acting in their judicial capacity.

Article 56 X562
Competence of the lead supervisory X Hd=s7(8e =5 Het
authority

1. Without prejudice to Article 55, 1. M55z vx:= G glo], AR
the supervisory authority of the YAt Aejzke] T8 AR e
main establishment or of the A AREe AET|R Y R
single establishment of the YA A 27t A0z 8 E A
controller or processor shall be kel met FEske =7 1 A el
competent to act as lead el A3 7] gsks & 5
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supervisory authority for the AsHS 7HTh
cross—border processing carried
out by that controller or
processor in accordance with the
procedure provided in Article 60.

2. By derogation from paragraph 1, 2. A1 AL stEA, 7 =TS

each supervisory authority shall =, A Aol d Bl i AR
be competent to handle a ARt HEEAY G L= Wl A
complaint lodged with it or a B FAo AN et J3ks v]A

possible infringement of this %!
Regulation, if the subject matter
relates only to an establishment
in its Member State or
substantially affects data subjects

only in its Member State.

3. In the cases referred to in 3. & = A2l dud A, AU
paragraph 2 of this Article, the < G ARES A3 7] A
supervisory authority shall inform o] mASoF skt X3 =7 HS
the lead supervisory authority JAE e F 3F oujdl, IAE
without delay on that matter. Agst =7)3e] o] JH &
Within a period of three weeks YAt AHeape] Abdao] deEAE
after being informed the lead sk, A60xl e Axafe]
supervisory authority shall decide 2} zpalo] AS AeEx] WX A7
whether or not it will handle the sflof st
case in accordance with the
procedure provided in Article 60,
taking into account whether or
not there is an establishment of
the controller or processor in the
Member State of which the
supervisory authority informed it.

4. Where the lead supervisory 4. A7 FF=7)He] AHIE AYsPIE
authority decides to handle the 5t 7o, A60xe 1EE Axprt
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case, the procedure provided in AgHct A3 ET)de uAE A
Article 60 shall apply. The T8 AETIES A AETded 4
supervisory authority which AE 93t 2k& A= 4 Uk A
informed the lead supervisory 3 57132 Al60x2A3T el AFH
authority may submit to the lead A7 xS AT o o] ks FH
supervisory authority a draft for st i esljof 3t
a decision. The lead supervisory
authority shall take utmost
account of that draft when
preparing the draft decision
referred to in Article 60(3).
5. Where the lead supervisory 5. A3 Zr=7]e] ARdS Ak &
authority decides not to handle 712 3k Ao, A3IF] A7)l
the case, the supervisory TAE AFE =Tl Aelx W
authority which informed the lead A62z0l wel Abd-S A gsloF st
supervisory authority shall handle
it according to Articles 61 and
62.
6. The lead supervisory authority 6. A3 A=V AR AR A
shall be the sole interlocutor of 27 st 57 1 A el S sto]
the controller or processor for A AH AR E= 2R T
the cross—border processing WA Atjodol gt
carried out by that controller or
processor.
Article 57 H|57 =
Tasks A5
1. Without prejudice to other tasks 1. & 4 HAE & dFel A=
set out under this Regulation, FF glol, 7 AE7|He i I
each supervisory authority shall FE Ui ths A& s
on its territory:
(a) monitor and enforce the (@ &+ 119 48 ZYH" 2 [y
application of this Regulation;
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(b)

(©)

(d)

(e)

()

Xelet 2taet Xgiel 259 Jefet
2

promote public awareness and
understanding of the risks,
rules, safeguards and rights in
relation to processing.
Activities addressed
specifically to children shall

receive specific attention;

advise, in accordance with
Member State law, the
national parliament, the
government, and other
institutions and bodies on
legislative and administrative
measures relating to the
protection of natural persons'
rights and freedoms with

regard to processing;

promote the awareness of
controllers and processors of
their obligations under this

Regulation;

upon request, provide
information to any data
subject concerning the
exercise of their rights under
this Regulation and, if
appropriate, cooperate with
the supervisory authorities in
other Member States to that

end;

handle complaints lodged by a
data subject, or by a body,

(©)

(d)

(e)

()
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(g)

(h)

@

Xelet 2taet Xgiel 259 Jefet
2

organisation or association in
accordance with Article 80,
and investigate, to the extent
appropriate, the subject matter
of the complaint and inform
the complainant of the
progress and the outcome of
the investigation within a
reasonable period, in particular
if further investigation or
coordination with another
supervisory authority is

necessary;

cooperate with, including
sharing information and
provide mutual assistance to,
other supervisory authorities
with a view to ensuring the
consistency of application and
enforcement of this

Regulation;

conduct investigations on the
application of this Regulation,
including on the basis of
information received from
another supervisory authority

or other public authority;

monitor relevant developments,
insofar as they have an impact
on the protection of personal
data, in particular the
development of information

and communication

(g)

(h)

@
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technologies and commercial
practices;

(j) adopt standard contractual () A28xA8F W A463A428A]
clauses referred to in Article (3ol dud % At =3
28(8) and in point (d) of A=
Article 46(2);

(k) establish and maintain a list in (k) A35FA4T ]| S JRHEET
relation to the requirement for g 7Fe] QAR HES &
data protection impact 9 2 57
assessment pursuant to Article
35(4);

(1) give advice on the processing () A36zxA128 e AFH A 2
operations referred to in of #sk A AF
Article 36(2);

(m) encourage the drawing up of (m) A40z=A18l wE P v}
codes of conduct pursuant to d g, oA Ay, A40xA5F
Article 40(1) and provide an of we} FEst HSAAE Al¥
opinion and approve such st FAF A
codes of conduct which
provide sufficient safeguards,
pursuant to Article 40(5);

(n) encourage the establishment of (n) Ad2zA1ge] WE JH HS
data protection certification 5 HAUSEY R HS 1%
mechanisms and of data 9 wkm 5 A, Al4222A453
protection seals and marks of W 9l 7| 59l
pursuant to Article 42(1), and
approve the criteria of
certification pursuant to
Article 42(5);

(o) where applicable, carry out a (o) aNFsh= 35, Ad2xA78 ] ot
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(p)

(@)

(r)

(s)

t)

(w)

V)

periodic review of

certifications issued in

accordance with Article 42(7);

draft and publish the criteria
for accreditation of a body for
monitoring codes of conduct
pursuant to Article 41 and of
a certification body pursuant
to Article 43;

conduct the accreditation of a
body for monitoring codes of

conduct pursuant to Article 41
and of a certification body

pursuant to Article 43;

authorise contractual clauses
and provisions referred to in
Article 46(3);

approve binding corporate

rules pursuant to Article 47;

contribute to the activities of
the Board;

keep internal records of
infringements of this
Regulation and of measures
taken in accordance with
Article 58(2); and

fulfil any other tasks related

to the protection of personal
data.

(p)

(@

(r)

(s)

t)

(w)

(v)
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2. Each supervisory authority shall 2. 7t 5713 ARFoRE e
facilitate the submission of T Ue WUl AE A TE AT
complaints referred to in point (f) Aol s wjAshE A o)
of paragraph 1 by measures such 59 e Fa] A1EA () Sl oA
as a complaint submission form 38 W AFo] HA olFod
which can also be completed NEE o st
electronically, without excluding
other means of communication.

3. The performance of the tasks of 3. 7 571388 A5 S R A,
each supervisory authority shall a8 s A9, HES A9
be free of charge for the data Aol tisl] FEZ o]Fo] Aok it}
subject and, where applicable, for
the data protection officer.

4. Where requests are manifestly 4. @Fo] WulsHA ARAFZOIAY, &
unfounded or excessive, in 3] HHgZQl AdZAog Qs FHEdt
particular because of their A, A7 g v]gof 7HkE
repetitive character, the = A FEEE FHEAY &
supervisory authority may charge Aol gk e AR + ok &
a reasonable fee based on gl /37 o] MatA Aol AV
administrative costs, or refuse to Hwgs Aot AL 57139
act on the request. The Aelo|t},
supervisory authority shall bear
the burden of demonstrating the
manifestly unfounded or excessive
character of the request.

Article 58 X158
Powers el

1. Each supervisory authority shall 1. 2+ 57132 vs A 43S 25
have all of the following a==5
investigative powers:

(a) to order the controller and the (@) Ax Azl A2z}, 22 3
processor, and, where Fot= A, AR AAY Ae
applicable, the controller's or ZFe] iAo Al #=7]de] JF
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2. Each supervisory authority shall

the processor's representative
to provide any information it
requires for the performance
of its tasks;
(b) to carry out investigations in
the form of data protection
audits;
(c) to carry out a review on

certifications issued pursuant
to Article 42(7);
(d) to notify the controller or the
processor of an alleged
infringement of this
Regulation;
(e) to obtain, from the controller
and the processor, access to
all personal data and to all
information necessary for the
performance of its tasks;
(f) to obtain access to any
premises of the controller and
the processor, including to any
data processing equipment and
means, in accordance with
Union or Member State

procedural law.

have all of the following

corrective powers:

(a) to issue warnings to a

- 291 —
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(b)

(c)

(d)

(e)

()

(g)

Xelet 2taet Xgiel 259 Jefet
2

controller or processor that
intended processing operations
are likely to infringe

provisions of this Regulation;

to issue reprimands to a
controller or a processor
where processing operations
have infringed provisions of

this Regulation;

to order the controller or the
processor to comply with the
data subject's requests to
exercise his or her rights

pursuant to this Regulation;

to order the controller or
processor to bring processing
operations into compliance
with the provisions of this
Regulation, where appropriate,
in a specified manner and

within a specified period;

to order the controller to
communicate a personal data

breach to the data subject;

to impose a temporary or
definitive limitation including a

ban on processing;

to order the rectification or

erasure of personal data or

restriction of processing
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pursuant to Articles 16, 17
and 18 and the notification of
such actions to recipients to
whom the personal data have
been disclosed pursuant to
Article 17(2) and Article 19;
(h) to withdraw a certification or
to order the certification body
to withdraw a certification
issued pursuant to Articles 42
and 43, or to order the
certification body not to issue
certification if the
requirements for the
certification are not or are no
longer met;
(i) to impose an administrative
fine pursuant to Article 83, in
addition to, or instead of
measures referred to in this
paragraph, depending on the
circumstances of each
individual case;
(G) to order the suspension of
data flows to a recipient in a
third country or to an

international organisation.

3. Each supervisory authority shall

have all of the following
authorisation and advisory
powers:

(a) to advise the controller in
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accordance with the prior of wel AR FHAANA FAS
consultation procedure A sk Hot
referred to in Article 36;

(b) to issue, on its own initiative (b) AFAoR = Qo ue, =
or on request, opinions to the 7} 93], sld= FAF = 3
national parliament, the A= HEC] WE Vg 73 Y
Member State government or, A, Z8]an ARE el Al 7H]
in accordance with Member AR BE A FA dist oA
State law, to other institutions = AAE At
and bodies as well as to the
public on any issue related to
the protection of personal
data;

(c) to authorise processing () 3= ®WEC] A sde &7
referred to in Article 36(5), if St -9, A6xALT ] AwH
the law of the Member State A& &7t Ag
requires such prior
authorisation;

(d) to issue an opinion and (d) A40zA58 ] wE PFAAH =
approve draft codes of ekl st 9AS AAtAL ol&
conduct pursuant to Article >Q1E At
40(5);

(e) to accredit certification bodies (e) A43zxcl wet JAFEAE QI7ped
pursuant to Article 43; At

(f) to issue certifications and (f) Ad2zxA58 ] et A5 Ya
approve criteria of certification sk Q1T s 50 st
in accordance with Article
42(5);

(g) to adopt standard data (g) A28xA18% 2 A46xA4128 ]
protection clauses referred to (dzeol AdFd %+ AH H3
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in Article 28(8) and in point Zehs AEE sk
(d) of Article 46(2);

N
>
w
odk
2
&
Lo}
=2
re
i
i,
X

(h) to authorise contractual (h) 46
clauses referred to in point oF xS 71 At

(a) of Article 46(3);

(i) to authorise administrative (1) Ad6zxzA38A (b) ol AFH Y
arrangements referred to in HerdS s7ke dAst
point (b) of Article 46(3);

(i) to approve binding corporate () A47E e 759 A= 7Y
rules pursuant to Article 47. T3S cAT A
4. The exercise of the powers 4, B ZAgA 7)o FolH Hske
conferred on the supervisory BAtell=, A%l wet A 3
authority pursuant to this Article A= HE 18E a3 APHA
shall be subject to appropriate TA W At AxE 2t 443k
safeguards, including effective RS} &g Eofof s},

judicial remedy and due process,
set out in Union and Member

State law in accordance with the

Charter.

5. Each Member State shall provide 5. 7t 3|d=& & 14 23S HWs)
by law that its supervisory 8l AE71de] 2 4 $RE ARES
authority shall have the power to APH 713l mkesta A A9 &
bring infringements of this o MASEAY ool BT 5= =
Regulation to the attention of the HskS ZHe s HEE fAslof sttt

judicial authorities and where
appropriate, to commence or
engage otherwise in legal
proceedings, in order to enforce

the provisions of this Regulation.

6. Each Member State may provide 6. 2t s|d=2 =T A1E, A2
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by law that its supervisory 9 A3l AuE @stk Qe F7}
authority shall have additional Hsks 2 s HAEE 74T & 3
powers to those referred to in o} sk @ete] YAk AT A
paragraphs 1, 2 and 3. The WA ZEs Asfeie < Aok
exercise of those powers shall
not impair the effective operation
of Chapter VII.
Article 59 X659z
Activity reports 8BS EUAM
Each supervisory authority shall 2y 7|32 o] sk Ad HaiA
draw up an annual report on its 5 2ddllob s, o] HiA= EAH
activities, which may include a list of Ak 58 2 A58FA 28 wl FH &l
types of infringement notified and A Z2A 79 558 138 Q. §
types of measures taken in T RuxE F7F 93], 5 2 3
accordance with Article 58(2). = W&ol et A" 7E 7)) dF
Those reports shall be transmitted Hojo} 3t} i HuAES AWl tfE,
to the national parliament, the Ay ds W Beods|yt o]
government and other authorities as QIEE djof it}
designated by Member State law.
They shall be made available to the
public, to the Commission and to the
Board.
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CHAPTER VI M7
Cooperation and consistency = == L e

Section 1 M1E
Cooperation =

Article 60 H60=
Cooperation between the lead X3 &=7|41 o2 2E 45739
supervisory authority and the other H=
supervisory authorities concerned

1. The lead supervisory authority 1. A3 A57182 doo st 9
shall cooperate with the other 3 o) dslow B Xof we} th
supervisory authorities concerned & dd IE71Ha ggsjof st
in accordance with this Article in A3 71 o 3 s
an endeavour to reach consensus. < BE dd ARE AR wgElof
The lead supervisory authority =
and the supervisory authorities
concerned shall exchange all
relevant information with each
other.

2. The lead supervisory authority 2. A3 =718 AAEA o 3d
may request at any time other =713 Ael1zel wE A 2
supervisory authorities concerned Aes 2FT & gloH, 53] v
to provide mutual assistance 3| Y=ol AeE AR BExt A
pursuant to Article 61 and may Ake} #A-ste] 2AME FYSEAL *
conduct joint operations pursuant 2 oldS RYEH3] Y&l A62x
to Article 62, in particular for of W ¥F AAS I 5 St
carrying out investigations or for
monitoring the implementation of
a measure concerning a controller
or processor established in
another Member State.

3. The lead supervisory authority 3. A3 5713 ARk #HgH AH
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shall, without delay, communicate
the relevant information on the
matter to the other supervisory
authorities concerned. It shall
without delay submit a draft
decision to the other supervisory
authorities concerned for their
opinion and take due account of

their views.

. Where any of the other

supervisory authorities concerned
within a period of four weeks
after having been consulted in
accordance with paragraph 3 of
this Article, expresses a relevant
and reasoned objection to the
draft decision, the lead
supervisory authority shall, if it
does not follow the relevant and
reasoned objection or is of the
opinion that the objection is not
relevant or reasoned, submit the
matter to the consistency

mechanism referred to in Article
63.

. Where the lead supervisory

authority intends to follow the
relevant and reasoned objection
made, it shall submit to the other
supervisory authorities concerned
a revised draft decision for their
opinion. That revised draft
decision shall be subject to the

procedure referred to in

=22 S80 ol #3852 XI&
HEolALEl A (EV) 2016/679 [SEHE]
g UE ¥ 4S9 A2 Qo]
% wEpe A4 =
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paragraph 4 within a period of
two weeks.

6. Where none of the other 6. A4 % A5 AFE 7IZF FF
supervisory authorities concerned 23] =780 AEsE A ZQko
has objected to the draft decision o]ol& A7]ek tE AW 7|0l
submitted by the lead supervisory e A A3 AEra e &
authority within the period A =)o) A F]tel| deolE A
referred to in paragraphs 4 and 5, ox ZbFEY, AY FQbo] =l
the lead supervisory authority and sl 58S 2 ok
the supervisory authorities
concerned shall be deemed to be
in agreement with that draft
decision and shall be bound by it.

7. The lead supervisory authority 7. A3 =71 A9 AYska, sl
shall adopt and notify the decision Gl A9of wet AX AR 2
to the main establishment or gzt T AFE e Tl AR
single establishment of the of AA& FAEoF s, thE #Ad
controller or processor, as the A=713039 Ha9dsle) g AA
case may be and inform the other (e AR 9 2A Qo ¥3hH & 1L
supervisory authorities concerned Aok st} WS Hgek o]
and the Board of the decision in < W AT A A e AdS A
question, including a summary of sfjof sttt
the relevant facts and grounds.

The supervisory authority with
which a complaint has been
lodged shall inform the
complainant on the decision.

8. By derogation from paragraph 7, 8. A7gel AL <3tz A, wigo| Z}ts)
where a complaint is dismissed or HAY 7148 ASole WS HE
rejected, the supervisory st 7=V Ho] A4S A ste], v
authority with which the complaint A7|AFA Al ol5 FAst, A T
was lodged shall adopt the bl Al o] & A gL
decision and notify it to the
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complainant and shall inform the
controller thereof.

9. Where the lead supervisory 9. A3 F=71#% oE #d v
authority and the supervisory o] e YdF-E Zte} L= V7eka
authorities concerned agree to i W v Fel diEis e =
dismiss or reject parts of a A HAsHIE st A5, AR
complaint and to act on other 183t Fat ZHzte|| i Mo A%
parts of that complaint, a separate o] e E|ojof st} A3 Fr=T|H
decision shall be adopted for each AR HAkeh dEst X9 A
of those parts of the matter. The = el diE A4S AEste], sl
lead supervisory authority shall 9 3 9 U AR At
adopt the decision for the part gzFo] T AR e 9l AR
concerning actions in relation to of ol& FXsta, W AT|ReA
the controller, shall notify it to olF A lof sttty Wi A7z
the main establishment or single =713 sl we] Zhel B 7
establishment of the controller or 7} A== Fatel dis 24-E& A
processor on the territory of its glsto], qld A7zt Al o]& FA|st
Member State and shall inform A, AR AR} ARl A ol&

the complainant thereof, while the A3l ok i,
supervisory authority of the
complainant shall adopt the
decision for the part concerning
dismissal or rejection of that
complaint, and shall notify it to
that complainant and shall inform

the controller or processor

thereof.

10.After being notified of the 104178 2 A998k W& A3 757
decision of the lead supervisory #o A4E& FAE AR AR
authority pursuant to paragraphs A= FHAYE U B AP0l
7 and 9, the controller or o= WA A e sk
processor shall take the A AAS sk Y sk 24
necessary measures to ensure = FHdlloF sl R #EAt A
compliance with the decision as = AS =ty flE FAsE 24
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regards processing activities in 5 A3 FAx7ie] FA ok sk
the context of all its A3 =7 v dd gEv)dE
establishments in the Union. The o o]& 1 A|fof shr},
controller or processor shall
notify the measures taken for
complying with the decision to the
lead supervisory authority, which
shall inform the other supervisory
authorities concerned.
11.Where, in exceptional 118141 ZdsdollA a FH57]o]
circumstances, a supervisory AR FA 9 o]o)s BFar] fls) 1
authority concerned has reasons Tt Aok & H_rt vk b
to consider that there is an T8 nksk o] {7t Q= A, A66x
urgent need to act in order to of Au¥ w5 Hat 48-€rt
protect the interests of data
subjects, the urgency procedure
referred to in Article 66 shall
apply.
12.The lead supervisory authority 12413 =733 g& 3> fgE57|d
and the other supervisory 2 B Fof wet QG HE ARE, &
authorities concerned shall supply T3hd FAE ol&al HAAA e
the information required under T3 A2 Al AlgsloF stk
this Article to each other by
electronic means, using a
standardised format.
Article 61 H61=
Mutual assistance &4z X¥
1. Supervisory authorities shall 1. 57132 dad o=z 2 g4
provide each other with relevant = olgstal A gstr] Qs Al ZelA
information and mutual assistance T R} s AdS AlFElor &
in order to implement and apply w, A2 ZFe] g3l ges Qs
this Regulation in a consistent x5 FHaoF st A4S XL 5
manner, and shall put in place 3] AbA E7F 2 HO, A 2 A



H

measures for effective
cooperation with one another.
Mutual assistance shall cover, in
particular, information requests
and supervisory measures, such
as requests to carry out prior
authorisations and consultations,

inspections and investigations.

. Each supervisory authority shall

take all appropriate measures
required to reply to a request of
another supervisory authority
without undue delay and no later
than one month after receiving
the request. Such measures may
include, in particular, the
transmission of relevant
information on the conduct of an

Investigation.

. Requests for assistance shall

contain all the necessary
information, including the purpose
of and reasons for the request.
Information exchanged shall be
used only for the purpose for

which it was requested.

. The requested supervisory

authority shall not refuse to

comply with the request unless:

(a) it is not competent for the
subject—matter of the request
or for the measures it is

requested to execute; or

OIYE Mcolet 23st Ugol 252 Jefst 22
95/46/ECE HIXlot= 20164 4& 2
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(b) compliance with the request (b) LA S38l= Zo] B 4 &=
would infringe this Regulation e we 7H=v|go] Fsfjof
or Union or Member State law S = HE

to which the supervisory Sl A

authority receiving the request

1s subject.

5. The requested supervisory 5. 835 W2 F=T|HE Ade A
authority shall inform the of wet Qe &sh7] flaE Hsk %
requesting supervisory authority X0l Ay} T e S QA3
of the results or, as the case A7)l aA|EoF s, @S W
may be, of the progress of the 2 5713, A4l uwl Q3
measures taken in order to ot As AR A, I AMHE

respond to the request. The A 53l ok
requested supervisory authority
shall provide reasons for any

refusal to comply with a request

pursuant to paragraph 4.

6. Requested supervisory authorities 6. RS W2 fE7|He fFHoR
shall, as a rule, supply the OE 57| QA JRE AT
information requested by other ste @AS ol AAE s F
supervisory authorities by & AlgsloF stk
electronic means, using a
standardised format.

7. Requested supervisory authorities 7. QAL Wre 7= AL XY Q
shall not charge a fee for any Aol uet Hsk 4o il FrRE
action taken by them pursuant to e A= oF "t A57)32 o9
a request for mutual assistance. Aol Asto| ] A5 A Ay #d
Supervisory authorities may agree sto] WS 54 X Fef sl A2
on rules to indemnify each other Al BoFsk= el &g = Qi

for specific expenditure arising
from the provision of mutual

assistance in exceptional

circumstances.
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8. Where a supervisory authority

does not provide the information
referred to in paragraph 5 of this
Article within one month of
receiving the request of another
supervisory authority, the
requesting supervisory authority
may adopt a provisional measure
on the territory of its Member
State in accordance with Article
55(1). In that case, the urgent
need to act under Article 66 (1)
shall be presumed to be met and
require an urgent binding decision
from the Board pursuant to
Article 66(2).

. The Commission may, by means

of implementing acts, specify the
format and procedures for mutual
assistance referred to in this
Article and the arrangements for
the exchange of information by
electronic means between
supervisory authorities, and
between supervisory authorities
and the Board, in particular the
standardised format referred to in
paragraph 6 of this Article. Those
implementing acts shall be
adopted in accordance with the

examination procedure referred to
in Article 93(2).
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Article 62
Joint operations of supervisory

authorities

1. The supervisory authorities shall,

where appropriate, conduct joint
operations including joint
investigations and joint
enforcement measures in which
members or staff of the
supervisory authorities of other

Member States are involved.

. Where the controller or processor

has establishments in several
Member States or where a
significant number of data
subjects in more than one
Member State are likely to be
substantially affected by
processing operations, a
supervisory authority of each of
those Member States shall have
the right to participate in joint
operations. The supervisory
authority which is competent
pursuant to Article 56(1) or (4)
shall invite the supervisory
authority of each of those
Member States to take part in the
joint operations and shall respond
without delay to the request of a
supervisory authority to

participate.

. A supervisory authority may, in

accordance with Member State
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law, and with the seconding T 2ol st 3l 73
supervisory authority's TAAY = HYho A 2=AF Ashe X
authorisation, confer powers, et Agks FosiAY, T3 77
including investigative powers on wo 3= ®Eo] gt AT,
the seconding supervisory A 7] Y e gl
authority's members or staff A1 =73 gds WHEel uek
involved in joint operations or, in ZAF UsHE PAPSES F 8T 4 Sl
so far as the law of the Member o} sk A @ A F el wef
State of the host supervisory a3 3 s3] Y e
authority permits, allow the Qo] Q1S uwofuk WAL= = Qi)
seconding supervisory authority's i AEv|Ee] Y e A
members or staff to exercise T AE7IRe A HES 7
their investigative powers in o skt

accordance with the law of the

Member State of the seconding

supervisory authority. Such

investigative powers may be

exercised only under the guidance

and in the presence of members

or staff of the host supervisory

authority. The seconding

supervisory authority's members

or staff shall be subject to the

Member State law of the host

supervisory authority.

4. Where, in accordance with 4. A1l wet gAd 7] A4
paragraph 1, staff of a seconding o] tE 3I|YTelM s AS
supervisory authority operate in A7t Qs JES )Y
another Member State, the Eoll wel, 3 75738 3d=o|
Member State of the host S FAre] el digt AU @Y 2y
supervisory authority shall Z A7 st Be F& st
assume responsibility for their A A Q) 33 & Aof sttt
actions, including liability, for any
damage caused by them during
their operations, in accordance
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with the law of the Member State
in whose territory they are
operating.

5. The Member State in whose 5. a7} BAsk JES] a2 ZHA
territory the damage was caused 2 o]zt o AL = =7
shall make good such damage of wet T s BAYsoF st
under the conditions applicable to o tE A5 FEC e AN
damage caused by its own staff. oA e st #Ho] &3t A
The Member State of the A=71388] 3d=E 23 tE g
seconding supervisory authority o] A& 7H AR Al thiAal A
whose staff has caused damage to vk = dHs WA oF st}
any person in the territory of
another Member State shall
reimburse that other Member
State in full any sums it has paid
to the persons entitled on their
behalf.

6. Without prejudice to the exercise 6. A|3AFel st @7|e] sYAle| mX|=
of its rights vis—a—vis third G glo], 18] A5FS o elE &t
parties and with the exception of o Z} 3| Al fAE A
paragraph 5, each Member State T, A4del Ag et d=ske]
shall refrain, in the case provided 02 s|=rol HAE AsA = <
for in paragraph 1, from Hoh
requesting reimbursement from
another Member State in relation
to damage referred to in
paragraph 4.

7. Where a joint operation is 7. 3% Aol A¥EH FE7|Ho] st
intended and a supervisory g ol B = A2d F HA £
authority does not, within one of 718¥ oFE +FskA &S F
month, comply with the obligation < A sV A5 ue
laid down in the second sentence T LT JE st I 2AE
of paragraph 2 of this Article, the Aenst 4= Q) sld A%, A663A
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other supervisory authorities may
adopt a provisional measure on
the territory of its Member State
in accordance with Article 55. In
that case, the urgent need to act
under Article 66(1) shall be
presumed to be met and require
an opinion or an urgent binding
decision from the Board pursuant
to Article 66(2).

Section 2
Consistency

Article 63

Consistency mechanism
In order to contribute to the
consistent application of this
Regulation throughout the Union, the
supervisory authorities shall
cooperate with each other and,
where relevant, with the
Commission, through the consistency
mechanism as set out in this

Section.

Article 64
Opinion of the Board
1. The Board shall issue an opinion

where a competent supervisory
authority intends to adopt any of
the measures below. To that end,
the competent supervisory
authority shall communicate the
draft decision to the Board, when
it:

WEsok & B

Aoz T, A66x

= AR 5 9l Aol et
o}
H2&
ity
H 63z
dag HHLE
FHAT Al 2 o] e
ALH= w 7lolsty] SEl, s
= Aol " dwd WAUES Sl
Az gesta, A 49 Y]
ok ol St
He4z=
Ho33 oA
L Hesjesl= 55 ghs7]ate] ofd
A Agetaat sk A4 s
AAEoF et olE fldl, T A
7182 A4 x9ke] vl ddE A
A4 29kE a3l dejo}
gt
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(a) aims to adopt a list of the
processing operations subject
to the requirement for a data
protection impact assessment
pursuant to Article 35(4);

(b) concerns a matter pursuant to
Article 40(7) whether a draft
code of conduct or an
amendment or extension to a
code of conduct complies with

this Regulation;

(c) aims to approve the criteria

for accreditation of a body

pursuant to Article 41(3) or a

certification body pursuant to
Article 43(3);

(d) aims to determine standard
data protection clauses
referred to in point (d) of
Article 46(2) and in Article
28(8);

(e) aims to authorise contractual
clauses referred to in point
(a) of Article 46(3); or

(f) aims to approve binding
corporate rules within the

meaning of Article 47.

2. Any supervisory authority, the

Chair of the Board or the

Commission may request that any
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matter of general application or ARl dial o)AS Fshr] flEl BE
producing effects in more than A4z A= 7&“‘ T Ut 5

one Member State be examined 3] FX =7)Ho] A6l1FRe uE

by the Board with a view to AS A g T A62xo wE
obtaining an opinion, in particular & A ogFE oA &S AF
where a competent supervisory 7} o]ef sdE

authority does not comply with
the obligations for mutual
assistance in accordance with
Article 61 or for joint operations

in accordance with Article 62.

3. In the cases referred to in 3. Al1g 2 A2 AgH Ae, BHo
paragraphs 1 and 2, the Board Y3 = 5L ARk sl oju] oA
shall issue an opinion on the S AR A7F ol AlEE AF
matter submitted to it provided Qtell diall oS AAsok st S
that it has not already issued an T oJA2 85 oo RE9s
opinion on the same matter. That Ao e trdE AEE oo
opinion shall be adopted within ot} o] 7| FA AR ERAS
eight weeks by simple majority of 13 F7F 65774 A= 4
the members of the Board. That o} A5 wel R FAAY
period may be extended by a oA sFHE A|1ge AFH 2F %=
further six weeks, taking into QM #sto], 1ol WAIE e
account the complexity of the A1 71ZF el o] & A7IshA k-
subject matter. Regarding the TAYL S A xobe| e
draft decision referred to in Ao =E ¥t

paragraph 1 circulated to the
members of the Board in
accordance with paragraph 5, a
member which has not objected
within a reasonable period
indicated by the Chair, shall be
deemed to be in agreement with

the draft decision.

4. Supervisory authorities and the 4. =713 HYL 3=

!
N
o,
)
oft
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Commission shall, without undue Ae ol g HAAA s Fa B

delay, communicate by electronic I AR (G Aol uet AR

means to the Board, using a QoF Ad Zx]F 18d A Aol

standardised format any relevant Hask A, e #HE 57139

information, including as the case A8 x3hHE Bodsel #A §lo]

may be a summary of the facts, eejol St

the draft decision, the grounds

which make the enactment of

such measure necessary, and the

views of other supervisory

authorities concerned.

5. The Chair of the Board shall, 5. Ho 93] e A s
without undue, delay inform by 3l o WlES the tidelAl AA
electronic means: glo] arx|efo} ghct,

(a) the members of the Board and (a) Hoodsle] ddd 2e 3=
the Commission of any ARE ZFste FJAs o83l
relevant information which has Ho9es] 7449 4 ABL) A3
been communicated to it using of 1%, R&9As] AT 2
a standardised format. The Q3 A9 A Fro] WMo A
secretariat of the Board shall, Fallof it}
where necessary, provide
translations of relevant
information; and

(b) the supervisory authority (b) Hz Y3 gds, st 4
referred to, as the case may ol whet A1E 9 A28 el A
be, in paragraphs 1 and 2, and | =713 Qs A
the Commission of the opinion Shar dwke] &K
and make it public.

6. The competent supervisory 6. 5% =713 A3 AgH 7]
authority shall not adopt its draft 7 el Al1ge] Adge A4 xS
decision referred to in paragraph e A= oF )

1 within the period referred to in

paragraph 3.
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7. The supervisory authority 7. A1 Ag¥ A=7]3E> R
referred to in paragraph 1 shall 3] oJAES Hugk uysliof 3, 9
take utmost account of the AS Aest 5 25 odel, 244 =
opinion of the Board and shall, Qb A oy AL} )
within two weeks after receiving e A ZBONEE & E9)
the opinion, communicate to the < BTshE FAE ol gl ARA
Chair of the Board by electronic ts Sl HEojs] Aol A &
means whether it will maintain or #of gt}
amend its draft decision and, if
any, the amended draft decision,
using a standardised format.

8. Where the supervisory authority 8. ¥H Trm7|do] B Z A7 A5
concerned informs the Chair of 71 gol Ro9ds] o @A
the Board within the period L= ARE w=A] 42tty B39
referred to in paragraph 7 of this 43 Aol Al uA st AHEsk &
Article that it does not intend to As A BF, A65xzA1Ee] 4
follow the opinion of the Board, in =g
whole or in part, providing the
relevant grounds, Article 65(1)
shall apply.

Article 65 H|65=
Dispute resolution by the Board HE5230f ot 28 &

1. In order to ensure the correct 1. 78 ARElolA 2 742 dgsta o
and consistent application of this T AES HAs] Q8 Redld
Regulation in individual cases, the 3= v A 759 Qe A4
Board shall adopt a binding Qe o st
decision in the following cases:

(a) where, in a case referred to (@) A60FA4Z AxH 4, A=A
in Article 60(4), a supervisory A=7|e] A% FA=r|Re] 2%
authority concerned has raised ZQbe disl] Eldstar Al
a relevant and reasoned olelE A7IgE A, Ee AT
objection to a draft decision of A=7]13e] BhgekA AV &
the lead authority or the lead Aolx  ¢vpar Aztsto] gt
authority has rejected such an o]9)E AXS Ag. FE5Y A
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objection as being not relevant
or reasoned. The binding
decision shall concern all the
matters which are the subject
of the relevant and reasoned
objection, in particular whether
there is an infringement of

this Regulation;

where there are conflicting
views on which of the
supervisory authorities
concerned is competent for

the main establishment;

where a competent
supervisory authority does not
request the opinion of the
Board in the cases referred to
in Article 64(1), or does not
follow the opinion of the
Board issued under Article 64.
In that case, any supervisory
authority concerned or the
Commission may communicate
the matter to the Board.

2. The decision referred to in
paragraph 1 shall be adopted
within one month from the
referral of the subject—matter by
a two—thirds majority of the
members of the Board. That
period may be extended by a
further month on account of the

complexity of the subject—matter.
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The decision referred to in
paragraph 1 shall be reasoned
and addressed to the lead
supervisory authority and all the
supervisory authorities concerned

and binding on them.

. Where the Board has been unable

to adopt a decision within the
periods referred to in paragraph
2, 1t shall adopt its decision
within two weeks following the
expiration of the second month
referred to in paragraph 2 by a
simple majority of the members
of the Board. Where the members
of the Board are split, the
decision shall by adopted by the

vote of its Chair.

. The supervisory authorities
concerned shall not adopt a
decision on the subject matter
submitted to the Board under

paragraph 1 during the periods

referred to in paragraphs 2 and 3.

. The Chair of the Board shall
notify, without undue delay, the
decision referred to in paragraph
1 to the supervisory authorities
concerned. It shall inform the
Commission thereof. The decision
shall be published on the website
of the Board without delay after

the supervisory authority has
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notified the final decision referred

to in paragraph 6.

The lead supervisory authority

as the case may be, the

supervisory authority with which

the complaint has been lodged

shall adopt its final decision on

the basis of the decision referred

to in paragraph 1 of this Article,

without undue delay and at the
latest by one month after the

Board has notified its decision.
The lead supervisory authority

as the case may be, the

supervisory authority with which

the complaint has been lodged,

shall inform the Board of the date
when its final decision is notified

respectively to the controller or

the processor and to the data

subject. The final decision of the
supervisory authorities concerned

shall be adopted under the terms

of Article 60(7), (8) and (9).

The final decision shall refer to

the decision referred to in
paragraph 1 of this Article and
shall specify that the decision

referred to in that paragraph will

be published on the website of

the Board in accordance with

paragraph 5 of this Article. The

final decision shall attach the

decision referred to in paragraph

1 of this Article.

or,

or,
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Article 66

Urgency procedure g =X}

1. In exceptional circumstances,
where a supervisory authority
concerned considers that there is
an urgent need to act in order to
protect the rights and freedoms
of data subjects, it may, by way
of derogation from the
consistency mechanism referred
to in Articles 63, 64 and 65 or
the procedure referred to in
Article 60, immediately adopt
provisional measures intended to
produce legal effects on its own
territory with a specified period
of validity which shall not exceed
three months. The supervisory
authority shall, without delay,
communicate those measures and
the reasons for adopting them to
the other supervisory authorities
concerned, to the Board and to

the Commission.

2. Where a supervisory authority
has taken a measure pursuant to
paragraph 1 and considers that
final measures need urgently be
adopted, it may request an urgent
opinion or an urgent binding
decision from the Board, giving
reasons for requesting such

opinion or decision.

3. Any supervisory authority may
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request an urgent opinion or an
urgent binding decision, as the
case may be, from the Board
where a competent supervisory
authority has not taken an
appropriate measure in a situation
where there is an urgent need to
act, in order to protect the rights
and freedoms of data subjects,
giving reasons for requesting
such opinion or decision, including

for the urgent need to act.

By derogation from Article 64(3)
and Article 65(2), an urgent
opinion or an urgent binding
decision referred to in paragraphs
2 and 3 of this Article shall be
adopted within two weeks by
simple majority of the members
of the Board.

Article 67
Exchange of information

The Commission may adopt
implementing acts of general scope
in order to specify the arrangements
for the exchange of information by
electronic means between
supervisory authorities, and between
supervisory authorities and the
Board, in particular the standardised

format referred to in Article 64.

Those implementing acts shall be

adopted in accordance with the

=22 SS0 ol #EstD K&

SEA0IME 7FE(EU) 2016/679 [REHE]
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examination procedure referred to in

Article 93(2).

Section 3
European data protection board

Article 68
European Data Protection Board
1. The European Data Protection
Board (the
established as a body of the

Union and shall have legal

‘Board’ ) is hereby

personality.

2. The Board shall be represented
by its Chair.

3. The Board shall be composed of
the head of one supervisory
authority of each Member State
and of the European Data
Protection Supervisor, or their

respective representatives.

4. Where in a Member State more
than one supervisory authority is
responsible for monitoring the
application of the provisions
pursuant to this Regulation, a
joint representative shall be
appointed in accordance with that

Member State's law.

5. The Commission shall have the
right to participate in the

activities and meetings of the
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Board without voting right. The
Commission shall designate a
representative. The Chair of the
Board shall communicate to the
Commission the activities of the
Board.

6. In the cases referred to in Article
65, the European Data Protection
Supervisor shall have voting
rights only on decisions which
concern principles and rules
applicable to the Union
institutions, bodies, offices and
agencies which correspond in
substance to those of this

Regulation.

Article 69
Independence
1. The Board shall act independently
when performing its tasks or

exercising its powers pursuant to
Articles 70 and 71.

2. Without prejudice to requests by
the Commission referred to in
point (b) of Article 70(1) and in
Article 70(2), the Board shall, in
the performance of its tasks or
the exercise of its powers,
neither seek nor take instructions

from anybody.
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Article 70
Tasks of the Board
1. The Board shall ensure the
consistent application of this
Regulation. To that end, the
Board shall, on its own initiative
or, where relevant, at the request
of the Commission, in particular:
(a) monitor and ensure the
correct application of this
Regulation in the cases
provided for in Articles 64
and 65 without prejudice to
the tasks of national

supervisory authorities;

(b) advise the Commission on any
issue related to the protection
of personal data in the Union,
including on any proposed

amendment of this Regulation;

(c) advise the Commission on the
format and procedures for the
exchange of information
between controllers,
processors and supervisory
authorities for binding

corporate rules;

(d) issue guidelines,
recommendations, and best
practices on procedures for
erasing links, copies or

replications of personal data

from publicly available
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(e)

)

(g)

Xelet 2taet Xgiel 259 Jefet
2

communication services as
referred to in Article 17(2);

examine, on its own Initiative,
on request of one of its
members or on request of the
Commission, any question
covering the application of this
Regulation and issue
guidelines, recommendations
and best practices in order to
encourage consistent

application of this Regulation;

1ssue guidelines,
recommendations and best
practices in accordance with
point (e) of this paragraph for
further specifying the criteria
and conditions for decisions

based on profiling pursuant to
Article 22(2);

issue guidelines,
recommendations and best
practices in accordance with
point (e) of this paragraph for
establishing the personal data
breaches and determining the
undue delay referred to in
Article 33(1) and (2) and for
the particular circumstances in
which a controller or a
processor is required to notify

the personal data breach;
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(h)

@

S)

Xelet 2taet Xgiel 259 Jefet
2

issue guidelines,
recommendations and best
practices in accordance with
point (e) of this paragraph as
to the circumstances in which
a personal data breach is
likely to result in a high risk
to the rights and freedoms of
the natural persons referred
to in Article 34(1).

issue guidelines,
recommendations and best
practices in accordance with
point (e) of this paragraph for
the purpose of further
specifying the criteria and
requirements for personal data
transfers based on binding
corporate rules adhered to by
controllers and binding
corporate rules adhered to by
processors and on further
necessary requirements to
ensure the protection of
personal data of the data
subjects concerned referred to
in Article 47;

issue guidelines,
recommendations and best
practices in accordance with
point (e) of this paragraph for
the purpose of further
specifying the criteria and

requirements for the personal
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data transfers on the basis of
Article 49(1);

(k) draw up guidelines for (k) AS8FAEY, A2d = A3
supervisory authorities A X9 A8 2 A83x9
concerning the application of e e Ay #-Hste] 7t
measures referred to in =718 f1st A3 vikA

Article 58(1), (2) and (3) and
the setting of administrative

fines pursuant to Article 83;

(1) review the practical application D Az 9 Az A58 A
of the guidelines, A, da, 29 #se] AA AE
recommendations and best HE

practices referred to in points

(e) and (f);

(m) issue guidelines, (m) A54zA28 wE & 4 9
recommendations and best Hhol dist #Ae] RuE 9t
practices in accordance with && AaE FHetr] flE & &
point (e) of this paragraph for Ae) el vt AF, Ax, =29
establishing common T3y AA|
procedures for reporting by
natural persons of
infringements of this
Regulation pursuant to Article
54(2);

(n) encourage the drawing—up of (n) A40x L A42zo] w2 %
codes of conduct and the HovlEy AR B A5 wWAY
establishment of data &, AR H3E Qg 4w g
protection certification 3

mechanisms and data
protection seals and marks
pursuant to Articles 40 and
42;
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(o) carry out the accreditation of (0) A43ze] wet ASeA A7F 2
certification bodies and its T8 HE $3, A432A63) ]
periodic review pursuant to upzt 17E Ao ¥ E V|EH-
Article 43 and maintain a A1, A42zA 78 wel A3
public register of accredited oA AYE A7k FR A=A
bodies pursuant to Article U g zpe] 3 715 f-H4

43(6) and of the accredited
controllers or processors
established in third countries
pursuant to Article 42(7);

(p) specify the requirements (p) Ad2zxe] WE A=vhA| 9o Q7=
referred to in Article 43(3) Qs 43xA38e] AFH LA
with a view to the 3} A

accreditation of certification
bodies under Article 42;

(@) provide the Commission with (@ FHyAL3)ol A43x2A8F ] AF
an opinion on the certification H QAF QAR thek oA Al
requirements referred to In
Article 43(8);

(r) provide the Commission with (r) HPogslo) A12xA473] AT
an opinion on the icons H ofo]Le] thgt oA AlF
referred to in Article 12(7);

(s) provide the Commission with (s) HAAY3| A3 A 7|
an opinion for the assessment o] AR R3E v AEA HUt
of the adequacy of the level (A3=, #A3=e] JE == 54
of protection in a third oy = A7 7} 13 ol A
country or international Ast #59 AR HEE HASH
organisation, including for the A=Al gt %7} Z3h) o
assessment whether a third gt oA Ay ol flE W
country, a territory or one or Y Y¥3]= A3 JE T EF
more specified sectors within 23 fgdste] e A3 A
that third country, or an o FaRke- MAl B HAY
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(t)

(w)

(v)

Xelet 2taet Xgiel 259 Jefet
2

international organisation no
longer ensures an adequate
level of protection. To that
end, the Commission shall
provide the Board with all
necessary documentation,
including correspondence with
the government of the third
country, with regard to that
third country, territory or
specified sector, or with the

international organisation.

1ssue opinions on draft
decisions of supervisory
authorities pursuant to the
consistency mechanism
referred to in Article 64(1),
on matters submitted pursuant
to Article 64(2) and to issue
binding decisions pursuant to
Article 65, including in cases

referred to in Article 66;

promote the cooperation and
the effective bilateral and
multilateral exchange of
information and best practices
between the supervisory

authorities;

promote common training
programmes and facilitate
personnel exchanges between
the supervisory authorities

and, where appropriate, with

(t)

(w

(v)
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the supervisory authorities of
third countries or with

international organisations;

(w) promote the exchange of
knowledge and documentation
on data protection legislation
and practice with data
protection supervisory

authorities worldwide.

(x) issue opinions on codes of
conduct drawn up at Union
level pursuant to Article
40(9); and

(y) maintain a publicly accessible
electronic register of decisions
taken by supervisory
authorities and courts on
issues handled in the

consistency mechanism.

2. Where the Commission requests

advice from the Board, it may
indicate a time limit, taking into
account the urgency of the

matter.

. The Board shall forward its
opinions, guidelines,
recommendations, and best
practices to the Commission and
to the committee referred to in

Article 93 and make them public.
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4. The Board shall, where
appropriate, consult interested
parties and give them the
opportunity to comment within a
reasonable period. The Board
shall, without prejudice to Article
76, make the results of the
consultation procedure publicly

available.

Article 71
Reports
1. The Board shall draw up an

annual report regarding the
protection of natural persons with
regard to processing in the Union
and, where relevant, in third
countries and international
organisations. The report shall be
made public and be transmitted to
the European Parliament, to the

Council and to the Commission.

2. The annual report shall include a
review of the practical application
of the guidelines,
recommendations and best
practices referred to in point (1)
of Article 70(1) as well as of the
binding decisions referred to in
Article 65.

Article 72
Procedure
1. The Board shall take decisions by

a simple majority of its members,
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unless otherwise provided for in

this Regulation.

2. The Board shall adopt its own
rules of procedure by a
two—thirds majority of its
members and organise its own

operational arrangements.

Article 73
Chair
1. The Board shall elect a chair and
two deputy chairs from amongst

its members by simple majority.

2. The term of office of the Chair
and of the deputy chairs shall be

five years and be renewable once.

Article 74
Tasks of the Chair
1. The Chair shall have the following
tasks:
(a) to convene the meetings of
the Board and prepare its

agenda;

(b) to notify decisions adopted by
the Board pursuant to Article
65 to the lead supervisory
authority and the supervisory

authorities concerned;

(c) to ensure the timely
performance of the tasks of

the Board, in particular in

H73=
A
1. B39sle d vrdzE 7494
< 919 109 Fod 290 A
=3t

H74%
AT AT

1 99ge 0g A7s S,

(b) A65zel w2} B3 9137 A=
g AR A3 A5 9 #d
7|3 FA
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relation to the consistency
mechanism referred to in
Article 63.
2. The Board shall lay down the 2. Ha9dsl= Axl qrEd 483
allocation of tasks between the 9% 7 945 S gAlE|oF 3
Chair and the deputy chairs in its c}.

rules of procedure.

Article 75 75
Secretariat A=
1. The Board shall have a 1. R399¥3s  FHARRIAST0]
secretariat, which shall be A|Fdhz AHFEE 7HITh

provided by the European Data

Protection Supervisor.

2. The secretariat shall perform its 2. AR R 9ds] 1] A A gk
tasks exclusively under the = wet A= FEsoF st
instructions of the Chair of the
Board.

3. The staff of the European Data 3. ¥ el wel Reojds]e] Fojd
Protection Supervisor involved in AT Tyl dosts FHEYEREET
carrying out the tasks conferred 53 HYL FHARNN TS
on the Board by this Regulation Al Fold 45 T #Aojst= Ad
shall be subject to separate Y= HES] By AAE uetof sit).
reporting lines from the staff
involved in carrying out tasks
conferred on the European Data
Protection Supervisor.

4. Where appropriate, the Board and 4. AAZ? A HIY3 e} FHAR
the European Data Protection Bs7=de B X2 olgsly, &
Supervisor shall establish and Abole] Y e sk, & 4
publish a Memorandum of of wha} ol I Fe] Holdh=
Understanding implementing this FHAR R s =] 2PoA HE
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Article, determining the terms of

their cooperation, and applicable

to the staff of the European Data

Protection Supervisor involved in

carrying out the tasks conferred

on the Board by this Regulation.

The secretariat shall provide

analytical, administrative and

logistical support to the Board.

6. The secretariat shall be

responsible in particular for:

(a)

(b)

(©)

(d)

(e)

()

(g)

the day—to—day business of
the Board;

communication between the
members of the Board, its

Chair and the Commission;

communication with other

institutions and the public;

the use of electronic means
for the internal and external

communication;

the translation of relevant

information;

the preparation and follow—up
of the meetings of the Board;
the preparation, drafting and
publication of opinions,
decisions on the settlement of

disputes between supervisory

=22 SS0 ol #EstD K&
SYF0IAE FE(EV) 2016/679 [RE ]
He FAME FHetel FEsof
Fias
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authorities and other texts
adopted by the Board.

Article 76
Confidentiality
1. The discussions of the Board
shall be confidential where the
Board deems it necessary, as
provided for in its rules of

procedure.

2. Access to documents submitted to
members of the Board, experts
and representatives of third
parties shall be governed by
Regulation (EC) No 1049/2001 of
the European Parliament and of

the Council.

CHAPTER VIII

Remedies, liability and

penalties

Article 77

Right to lodge a complaint with a

supervisory authority

1. Without prejudice to any other

administrative or judicial remedy,
every data subject shall have the
right to lodge a complaint with a
supervisory authority, in
particular in the Member State of
his or her habitual residence,

place of work or place of the

RI76%
7| G|
L BEgaslel o, dak tE it
Ae el wel wEsldslt Aes
A Rk LR Sk

delelel Al AEE EAe] e e

o= 43 9 olAkE] g (EC)
No 1049/20010] #g-sch.
H8E

A,

Hh APl X

M77=
#=57[H0| BES Mo" HE

1. o0& 47, AA FAC mA=
L 3101 BE AR FAE 2l
ek JHRIGE A7t 2 el el
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alleged infringement if the data
subject considers that the
processing of personal data
relating to him or her infringes

this Regulation.

2. The supervisory authority with
which the complaint has been
lodged shall inform the
complainant on the progress and
the outcome of the complaint
including the possibility of a
judicial remedy pursuant to
Article 78.

Article 78

Right to an effective judicial remedy

against a supervisory authority

1. Without prejudice to any other

administrative or non—judicial
remedy, each natural or legal
person shall have the right to an
effective judicial remedy against a
legally binding decision of a
supervisory authority concerning
them.

2. Without prejudice to any other
administrative or non—judicial
remedy, each data subject shall
have the right to a an effective
judicial remedy where the
supervisory authority which is
competent pursuant to Articles 55
and 56 does not handle a

complaint or does not inform the

- 332 —
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data subject within three months
on the progress or outcome of
the complaint lodged pursuant to
Article 77.

. Proceedings against a supervisory 3. AE7HE AU E 3 A5 Y
authority shall be brought before =7]¢o] Asle 3o wdel A
the courts of the Member State 7]1%ofoF gt
where the supervisory authority
is established.

. Where proceedings are brought 4., A3 HAYUS E B35 9]
against a decision of a A T= AAo] AP 7]
supervisory authority which was ol AAe dis] aFol AViE A
preceded by an opinion or a T, AE713E SlY e sds] o
decision of the Board in the T A4S W dddor st
consistency mechanism, the
supervisory authority shall
forward that opinion or decision
to the court.

Article 79 H79=

Right to an effective judicial remedy | &= #2|Xt HEXE S22 F3HH

against a controller or processor ol AHAE A& s M|

1. Without prejudice to any available 1. A77ze w2t 573 WS A

administrative or non—judicial 718 dglE 23s oE Y7 =
remedy, including the right to HIAFL A Aol mX= o3k glo],
lodge a complaint with a ZF AR FAlE 2 el SulEE
supervisory authority pursuant to Al ek I B Ao A=z
Article 77, each data subject shall B e wE 209 AHrF Hed
have the right to an effective Aoty A F9 g3A Q1 APHZ
judicial remedy where he or she TAE WS @7t vk
considers that his or her rights
under this Regulation have been
infringed as a result of the
processing of his or her personal
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data in non—compliance with this
Regulation.

2. Proceedings against a controller 2. AR #AYAY AAE AR s &
or a processor shall be brought 2 g AR TRt A2 Fe] AF
before the courts of the Member Aol = A= el A7)
State where the controller or ojof st} = 1 fioto . AHH
processor has an establishment. FAlel AFA7F e Fd=e He
Alternatively, such proceedings o A2%S AV 2 oy,
may be brought before the courts AR A2 A} A2 At 32 dsks
of the Member State where the A= sl d=re] FEIE] A=
data subject has his or her A| 2] H .
habitual residence, unless the
controller or processor is a public
authority of a Member State
acting in the exercise of its public
powers.

Article 80 H|80=
Representation of data subjects FE FAH S tig

1. The data subject shall have the 1. AR FA=, 39 HE v F
right to mandate a not—for—profit A3 ?L/“HI’_ yolS fst HA &
body, organisation or association X5 7Y i dE B35 9l wHst
which has been properly AH —Zriﬂﬂ ;‘JE] g 25 B3 Fof
constituted in accordance with the oA EFstal e vlgy @A, =
law of a Member State, has A ﬁﬁ‘bﬂ Ar FAE iAls)
statutory objectives which are in A 7] WS A7k, JH
the public interest, and is active FAE thAsiA ATTE, A78F H
in the field of the protection of A79Z AFH AYE YAleta, 3
data subjects' rights and freedoms A= HE #4849 HAF AH FAE
with regard to the protection of AISA #|82Fe] AFd BHAS Wb
their personal data to lodge the < s et s 9T dgrt
complaint on his or her behalf, to A=
exercise the rights referred to in
Articles 77, 78 and 79 on his or
her behalf, and to exercise the
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right to receive compensation
referred to in Article 82 on his
or her behalf where provided for

by Member State law.

2. Member States may provide that 2. 3= A1 AdgE A, =4
any body, organisation or = 37 AR FA9 gdgs= H
association referred to in T2 g sdTol A AT77xe ek
paragraph 1 of this Article, T AsS 7R s S| ngs
independently of a data subject's A7 Al 2 e e =
mandate, has the right to lodge, AR =)ol A= AH FA2] Ay
in that Member State, a complaint 7F Ag et Azshs 49 Al78
with the supervisory authority Z W A79Ze] AFH dHE YA}

which is competent pursuant to g Al 2 es g ¢ drh
Article 77 and to exercise the
rights referred to in Articles 78
and 79 if it considers that the
rights of a data subject under this
Regulation have been infringed as

a result of the processing.

Article 81 X181 =
Suspension of proceedings S PN
1. Where a competent court of a 1. 3= A HYo] st AH ¥

Member State has information on 2t Azl o)gk FH Aol #
proceedings, concerning the same st Fdst FA AR tidh AFo]
subject matter as regards < 3= el AR Folehes A4
processing by the same controller HE Qs A9, o] HEL s o
or processor, that are pending in E 3= W dgste] 18 &~
a court in another Member State, Fo EAE ERlsoF st

it shall contact that court in the
other Member State to confirm

the existence of such

proceedings.
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2. Where proceedings concerning the 2. T4t AR FArt A Rpe] ot
same subject matter as regards AR Aol ot FAsE FA| ARl
processing of the same controller st o] O 3o Hde AR
or processor are pending in a A A, HAx &A% T3 HAE Al
court in another Member State, ot thE T HAdE &A% HAE
any competent court other than T 4 St
the court first seized may
suspend its proceedings.

3. Where those proceedings are 3. 183k A%o] A1l AT Fel A
pending at first instance, any T+ Hx A% 9T HES AL o
court other than the court first 2 YL Hx 2% g HYo] &
seized may also, on the Aol Aol digt Bao] Qla HE
application of one of the parties, of whe} zEstk A% F3to] 585
decline jurisdiction if the court = A%, 2% PR T s AlH
first seized has jurisdiction over of wl #EA WAE AT =
the actions in question and its itk
law permits the consolidation
thereof.

Article 82 Hg2x
Right to compensation and liability 242 @S dolet i dA e

1. Any person who has suffered 1. ¥ 978 §IRke] d9E 244 = i
material or non—material damage =47 I3E 2 Be AR AR
as a result of an infringement of o] 912 F3flof thall FH AR A
this Regulation shall have the YR RE BARS wS A7)
right to receive compensation
from the controller or processor
for the damage suffered.

2. Any controller involved in 2. Aol #ost = AR AR 2
processing shall be liable for the e SulEl= AR A2 QI 3
damage caused by processing sl disl] HidAdS ok JH A
which infringes this Regulation. A b= AR AYAE TAACE A
processor shall be liable for the Fek 2 e g ek &
damage caused by processing A5, B AR Ao A A
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only where it has not complied AlE HoAAUAL o]eof RHisto] d-sst
with obligations of this Regulation Aol AR A= A3t F3feol o
specifically directed to processors g Sz

or where 1t has acted outside or
contrary to lawful instructions of

the controller.

3. A controller or processor shall be 3. AR AR} A ArE ojH Ao
exempt from liability under = JslIE 2 ARl sl H o)
paragraph 2 if it proves that it is A= As dsst Afole A2
not in any way responsible for of wE wiAtlo] HAHT

the event giving rise to the

damage.

4. Where more than one controller 4, 559 AR ARG AR, Ee
or processor, or both a controller AR A 2 AR FE 25Tt
and a processor, are involved in ZFA3t Ao Tojsta, sFA7E A
the same processing and where 28k 4 A3 wet JH Az A
they are, under paragraphs 2 and st Fsfio] sl Aol e F5, A
3, responsible for any damage B O FAY g3l BAS RASH
caused by processing, each 3l 2+ AR AR A2 =7F A A
controller or processor shall be gsflef sl wdAd-s F

held liable for the entire damage
in order to ensure effective

compensation of the data subject.

5. Where a controller or processor 5. % AR At A2 A7 A48}
has, in accordance with paragraph upe} s ofsk [AA HASS A
4, paid full compensation for the st 749, dlld AR AR A 2z;

damage suffered, that controller = A2 F8E 2 wel Y
or processor shall be entitled to St A 2]of #ost v AR FeE| A
claim back from the other A zpe] el gk Q) Fitol 4
controllers or processors involved oo HAdw Fel dial AEs
in the same processing that part T EgE 7Ptk

of the compensation

corresponding to their part of
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responsibility for the damage, in
accordance with the conditions

set out in paragraph 2.

6. Court proceedings for exercising 6. HAMS s A A E ¢ WA
the right to receive compensation 2dl A79FA28 ) AFH A
shall be brought before the courts HE wE T Yo A7|=ofof
competent under the law of the g

Member State referred to in
Article 79(2).

Article 83 X183

General conditions for imposing Ny Fatol| cier Bk =A

administrative fines

1. Each supervisory authority shall 1. 7} 7A=71382 A4, ALY 9 A6

ensure that the imposition of ol e & g SNt AdS
administrative fines pursuant to 2 Zof wE JAHF Fyrt 2z E
this Article in respect of At A g3 o]a vlE & o]m A A]
infringements of this Regulation a7} QIEE sjjof st}

referred to in paragraphs 4, 5
and 6 shall in each individual case

be effective, proportionate and

dissuasive.

2. Administrative fines shall, 2. BT 2V 7 AR S dste] et
depending on the circumstances ASRFA2%A () T~A ()& 2 A
of each individual case, be (Dzell Aued =4 Qo] F7t= =
imposed in addition to, or instead = °o|E& uilste] Hapmojof it
of, measures referred to in points Zy 7 AR 2 B o] Fet
(a) to (h) and (j) of Article HAdaw Ar-E A4 v vdae 4
58(2). When deciding whether to 25| 3ol st}

impose an administrative fine and
deciding on the amount of the
administrative fine in each

individual case due regard shall

be given to the following:
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(a)

(b)

(c)

(d)

(e)

$9)

(g)

Xelet 2taet Xgiel 259 Jefet
2

the nature, gravity and
duration of the infringement
taking into account the nature
scope or purpose of the
processing concerned as well
as the number of data
subjects affected and the level

of damage suffered by them;

the intentional or negligent

character of the infringement;

any action taken by the
controller or processor to
mitigate the damage suffered

by data subjects;

the degree of responsibility of
the controller or processor
taking into account technical
and organisational measures
implemented by them pursuant
to Articles 25 and 32;

any relevant previous
infringements by the controller

Or Processors;

the degree of cooperation with
the supervisory authority, in
order to remedy the
infringement and mitigate the
possible adverse effects of the
infringement;

the categories of personal data
affected by the infringement;

(b)

(c)

(d)

(e)

)

(g)
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(h)

)

S)

(k)

Xelet 2taet Xgiel 259 Jefet
2

the manner in which the
infringement became known to
the supervisory authority, in
particular whether, and if so
to what extent, the controller
or processor notified the

infringement;

where measures referred to in
Article 58(2) have previously
been ordered against the
controller or processor
concerned with regard to the
same subject—matter,
compliance with those

measures,

adherence to approved codes
of conduct pursuant to Article
40 or approved certification
mechanisms pursuant to
Article 42; and

any other aggravating or
mitigating factor applicable to
the circumstances of the case,
such as financial benefits
gained, or losses avoided,
directly or indirectly, from the

infringement.

3. If a controller or processor

intentionally or negligently, for

the same or linked processing

operations, infringes several

(h)

)]

)

(k)

3. AR At ARl e E

R EANEEE

A2 A7}

2o
AL
>
T

At wEstol
A7k o] A
A £AE o

s

v}

i

0
ot

=
W2 A, IEE 24 £

M

A40ZFe] wE
T A427%0] wE
A

= ==
a T

9 Al 3ol A
7Net Aezre

A T
=1 @Ei O] o] D:T:

% ofo
A\
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ojr
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provisions of this Regulation, the & st
total amount of the administrative = <k "o
fine shall not exceed the amount

specified for the gravest

infringement.
4. Infringements of the following 4. o5 A YNre A2 ok
provisions shall, in accordance 10,000,00052 ©o]sl == AF=}e

WA FAAE A AA Az
Al 2% olsk(E T W ==
A3) o] Aol At

with paragraph 2, be subject to
administrative fines up to 10 000
000 EUR, or in the case of an
undertaking, up to 2 % of the

12 e o
4 2 o

total worldwide annual turnover of
the preceding financial year,

whichever is higher:

(a) the obligations of the (@) A8=x, A11x, AH26x~A39%
controller and the processor A4272 L A43%F0 wE HH
pursuant to Articles 8, 11, 25 A Ay Ay AL o F

to 39 and 42 and 43;

(b) the obligations of the (b) A42x L A43ZFe W At
certification body pursuant to Al o F
Articles 42 and 43;

(c) the obligations of the (c) Ad1zA48e] wE EYEH o
monitoring body pursuant to o] o)
Article 41(4).
5. Infringements of the following 5 T 18 HNEE A28 whet
provisions shall, in accordance 20,000,000 % o]a} &= AFIAR]

with paragraph 2, be subject to A BIAAL A AMA AZE
gAY 4% olst (= + U

#g) o] Fg ol A,

administrative fines up to 20 000
000 EUR, or in the case of an
undertaking, up to 4 % of the

N )
4> 12 -{o

total worldwide annual turnover of

the preceding financial year,
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whichever is higher:
(a) the basic principles for (a) A5z, A6z, A7z W A9Z
processing, including E AR A 7 43 (F
conditions for consent, x7 x3h)

pursuant to Articles 5, 6, 7
and 9;

(b) the data subjects' rights
pursuant to Articles 12 to 22;

(c) the transfers of personal data
to a recipient in a third
country or an international
organisation pursuant to
Articles 44 to 49;

(d) any obligations pursuant to
Member State law adopted
under Chapter IX;

(e) non—compliance with an order
or a temporary or definitive
limitation on processing or the
suspension of data flows by
the supervisory authority
pursuant to Article 58(2) or
failure to provide access in
violation of Article 58(1).

6. Non—compliance with an order by

the supervisory authority as
referred to in Article 58(2) shall,
in accordance with paragraph 2 of
this Article, be subject to
administrative fines up to 20 000
000 EUR, or in the case of an

— 342 —
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Xelet 2taet Xgiel 259 Jefet
2

undertaking, up to 4 % of the
total worldwide annual turnover of
the preceding financial year,

whichever is higher.

. Without prejudice to the

corrective powers of supervisory
authorities pursuant to Article
58(2), each Member State may
lay down the rules on whether
and to what extent administrative
fines may be imposed on public
authorities and bodies established
in that Member State.

. The exercise by the supervisory

authority of its powers under this
Article shall be subject to
appropriate procedural safeguards
in accordance with Union and
Member State law, including
effective judicial remedy and due

process.

. Where the legal system of the

Member State does not provide
for administrative fines, this
Article may be applied in such a
manner that the fine is initiated
by the competent supervisory
authority and imposed by
competent national courts, while
ensuring that those legal remedies
are effective and have an
equivalent effect to the

administrative fines imposed by

— 343 —
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supervisory authorities. In any a2l Aslol FAsloF sh, o]e] g3k
event, the fines imposed shall be S A= FF5 N B A=
effective, proportionate and A Glo] FAsloF sht,
dissuasive. Those Member States
shall notify to the Commission the
provisions of their laws which
they adopt pursuant to this
paragraph by 25 May 2018 and,
without delay, any subsequent
amendment law or amendment
affecting them.
Article 84 H|84=x=
Penalties SE:!

1. Member States shall lay down the 1. 3= 2 91 9Wh 53] #83x
rules on other penalties applicable of mE IHFo] ALHA = HRE
to infringements of this Regulation o] AL 7lsot thE Aol ot 13
in particular for infringements S Asllok &b, dld T oS
which are not subject to HAstz] fla Jast E'_{:_— ZAE F
administrative fines pursuant to slof sty 18 AHS gyo]al
Article 83, and shall take all vl #olu] AA| 37} ‘210101: gt
measures necessary to ensure
that they are implemented. Such
penalties shall be effective,
proportionate and dissuasive.

2. Each Member State shall notify to 2. 7t Y= dd =7F Allge] ot
the Commission the provisions of o} AQEs= HE X3S 201849 5
its law which it adopts pursuant 4 2597k ALl Aslo] FA| ok
to paragraph 1, by 25 May 2018 st o]o] PJEks A= 5 A
and, without delay, any T A glo] FH|EoF gt
subsequent amendment affecting
them.
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CHAPTER IX bS|[epSs
Provisions relating to EF Xo| &g 2 A
specific processing

situations
Article 85 X 85%

Processing and freedom of HE XMoo ¥ U JHO XIe

expression and information

1. Member States shall by law L. 3= HEs &8l & gl ws
reconcile the right to the IR Boo] gk Aol 23 4
protection of personal data AR el st HelE 23 A
pursuant to this Regulation with of st} of7]ol= A& dd H4 49
the right to freedom of S, o T w8 X9 A 54
expression and information, = s AR A7t E3he
including processing for
journalistic purposes and the
purposes of academic, artistic or
literary expression.

2. For processing carried out for 2. A& #H HHo|y s, e T
journalistic purposes or the o 13 W e flal FAE=
purpose of academic artistic or gl tie, 3= JiIAE BHS
literary expression, Member of thet Ayl d W HAH A
States shall provide for = 237 " Hesh AS A%

exemptions or derogations from
Chapter II (principles), Chapter
III (rights of the data subject),
Chapter IV (controller and
processor), Chapter V (transfer
of personal data to third countries
or international organisations),
Chapter VI (independent
supervisory authorities), Chapter
VII (cooperation and consistency)

and Chapter IX (specific data

— 345 —
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processing situations) if they are
necessary to reconcile the right
to the protection of personal data
with the freedom of expression

and information.

3. Each Member State shall notify to
the Commission the provisions of
its law which it has adopted
pursuant to paragraph 2 and,
without delay, any subsequent
amendment law or amendment

affecting them.

Article 86
Processing and public access to

official documents

Personal data in official documents
held by a public authority or a public
body or a private body for the
performance of a task carried out in
the public interest may be disclosed
by the authority or body in
accordance with Union or Member
State law to which the public
authority or body is subject in order
to reconcile public access to official
documents with the right to the
protection of personal data pursuant

to this Regulation.

Article 87
Processing of the national

identification number

Member States may further

determine the specific conditions for

3d=E g =7F A2 ut
sl HE 28-S FPHL3
FASfoF shH, o]ef] JFFS WA
T2 A = AT A ¢l

R

O ff 2 o1y

X|86x

AMEl2t 4 A0 tiet & HZ

S| Y= Rk HRIA NS B ANk
o% A{H= v AR Al #

— 346 —



JHIEE Xelet 2tget Mool 259 Jejet 322 Irz2& SS0 U #38ot2 X3
95/46/ECE HIXIGH= 201649 48 272X 223 ¥ SEAY0IAIE #E(EV) 2016/679 [SEHE]

the processing of a national st Ad 21E A 4 Q. dld A
identification number or any other 9, IHIAHEHS T utdo g A&
identifier of general application. In He U AERs 2 A uE AR
that case the national identification FAL wEg ARE A A B
number or any other identifier of AR sFel A ut ALgE 4= Qi
general application shall be used
only under appropriate safeguards
for the rights and freedoms of the
data subject pursuant to this
Regulation.
Article 88 X|88=
Processing in the context of g g oAl X2
employment

1. Member States may, by law or by
collective agreements, provide for
more specific rules to ensure the
protection of the rights and
freedoms in respect of the
processing of employees' personal
data in the employment context,
in particular for the purposes of
the recruitment, the performance
of the contract of employment,
including discharge of obligations
laid down by law or by collective
agreements, management, planning
and organisation of work, equality
and diversity in the workplace,
health and safety at work,
protection of employer's or
customer's property and for the
purposes of the exercise and
enjoyment, on an individual or

collective basis, of rights and

benefits related to employment,

— 347 —
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and for the purpose of the
termination of the employment

relationship.

2. Those rules shall include suitable
and specific measures to
safeguard the data subject's
human dignity, legitimate interests
and fundamental rights, with
particular regard to the
transparency of processing, the
transfer of personal data within a
group of undertakings, or a group
of enterprises engaged in a joint
economic activity and monitoring

systems at the work place.

3. Each Member State shall notify to
the Commission those provisions
of its law which it adopts
pursuant to paragraph 1, by 25
May 2018 and, without delay, any
subsequent amendment affecting

them.

Article 89

Safeguards and derogations relating

to processing for archiving

purposes in the public interest,

scientific or historical research

purposes or statistical purposes

1. Processing for archiving purposes

in the public interest, scientific or
historical research purposes or
statistical purposes, shall be

subject to appropriate safeguards,

PRRCE
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in accordance with this
Regulation, for the rights and
freedoms of the data subject.
Those safeguards shall ensure
that technical and organisational
measures are in place in
particular in order to ensure
respect for the principle of data
minimisation. Those measures
may include pseudonymisation
provided that those purposes can
be fulfilled in that manner. Where
those purposes can be fulfilled by
further processing which does not
permit or no longer permits the
identification of data subjects,
those purposes shall be fulfilled in

that manner.

. Where personal data are
processed for scientific or
historical research purposes or
statistical purposes, Union or
Member State law may provide
for derogations from the rights
referred to in Articles 15, 16, 18
and 21 subject to the conditions
and safeguards referred to in
paragraph 1 of this Article in so
far as such rights are likely to
render impossible or seriously
impair the achievement of the
specific purposes, and such
derogations are necessary for the

fulfilment of those purposes.
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3. Where personal data are

processed for archiving purposes
in the public interest, Union or
Member State law may provide
for derogations from the rights
referred to in Articles 15, 16, 18,
19, 20 and 21 subject to the
conditions and safeguards
referred to in paragraph 1 of this

Article in so far as such rights

=1 HES AlSx, A6z, A18x,
A 19%, A20x 2 A21xel AuE
Al that Ag gshE FHE -

o oilol 2 AR A
2 9 REPATL AgEolol s,
aeld At FAN BN e B
PRssPA S Az AsIE ks

ol Ax TEE BH FF A8 ¢

are likely to render impossible or s Q3 H9of kit
seriously impair the achievement

of the specific purposes, and such
derogations are necessary for the

fulfilment of those purposes.

4. Where processing referred to in 4. A28 9 A3 AFH At T
paragraphs 2 and 3 serves at the Alol & EA o 2ol AY, A
same time another purpose, the & 3= Al el duE 53S
derogations shall apply only to F1st A efnt A-g-=r).
processing for the purposes
referred to in those paragraphs.

Article 90 H90=
Obligations of secrecy 47X ofF

1. Member States may adopt specific 1. AR ®B5e tist Azt 71dH
rules to set out the powers of the 2] o5 A7) dl FQskal
supervisory authorities laid down A A, de2 FHATeIY
in points (e) and (f) of Article 3= HE, v 171 75 7]130]
58(1) in relation to controllers or ek gl wet A9 7IERA 9
processors that are subject, under Tu g 553 71954 oFE 7
Union or Member State law or © AR ARt Aeaiel dEsko]

rules established by national
A gEle] RS gshe
FAH FHE AN & ek 29

e AR el ARt )

competent bodies, to an obligation
of professional secrecy or other

ro

equivalent obligations of secrecy
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where this is necessary and
proportionate to reconcile the
right of the protection of personal
data with the obligation of
secrecy. Those rules shall apply
only with regard to personal data
which the controller or processor
has received as a result of or has
obtained in an activity covered by

that obligation of secrecy.

Each Member State shall notify to
the Commission the rules adopted
pursuant to paragraph 1, by 25
May 2018 and, without delay, any
subsequent amendment affecting

them.

Article 91

Existing data protection rules of

churches and religious associations

1. Where in a Member State,

churches and religious
associations or communities apply,
at the time of entry into force of
this Regulation, comprehensive
rules relating to the protection of
natural persons with regard to
processing, such rules may
continue to apply, provided that
they are brought into line with
this Regulation.

Churches and religious

associations which apply

comprehensive rules in
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accordance with paragraph 1 of =713 54E 4 eH, & 1t
this Article shall be subject to d A6F A" 21E FFEok
the supervision of an independent SR=s
supervisory authority, which may
be specific, provided that it fulfils
the conditions laid down in
Chapter VI of this Regulation.
CHAPTER X H10%
Delegated acts and F HE 0 A HE
implementing acts
Article 92 H92x
Exercise of the delegation 12| A

1. The power to adopt delegated 1. 2 Zof #A8Y Z4d uek 33yse
acts is conferred on the slof 9191 W= A= Agke] FojHrt
Commission subject to the
conditions laid down in this
Article.

2. The delegation of power referred 2. 2016 d 5€ 244HEEH w&d 7|7+
to in Article 12(8) and Article 3k ezl A12x48%
43(8) shall be conferred on the A432A8FF el Agd dAd Aol
Commission for an indeterminate ol Eojof gt
period of time from 24 May 2016.

3. The delegation of power referred 3. Al12z2A8% 2 A43FA8F | A+
to in Article 12(8) and Article A AU FHos] = o]As]
43(8) may be revoked at any of o3l AA= H3]= = Qi H3
time by the European Parliament AL T Aol WAlE Ak 24!
or by the Council. A decision of o] FEE olojxit}, H3 AL F
revocation shall put an end to the HAG dro AXNE ot & Ee
delegation of power specified in g Aol HAE o =2 dxAp
that decision. It shall take effect a5 WAt d3 432 oln
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the day following that of its
publication in the Official Journal
of the European Union or at a
later date specified therein. It
shall not affect the validity of any

delegated acts already in force.

. As soon as it adopts a delegated
act, the Commission shall notify it
simultaneously to the European

Parliament and to the Council.

. A delegated act adopted pursuant
to Article 12(8) and Article
43(8) shall enter into force only
if no objection has been
expressed by either the European
Parliament or the Council within a
period of three months of
notification of that act to the
European Parliament and the
Council or if, before the expiry of
that period, the European
Parliament and the Council have
both informed the Commission
that they will not object. That
period shall be extended by three
months at the initiative of the
European Parliament or of the

Council.
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Article 93 H93%
s "X}
1. Faeldsls Afds]e] #s vkt
g $198= #4 (EU) No 182/2011
of W oJn|e] HAs]E LItk

Committee procedure
1. The Commission shall be assisted
by a committee. That committee

shall be a committee within the
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meaning of Regulation (EU) No

182/2011.
2. Where reference is made to this 2. & go] AFHEH= A5, 1HEU) No
paragraph, Article 5 of Regulation 182/2011& #-&-3tc}.

(EU) No 182/2011 shall apply.

3. Where reference is made to this 3. & go] AgyHe= AS, 13 ED
paragraph, Article 8 of Regulation No 182/2011 #I8%E & 4 Al
(EU) No 182/2011, in conjunction 5%¢} dAAske] 283}

with Article 5 thereof, shall apply.

CHAPTER XI M11E
Final provisions zE 8
Article 94 Ho4=x
Repeal of Directive 95/46/EC X|&l 95/46/EC H|X|

1. Directive 95/46/EC is repealed 1. A3 95/46/ECE= 2018 5¥ 254
with effect from 25 May 2018. 22 gxdr}.

2. References to the repealed 2. A E A Hef gt AFL B 74
Directive shall be construed as st Ago=z FXEojof st} A|H
references to this Regulation. 95/46/ECel <J&] As® JiAQd R
References to the Working Party gl @3t el BE ZFgute] 3t
on the Protection of Individuals AE2 & 4 93 A9d 594
with regard to the Processing of HHEE A st dgo=z s
Personal Data established by oo} gt}

Article 29 of Directive 95/46/EC
shall be construed as references
to the European Data Protection
Board established by this

Regulation.
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Article 95

Relationship with Directive

2002/58/EC
This Regulation shall not impose
additional obligations on natural or
legal persons in relation to
processing in connection with the
provision of publicly available
electronic communications services
in public communication networks in
the Union in relation to matters for
which they are subject to specific

obligations with the same objective
set out in Directive 2002/58/EC.

Article 96

Relationship with previously

concluded Agreements
International agreements involving
the transfer of personal data to third
countries or international
organisations which were concluded
by Member States prior to 24 May
2016, and which comply with Union
law as applicable prior to that date,
shall remain in force until amended,

replaced or revoked.

Article 97
Commission reports
1. By 25 May 2020 and every four
years thereafter, the Commission
shall submit a report on the
evaluation and review of this
Regulation to the European

Parliament and to the Council.
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The reports shall be made public.

In the context of the evaluations
and reviews referred to in
paragraph 1, the Commission shall
examine, in particular, the
application and functioning of:

(a) Chapter V on the transfer of
personal data to third
countries or international
organisations with particular
regard to decisions adopted
pursuant to Article 45(3) of
this Regulation and decisions
adopted on the basis of
Article 25(6) of Directive
95/46/EC;

(b) Chapter VII on cooperation

and consistency.

3. For the purpose of paragraph 1,
the Commission may request
information from Member States

and supervisory authorities.

In carrying out the evaluations
and reviews referred to in
paragraphs 1 and 2, the
Commission shall take into
account the positions and findings
of the European Parliament, of
the Council, and of other relevant

bodies or sources.

5. The Commission shall, if

2.

(a)

3.
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necessary, submit appropriate Mgstz] fgk AAg ARbe Al=3)
proposals to amend this of sl oju] 53] B 7]&o] A
Regulation, in particular taking S sk AR A R AERS
into account of developments in 7o g

information technology and in the
light of the state of progress in

the information society.

Article 98 H|98 =
Review of other Union legal acts on | {2 =350 st CtE |REAF HH
data protection 4E
The Commission shall, if appropriate, A dsl= Adest B¢ AR A}
submit legislative proposals with a HAASH HFest A A= A B
view to amending other Union legal 35 RAs] A8 e FHIT 1Y
acts on the protection of personal S W] 3k U AI/ES A EEfoF
data, in order to ensure uniform and sttt o= 53] A 7, ©A, &
consistent protection of natural A oW 7] ot AX el s
persons with regard to processing. el s 9 733 AHO A{EE
This shall in particular concern the o]F o w3t 2y AHFT
rules relating to the protection of
natural persons with regard to
processing by Union institutions,
bodies, offices and agencies and on
the free movement of such data.
Article 99 M99
Entry into force and application 48 U HE
1. This Regulation shall enter into 1. 2 A4S FHAE AR AXE &
force on the twentieth day 2HE 209 Fol a¥o] gzttt

following that of its publication in
the Official Journal of the

European Union.

2. It shall apply from 25 May 2018. 2. o 4L 2018 5¢ 254FE A
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This Regulation shall be binding in its 2+ S AAEA FEEES 7Y 2
entirety and directly applicable in all = Fd=rellA A4 FLHt
Member States.
Done at Brussels, 27 April 2016. 2016\ 4€ 274 B34
For the For the Council 3 9] 3] oJA}E]
European
Parliament
The President | The President 1% o
M. SCHULZ J.A. M. =M. |J.A.
HENNIS-PLASSC Schulz) FUAEeFEE (JLA.
HAERT Hennis—Plasschaert)

— 358 —



	표지
	개인정보 처리와 관련한 자연인 보호와 그러한 정보의 자유로운 흐름에 대해 규정하고 지침 95/46/EC를 폐지하는 2016년 4월 27일자 유럽의회 및 유럽연합이사회 규정(EU) 2016/679
	제1장 일반 규정
	제1조 주제 사안 및 목적
	제2조 물적 범위
	제3조 영토 범위
	제4조 정의

	제2장 원칙
	제5조 개인정보 처리와 관련한 원칙
	제6조 처리의 합법성
	제7조 동의의 조건
	제8조 정보사회 서비스와 관련한 어린이의 동의에 적용되는 조건
	제9조 특수 범주 개인정보 처리
	제10조 형사 판결 및 범죄 행위와 관련한 개인 정보 처리
	제11조 식별을 필요로 하지 않는 처리

	제3장 정보 주체의 권리
	제1절 투명성과 세부원칙
	제12조 정보 주체의 권리 행사를 위한 투명한 정보, 알림 및 세부원칙

	제2절 개인정보에 대한 정보와 접근
	제13조 개인정보를 정보 주체로부터 수집하는 경우 제공해야 하는 정보
	제14조 개인정보를 정보 주체로부터 취득하지 않은 경우 제공해야 하는 정보
	제15조 정보 주체의 접근에 대한 권리

	제3절 수정 및 삭제
	제16조 수정에 대한 권리
	제17조 삭제에 대한 권리(‘잊혀질 권리’)
	제18조 처리 제한에 대한 권리
	제19조 개인정보 수정 또는 삭제나 처리 제한과 관련한 통지 의무
	제20조 정보 이동성에 대한 권리

	제4절 거부권 및 자동화된 개별 의사결정
	제21조 거부권
	제22조 프로파일링을 포함한 자동화된 개별 의사결정

	제5절 제한
	제23조 제한


	제4장 정보 관리자와 처리자
	제1절 일반적 의무
	제24조 정보 관리자의 책임
	제25조 설계에 의한 정보 보호와 기본설정에 의한 정보 보호
	제26조 공동 정보 관리자
	제27조 유럽연합 내에서 설립되지 않은 정보관리자나 처리자의 대리인
	제28조 정보 처리자
	제29조 정보 관리자나 처리자의 권한에 따른 처리
	제30조 처리 활동 기록
	제31조 감독기관과의 협력

	제2절 개인정보 보안
	제32조 처리 보안
	제33조 감독기관에 대한 개인정보 침해 통지
	제34조 정보 주체에 대한 개인정보 침해 알림

	제3절 정보보호 영향평가와 사전 협의
	제35조 정보보호 영향평가
	제36조 사전 협의

	제4절 정보보호 책임자
	제37조 정보보호 책임자 지정
	제38조 정보보호 책임자의 지위
	제39조 정보보호 책임자의 업무

	제5절 행위지침과 인증
	제40조 행위지침
	제41조 승인된 행위지침 모니터링
	제42조 인증
	제43조 인증단체


	제5장 제3국이나 국제기구로의 개인정보 전송
	제44조 전송의 일반 원칙
	제45조 적절성 결정에 기초한 전송
	제46조 적절한 보호장치가 적용되는 전송
	제47조 구속력 있는 기업 규칙
	제48조 유럽연합 법률에 의해 허가되지 않은 전송이나 공개
	제49조 특정 상황에 대한 적용 완화
	제50조 개인정보 보호를 위한 국제 협력

	제6장 독립적 감독기관
	제1절 독립적 지위
	제51조 감독기관
	제52조 독립성
	제53조 감독기관 구성원에 대한 일반 조건
	제54조 감독기관 설립에 관한 규칙

	제2절 주무 권한, 업무 및 권한
	제55조 주무 권한
	제56조 지휘 감독기관의 주무 권한
	제57조 업무
	제58조 권한
	제59조 활동 보고서


	제7장 협력과 일관성
	제1절 협력
	제60조 지휘 감독기관과 다른 관련 감독기관의 협력
	제61조 상호 지원
	제62조 감독기관 공동 작업

	제2절 일관성
	제63조 일관성 메커니즘
	제64조 보호위원회 의견
	제65조 보호위원회에 의한 분쟁 해결
	제66조 긴급 절차
	제67조 정보 교환

	제3절 유럽정보보호위원회
	제68조 유럽정보보호위원회
	제69조 독립성
	제70조 보호위원회의 업무
	제71조 보고서
	제72조 절차
	제73조 위원장
	제74조 위원장의 업무
	제75조 사무국
	제76조 기밀유지


	제8장 구제, 배상책임, 처벌
	제77조 감독기관에 민원을 제기할 권리
	제78조 감독기관을 상대로 효과적인 사법적 구제를 받을 권리
	제79조 정보 관리자나 처리자를 상대로 효과적인 사법적 구제를 받을 권리
	제80조 정보 주체의 대리
	제81조 소송 절차 중단
	제82조 보상을 받을 권리와 배상책임
	제83조 과징금 부과에 대한 일반 조건
	제84조 처벌

	제9장 특정 처리 상황 관련 규정
	제85조 정보 처리와 표현 및 정보의 자유
	제86조 처리와 공식 문서에 대한 공공 접근
	제87조 국민식별번호 처리
	제88조 고용 관련 맥락에서의 처리
	제89조 공익을 위한 자료 보관 목적, 과학 또는 역사 연구 목적이나 통계 목적을 위한 처리와 관련한 보호장치 및 적용 완화
	제90조 기밀유지 의무
	제91조 교회 및 종교 단체의 기존 정보 보호 규칙

	제10장 위임 법령과 실행 법령
	제92조 위임의 행사
	제93조 위원회 절차

	제11장 최종 규정
	제94조 지침 95/46/EC 폐지
	제95조 지침 2002/58/EC와의 관계
	제96조 이전에 체결된 협약과의 관계
	제97조 집행위원회 보고서
	제98조 정보 보호에 관한 다른 유럽연합 법령 검토
	제99조 발효 및 적용



