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Measures for institutional responses against sexist hate speech

I . Introduction

In South Korea, hate speech against women first came to public attention in 1994 with
controversies over gender conflict issues such as a policy for the provision of additional
consideration to men who had finished their mandatory military service when they applied for
employment at public or private organizations. Grounded in stereotypes and prejudices against
women, misogyny is one of the common forms of hate behavior directed against minority
groups, which also include foreigners and LGBT people in Korea. It is distinctive compared to
other discriminatory comments or opinions in that it takes an extremist attitude that disparages

or sexually objectifies women.

The phenomenon of sexist hate speech appears to be worsening with the development of the
internet, as is hate and attacks against those who are different in general, e.g. those with
divergent ideas or those from different regions. Recently, misogynistic expressions are
increasingly being observed not only on the internet, but also in offline media and in face-to-face
situations. It is particularly concerning that some young people are routinely using sexist hate

speech, seemly without being aware of the gravity of the issue.

Misogynistic speech found on the internet falls outside of the normal range of language use in
that it is heavily loaded with vulgar words bearing a heightened level of hatred, causing
psychological damage to and compromising the social identities of women who use the internet.
It also intimidates women and discourages them from active participation in online activities. All
forms of hate speech are an iniquity that has a negative impact not only on the target group, but
also on society as a whole. In particular, misogynistic speech attacks women’s identity and

inflicts a serious psychological impact on them. It triggers negative consequences for men as

1 . . . . .
While women are not a minority in terms of numbers, they are in terms of power and resources compared to men.



well by distorting relations and provoking gender conflict. Consequently, it is necessary to
educate the public on the negative implications of sexist hate speech and on refraining from it.
In addition, those who use sexist hate speech with ill intentions must be duly punished in order
to communicate a societal message that such behaviors are unacceptable. However, hate
speech is not currently being properly regulated due to concerns that such regulation could

violate the principle of freedom of speech.

Here, I'd like to propose institutional measures to address sexist hate speech. | first suggest
legal measures of drafting and revising laws to prohibit sexist hate speech and potential self-
regulatory measures allowing internet service providers to address the problem on their

platforms.

2. Definition and classification of sexist hate speech

A. Definition of sexist hate speech

Sexist hate speech can be broadly defined as expressions that disparage, sexually objectify,
and/or subjugate women. However, a definition for the purpose of legal regulation needs to be
further specified based on the degree of gravity and actual plausibility of regulation of the

speech.

The purpose of classifying hate speech is to determine the plausibility and degree of regulation
based on the severity of the hate. Determining the severity of hate speech, however, is not an
easy task due to the multilayered nature of language and the subjectivity of personal judgement.
For example, it appears implausible to establish a consensus standard on the severity required
to be considered a severe insult or disparagement, on the acceptable range for freedom of
speech, and on whether or not an expression is intended to communicate discrimination/hatred.
A standard that changes case-by-case cannot serve as a principle. Therefore, a clear and
succinct definition is needed to classify hate speech that calls for legal regulation. All of the
definitions discussed above concur that hate speech that incites violence should be subject to
regulation. In particular, violence and incitement seem to be a prerequisite for criminal

punishment. Hence, sexist hate speech that amounts to a criminal offense can be defined as

hate speech that disparages, sexually objectifies, and/or subjugates women by threatening or

inciting violence against them.

Hate speech can also be classified into an expression of opinion or an expression of
disparagement and insult. There may be controversy about what is opinion and what is
disparagement. In principle, criticizing another sex based on common gender stereotypes can
be viewed as hate speech in the form of opinion. For example, criticism of women who fail to
fulfill traditional gender roles or an expression of hostility against the Ministry of Gender Equality
and Family would belong here. However, there are terms such as kimchinyeo that do not
appear to be overtly calling for any violence, but most people are aware that it implies a
disparagement of South Korean women. Nevertheless, the standard for judging this word to be
hate speech is nebulous and can be controversial, making it difficult to be used as a basis for
criminal prosecution even if the person who used it had the intention of belitting women. For
this reason, sexist hate speech is considered part of a normal expression of opinion unless it is

made in a form with a clear denotation.

The received sense of disparagement and insult is related to the degree of objectification,
belittlement, and defamation of the victimized woman. This also applies to the impact of name-
calling and contempt. If hate speech defined as an expression of opinion is subject to
educational correction, this type of hate speech can be considered a matter of civil defamation

or insult. Since typical hate terms such as kimchinyeo and mamchung (%) are generally used

as fad words, it would be difficult to address them through legal measures and instead the
public needs to be guided through education to voluntarily discontinue their use. In the case of
these words being used in combination with an expression of insult and/or incitement, however,

the degree of hatred should be considered aggravated.

2. Cases of sexist hate speech

A. Sexist hate speech in the form of an expression of opinion

We defined as an expression of opinion the following type of sexist hate speech: an expression

of hatred against women, the women’s movement, and/or women’s policies (Ministry of Gender



Equality and Family) that contains hate words targeting specific gender groups (hannamchung

(3H2), halapchung (&8%), kkolfemi (&1 1)), kimchinyeo, and seushinyeo (Z~A]\)) but does

not directly target or violate the rights of certain individuals or groups or incite violence.

B. Sexist hate speech that constitutes disparagement or insult

Cases of sexist hate speech classified as disparagements of or insults directed at individuals or
groups have the following characteristics: they contain hate words against a specific gender

(kimchnyeon (A XQ), boji (R.A]), changnyeo (%3), kkolfemi nazi (& v|W-X]), feminism joiseok
(Huly<= A, seats for pregnant women in public transportation), and seonghyeongchung
(A4¥%)) and contain the intention to disparage certain groups of people based on gender

stereotypes. Posts that sexually objectify women and compare Korean women with women from
other countries, mock the genitalia of the female president, or ridicule certain women are

included in this category.

C. Sexist hate speech amounting to violence or incitement

Cases of sexist hate speech amounting to violence or incitement shared expressions of
incitement to severe violence against women with certain perspectives of national security or

radical ideologies: e.g. “Go beat them up” (7}4] 27} sjF2}), “Take out their eyeballs” (+=712]&

Holof Et}), or “They should be raped” (7}7FslioF Fc}).

3. Measures for institutional responses against sexist hate speech

A. Status in South Korea

South Korea upholds freedom of speech and does not maintain specific laws to prohibit hate
speech. Hate speech against individuals can be dealt with under the crime of defamation or
insult as defined in criminal law. It can also be regulated if it constitutes what is defined as

unlawful information. However, the current system is insufficient to control the rapid expansion

of hate speech on the internet. It is therefore necessary to reflect on measures to regulate sexist

hate speech.

B. Suggestions for the introduction and revision of laws to regulate sexist
hate speech

The introduction of a law on hate speech would be welcomed as a symbolic gesture to indicate
that hate speech is prohibited in South Korea and would provide practical help in addressing the
problem. In this case, a provision on hatred needs to be introduced to the Criminal Code, and
women should be specifically included among the targeted groups. The conditions for
punishment should be limited to incitement of violence. Article 307 in the Criminal Code
regarding the crime of defamation, which is currently limited to defamation against individuals,
needs to be expanded to cover both individuals and groups. Instead of pursuing criminal
punishment, the prohibition of hate speech should be explicitly defined in the Gender Equality

Act in order to raise awareness of the harms of hate speech.

The introduction of a comprehensive anti-discrimination act would be another option given that
hatred is based on a discriminatory attitude against its victims. Such a law could specify the
prohibition of discrimination against individuals and groups on the basis of gender, race, religion,
and other grounds, and include hate speech as an aspect of discrimination. Another idea would
be to revive the Gender Discrimination Act that was repealed in 2005 and include provisions on

sexist hate speech.

Currently, the Act on Promotion of Information and Communications Network Utilization and
Information Protection includes a provision that defines defamatory content and content that
provokes fear and anxiety as unlawful. This provision on defamation should be revised from
“...in order to slander a person...” to “...in order to slander a person or group...” to ensure that it

can be applied to hate speech against women.

The Regulations on the Deliberation of Information and Communications by the Korea
Communications Standards Commission features a clause defining behaviors that harm social
integration and the social order, but hate speech is not included. This clause could be revised

so as to provide a clear basis for regulating hate speech: e.g. “inciting discrimination, prejudice,



or violence against individuals or groups on the basis of gender, religion, disability, age, social

status and background, region, or vocation without any justifiable cause.”

C. Addressing sexist hate speech through collective or self-regulation

Self-regulatory policies need to be established in order to allow online service providers to help
prevent the spread of hate speech on the internet. Self-regulation could be implemented in
either of two ways: Private service providers making collective responses or individual service

providers establishing and implementing their own regulations.

The Korea Internet Self-governance Organization (KISO) was launched in 2008 as part of an
effort to promote self-regulation of online portal services. It currently spans eleven member
organizations including Naver and AfreecaTV. Although the KISO maintains a policy of deleting
insults and hate speech directed against individuals on the basis of gender, hate speech has yet
to be eradicated on the service networks of its member organizations. It is necessary to clearly

define hate speech and implement a more effective monitoring and reporting system.

Among online service providers, YouTube, AfreecaTV, Naver TV, VLIVE, Twitch, Kakao TV,
Pandora TV, and Popkon TV have self-regulation policies for the content posted on their
networks. However, only YouTube, Twitch, and Kakao TV include provisions on hate speech.
YouTube and Twitch, in particular, highlight gender-based hate content as an area of concern.
Other service providers should follow their example and prohibit hate content on their networks

with clear procedures in place for reporting and penalties.

4. Conclusions

Sexist hate speech causes harm at both the conscious and unconscious levels. Teenagers who
use hate speech as fad words can unwittingly establish discriminatory attitudes toward the other
gender. Meanwhile, those who understand the implications of hate speech will experience
serious psychological distress when they are exposed to it. The widespread use of sexist hate

speech in classrooms, on the internet, and among friends is a serious problem. Efforts are

needed at awareness-raising and prohibition.

It can be difficult to educate about sexist hate speech. First of all, teachers may not understand
what they hear because it is used as slang terms among teenagers. Students can freely
participate in sexist hate speech amidst teachers’ indifference. Even when teachers know about
some terms, new ones continue to be coined in online communities and on personal broadcasts.
Students can adopt them nearly instantly, so simply listing prohibited words does not work. The
most effective and fundamental education is to teach students the implications and harm of
sexist hate speech. Along with this, the symbolic authority of the law is needed to help the public

come to understand that sexist hate speech violates social ethics and is forbidden.

| have suggested legal measures to address the problem based on relevant regulations in other
countries. While authorities in many countries are acutely aware of the need to regulate hate
speech against women, few have successfully done so. This is not because the problem lacks
gravity, but because of the patriarchal nature and deeply rooted practices of the related laws
and institutions. Another important point for consideration is the potential negative effect of
sexist hate speech on freedom of speech. Given that misogynistic aggression suppresses the
desire of women to speak, however, the prohibition of sexist hate speech can in fact increase
the overall level of freedom of speech. Our position is that the range of sexist hate speech
subject to legal regulation should be strictly limited so that expressions of opinion at the
common-sense level remain protected. Prohibiting sexist hate speech by law, ideally
complemented by self-regulation on the part of internet service providers, would serve as a

symbolic device to combat the problem and enable punishment when necessary.
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22 See further Kim Barker & Olga Jurasz, Online Misogyny as a Hate Crime: A Challenge for Legal

Regulation? (Routledge, 2019) pp 38-80.

21 Public Order Act 1986, s4(1).

Equality & NonDiscrimination, in her Report: ‘Ending cyber-discrimination and online hate’ Doc. 14217

18 Kim Barker & Olga Jurasz, Online Misogyny as a Hate Crime: A Challenge for Legal Regulation?
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(Routledge, 2019), 73.
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(Online) Hate Speech & Women — Perspectives from the UK

Keywors:
Online violence against women; hate speech; law; human rights; internet regulation.
Abstract:

The rapid growth of social media, and mobile Internet use has allowed more of us to
be connected to our social and virtual presences at all hours and in all locations. Most
of us never give much thought to what might go wrong with our social media profiles.
Few of us consider this to be likely. Yet there is a growing trend of social media
abuses, online harassment and cyber bullying, and hate speech activities. More and
more of these incidents are being reported, and there is a growing body of case law
surrounding such issues. But, what means of justice are available? Is it possible — or
even feasible — to draw the line between offensive speech, abusive speech, and
criminally prosecutable hateful speech? Why is it that online spaces are essential for
social interaction and participation but they remain fundamentally unfriendly — and
perhaps even unsafe — spaces for women and girls? What role do the platforms and
social media sites play in dealing with abusive online behaviours? Is it time that the
platform providers move beyond stereotypical attitudes, denials and fiascos, and
consider sustainable and effective regulation? What should this regulation consist of?
Is there a gap in responsibility between the platform providers’ levels of responsibility,
and the legal system intervention? How is the UK tackling this issue?

This paper will consider some of the prevalent issues surrounding social media
interactions, with a particular emphasis on social media harassment, online hate
speech, and forms of regulation before considering whether or not the legal system
is doing enough to combat and address such issues. It will argue that the
development of social media interactions is a significant feature of our online time,
and that problems this has brought with it are not being adequately addressed by the
regulatory mechanisms in the UK and the EU. This paper will consider the legal
responses to high profile online hate incidents, and assess the role of the platform
provider in resolving the issues, arguing that there is a responsibility gap. This paper
will conclude that there is room for improvement in terms of the legal system dealing
with these issues, especially from the perspectives of human rights, and internet
regulation.

This paper will outline the current phenomenon of online abuse and online hate, and
briefly outline the legal frameworks within the UK and EU, before considering the
limits of current laws for the regulation of online hate speech. The paper will
conclude by offering concrete suggestions on how to legislate and revise the
relevant legal provisions, and offer some contemporary comment concerning the
current reform agenda in the UK.

Introduction & Overview
“...things aren’t great, Internet. Actually, scratch that: they're awful.”’

Being a woman online is a dangerous thing. Being an active, outspoken woman online
is almost treacherous, and being an active outspoken woman online with opinions
that challenge conventional or majority opinion is akin to attracting death threats over
breakfast. Yet, this is the reality of online interactions for millions of women every
day. In many instances, there is no need to even be a high-profile woman online,
being a woman with an online social media presence is simply enough.

This is the reality of the social media ‘always on’ era. It is a particularly pernicious
phenomenon that sees women online being targeted — abusively, and with menace —
for sharing opinions, or commenting on contemporary social occurrences. That said,
while the issues facing women online are particularly prominent, and damaging
because of the gender bias involved, online abuse, and online hate are issues
affecting more than 40% of all adults.? Perhaps the most concerning of all though, is
the fact that this behaviour is viewed differently depending on your gender — studies
show that the perception of online abusive behaviour is viewed as a serious problem
by 70% of women, compared to 54% of men.3 The percentage of women viewing this
as a major issue, increases to 83% within the 18-29 age bracket* - something that
cannot be overlooked given that women in this group are the smartphone generation.
Quite simply, when these statistics are considered, it is difficult to argue that there is
not a significant problem with widespread online abusive behaviour.5

Other studies show that 6500 internet users are subjected to abusive behaviour
online in a period of just three weeks, amounting to the posting of around 10 000
abusive tweets.® These statistics are mirrored by the 2016 GirlGuiding Report which
reported that over half of young women in the 11-21 age bracket consider sexism
online to be far more of an issue, and, much more extreme than the sexism they
encounter offline.” Sexualised violence is a particular tool for the targeting of women
online, and it is women that readily identify where they have been subjected to abuse
because of their gender — the statistics from these reports highlight that

TWIRED, ‘Open Letter to the Internet’ (24 August 2016) https://www.wired.com/2016/08/open-letter-
to-the- internet/.

2Bruce Drake, ‘The darkest side of online harassment: Menacing behavior Pew Research Center (1
June 2015) https://www.pewresearch.org/fact-tank/2015/06/01/the-darkest-side-of-online-
harassment-menacing- behavior/.

3Maeve Duggan, ‘Men, women experience and view online harassment differently’ Pew Research
Center )14 July 2017) https://www.pewresearch.org/fact-tank/2017/07/14/men-women-experience-
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this is not a trivial issue, and when the substance of the abusive and hateful tweets is
considered, the impact is compounded still further.

This paper will outline key examples from within the UK that evidence the
problematic nature of online hate speech, and especially online hate which has a
gender motivation — referred to here as online violence against women (OVAW).
This paper will outline these examples, critiquing the legal response, before outlining
the current legal and regulatory framework within which these examples arose. The
paper will then outline the limitations of the current regulatory mechanisms before
commenting on the numerous current reform proposals in the UK. Finally, this paper
will offer concrete suggestions for reform to address not only online hate speech
generally, but specifically gender-based online hate speech. This section will also
consider non-legislative aspects, recognising that the law alone is not to blame for this
societal challenge, but must play a leading role in tackling the systemic attitudes that
allow it to flourish.

This is not a problem, nor a phenomenon that has a one-dimensional solution. While
it would be nice to think that a simple change in the law could offer a solution, it must
be borne in mind that the issue is one which stretches across cultures, generations,
societies, hierarchies, and of course jurisdictions.? It is also a challenge to the legal
order, not least because of the difficulties in tracing and identifying the perpetrators of
some of the abuse — these are added issues that are all part of the wider picture in
dealing with OVAW, online hate, and hate speech. The international community, and
international treaty bodies all have a leading role to play in this arena, but so too do
the platforms themselves which ultimately decide in their respective terms and
conditions which behaviours they will permit on their platforms, and which abusive
posts and comments they will continue to host. In essence, because of the privatised
nature of the hosting platforms, in grappling with the issues of online abuse and
online hate speech, there are risks attached that these spaces could become spaces
of privatised censorship, and therefore, as with all legal and societal challenges, it is
necessary to seek a balance.® It is important too, to remember that simply because
something is distasteful does not necessarily mean that it should be legally regulated,
nor that it should be removed from the online platform. In reality, the law — at least in
the UK — offers limited means of tackling online hate speech. It is therefore to the
current situation that this paper turns next.

Current Situation: OVAW & Hate

“You were supposed to be the blossoming of a million voices. We were
all going to democratize access to information together. But some of
your users have taken that freedom as a license to victimize others.
This is not fine... As you got bigger and stronger, more people wanted
to talk—but some of them were jerks, or worse. Remember flame wars?
You had no immune system, and you started to rot...”"°

8 Kim Barker & Olga Jurasz, Online Misogyny as a Hate Crime: A Challenge for Legal Regulation?
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OWIRED, ‘Open Letter to the Internet’ (24 August 2016) https://www.wired.com/2016/08/open-letter-
to-the- internet/.

The Council of Europe indicated in 2016 that the problems facing women online are
more systemic than just a handful of individuals taking issue with women posting
online, and in fact the true nature of OVAW is entrenched in societal attitudes:
“although it has taken a new dimension through the Internet, the root causes of sexist
hate speech preceded the technology and are fundamentally linked to the persistent
unequal power relations between women and men”.' Sadly, this statement is a
reflection of the manner in which technology has become a facilitator for the
suppression of women’s opinions, and the suppression of participation in our digital
societies — something which is an emerging human rights issue, and which needs
greater attention at international levels to reflect the steps taken by the United
Nations, especially in highlighting particular countries where this is most serious.'?

Within the UK, the problem — or challenge — posed by online expressions of hatred and
violence are rife, with the most high-profile and voluminous examples featuring
prominent and politically active women. Given the current volatile — and vitriolic —
political situation within the UK post-2016, there has been an explosion in the
prominence and volume of abusive, offensive, harmful, and illegal communications
sent via social media platforms. To illustrate the sale and severity of the problem, the
following examples exemplify the extreme abuse that women are subjected to online.

R v Nimmo & Sorley (2014) (unreported)

The first judicial consideration in the UK courts of hateful abuse communicated via
the micro- blogging site Twitter, saw two individuals — both notorious trolls —
sentenced to eight and ten week custodial sentences for issuing messages to Stella
Creasy MP, and equality campaigner Caroline Criado-Perez. The reason these
women had been subjected to death and rape threats, and abusive comments on
Twitter? They had dared to campaign for a women — instead of a man — to appear on
the new English bank note. In handing down custodial sentences, the judge, Riddle J,
stated: “...the serious harm caused by the offending behaviour makes it
inappropriate to impose anything other than an immediate custodial sentence...The
harm caused is very high.”'3 Whilst this decision ought to be applauded for giving
custodial sentences for gender-motivated hate speech, it too fails to be satisfactory.
The sentences issued were very short; the prosecution was only for the abusive
messaging amounting to the charges being brought only for the misuse of a
communications network, rather than charges being sought for the rape, and death
threats. Sadly, R v Nimmo & Sorley leaves some significant room for improvement in
tackling the problem. The case of R v Viscount St Davids is the second of the high-
profile cases to attempt to deal with the problem of online gender-based violence
(OGBV).

" Council of Europe, ‘Combating sexist hate speech’ (2016) 2 available at:
https://edoc.coe.int/en/gender- equality/6995-combating-sexist-hate-speech.html.

2 See for example: United Nations HRC ICCPR 4t Periodic Report (CCPR/C/KOR/CO/4) 2015
recommendation that the Government of the Republic of Korea needs to publicly indicate its
intolerance of every form of discrimination, including that of hate speech (para 16), but see also UN
CEDAW Committee 8™ Periodic Report (CEDAW/O/KOR/CO/8) 2018 where CEDAW Committee
recommended that the Government of the Republic of Korea adopt legal measures to prohibit
discrimination against women (para 13).

8 R v Nimmo & Sorley (unreported) (2014), ‘Sentencing Comments’ per Howard Riddle, 24 January 2014.
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R v Viscount St Davids (2017) (unreported)

The issue and actions in this case also concern the threatening and abusive
behaviour of a prominent woman. In this example, the Viscount was convicted of
racially abusing Gina Miller, who took the UK Government to court over the Brexit
referendum. Not liking her actions, nor the result of her legal challenge, Viscount St
Davids posted on Facebook a ‘bounty’ for the killing of Gina Miller, engaging in a
racist tirade as he did so. This tirade was not only racist, but included gender-bias too,
amounting to online hate speech. He was ultimately convicted of the misuse of a
communications network, and sentenced to 12 weeks in custody by Senior District
Judge (Chief Magistrate) Emma Arbuthnot. The prosecution here differs to that in Rv
Nimmo & Sorley because in R v Viscount St Davids, there was a clear racial element
at play, and that, not the threat nor the abuse on the basis of gender, is the reason
why there was an increased sentence of 12 weeks instead of the usual eight weeks,
handed down. Irrespective of the change in sentencing duration here, it is still a
derogatory signal in terms of how such abuses of women have been addressed by
the judicial system when it comes to gender-based hate online. The third example —
in the much more recent case of R v Couch (2019) — is more menacing but also
targets politically prominent women in a more indirect but still harmful manner.

R v Couch (2019) (unreported)

In this instance, again, online gender-based abuse was directed at a female member
of parliament. Heidi Allen MP was the victim in this instance, where the defendant,
Couch, sent two tweets and a Facebook post in January 2019 which — unlike in the
previous cases — escalated events because alongside the threatening social media
posts Couch included aerial photographs identifying the house of the victim. The
perpetrator followed these posts with a direct email to Heidi Allen, in which he stated
that people had been asking for her address bit he had not — yet — given it out. In the
sentencing remarks, District Judge Michael Snow highlighted the menacing nature of
the communications which alluded to the knowledge of the address of this
parliamentarian. Couch was convicted on two counts of an improper use of a
communications network, and subsequently sentenced to 24 weeks in custody. The
nature of the menace here was compounded by the defendant’s military background,
but the situation becomes more pronounced when the victim stated the impact that
this incident has had on her — she has stopped running around her village, installed
emergency lights, and installed panic buttons across her home. Whilst there is a
lengthier sentence imposed in this example, the 24 weeks is still a short sentence for
something as threatening and disturbing as revealing the private address and
movements of a leading political figure. The judge, in sentencing, highlighted that
threatening a parliamentarian was much more than an attack on an individual, and
represented nothing but, “a profound attack on democracy.” Consequently, in the
opinion of the District Judge, the actions here merited nothing less than a period in
custody.

In isolation, it may seem that this is a relatively trivial incident, but when this threat
against a woman MP is considered in light of the murder of fellow MP, Jo Cox, in
2016 by Thomas Mair, it is not something to be dealt with offhandedly. In sum
therefore, the situation here may not

4 R v Viscount St Davids (2017) (unreported) https://www.judiciary.uk/wp-content/uploads/2017/07/r-v-lord-

st-davids-20170714-sentencing-remarks.pdf, 4.

amount to hate speech per se, as it does in the cases of R v Nimmo & Sorley and R v
Viscount St Davids, but it does amount to online harassment, motivated by gender
bias. The context — the Internet, social media, threats, and women — all indicate the
problematic nature of firstly deviant social media use, and secondly, the ease of
conveying menace online, especially when that menace is directed at women.

Online Hate: The UK Approach

There has been a plethora of debate concerning the scope of legal provisions
dealing with online hate and how the criminal law — at least within the jurisdictions of
the UK, and England & Wales — ought to address it. The issue has been a matter of
consideration within the European Union too, with increasing attention falling on the
social media platforms and online content albeit from the focus-point of online
extremist and terrorist content.’® There is — understandably — a hierarchy of online
priorities when it comes to regulating online platforms such as Twitter and Facebook,
but the criminal law remains the dominant domestic force in dealing with hate speech,
and particularly online hate speech, directed at women or not.

The most used legal provision when it comes to dealing with offensive and abusive
communications in the UK does not relate to hate offences, but rather those of
communications misuse. The Communications Act 2003 contains two separate but
related offences within s127. Both of these can be utilised where there are menacing,
or “grossly offensive”'® online communications posted. These provisions do not
address hate and arguably impinge upon free expression rights, although it ought to
be noted that the provisions contained within Article 10 of the European Convention
on Human Rights stipulate that Article 10 rights are not an inviolable.' That said, in
considering provisions which could criminalise speech, s127 offences do not
criminalise speech as a default position,'® rather s127 offences consider individual
elements of speech which are regarded as problematic, and only deemed criminal by
a conviction through the courts.

The s127 offences equally do not consider the prejudice nor bias which is present in
the most abusive social media posts directed at women. Perhaps the biggest flaw in
the s127 framework falls on the notion that in order to be prosecutable, the
communication must have been grossly offensive rather than merely offensive or
abusive. As such, this imposes an incredibly high legal threshold to be satisfied — one
that has been highlighted as too stringent, and rarely achievable.'® It is conceivable
that the level required to satisfy a prosecution is so high because of the potential
censorship and free expression concerns, although there is no evidence to support
such justifications — certainly not from the guidance notes attached to the Act itself.

5 See e.g. Commission Recommendation of 1.3.2018 on measures to effectively tackle illegal
content online (C(2018) 1177 final) https://ec.europa.eu/digital-single-
market/en/news/commission-recommendation- measures-effectively-tackle-illegal-content-online.

6 Communications Act 2003, s127(1)(a), s127(2)(a) and s127(2)(c).

'7 Article 10(2) European Convention on Human Rights.
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® Ms Marit Maij, Rapporteur of the Council of Europe Parliamentary Assembly Committee on
Equality & Non- Discrimination, in her Report: ‘Ending cyber-discrimination and online hate’ Doc.
14217 (13 December 2016), para.32, available at: http://bit.ly/2hX6mPA.




The other main piece of legislation alongside the Communications Act is that of the
Malicious Communications Act 1988. This Act — which predates the Internet and the
social media eras — also contains two offences which can cover online abuse, albeit
the focus is somewhat different. The focus of section one of the Malicious
Communications Act is to address the sending of threats — something which happens
with alarming regularity in the context of abuse targeting women online. For instance,
all three of the case examples mentioned earlier could have seen additional charges
raised under the Malicious Communications Act as well as the Communications Act
— but this was resoundingly not what happened — largely because (presumably) the
sentencing available under the Communications Act 2003 is now higher than that
under the Malicious Communications Act 1988.

Beyond the communications misuse offences, other statutory provisions can be
utilised when dealing with online hate, and online offensive communications. In
dealing with threats, the Offences Against the Person Act (OAPA) 1861 could be
used, especially where threats to kill have been made via social media. The problem
here however is that the provision from 1861 was made without any conceivable
notion that it would one day be considered in the context of electronic threats to Kill.
The provision has however been highlighted as another in which the context in which
a threat is made is the key consideration.?° /f context is key, it is time this offence
was deployed in dealing with online hate directed at women.

Similarly, the Public Order Act (POA) 1986 contains a multitude of offences that
could all potentially address the online abuse and online hate seen to be directed at
women. The three offences contained within this much amended legislation all tackle
similar behaviours but attract different sentences. The behaviour in focus must
involve the use of threatening or abusive or insulting words or behaviour.2! At the
heart of these offences seems to rest the behaviour which is exactly what is
happening to women online. The challenge with these offences, however, is that
there is a need for someone to be in sight or hearing of the perpetrator who must
intend to cause harassment, alarm, distress or anxiety.?? It is difficult to hear someone
tweet abusively! Consequently, it seems unlikely that any of these offences can
prevail when dealing with online hate speech.

Finally, the Protection from Harassment Act 1997 offers slightly more hope for
women subjected to online hate as it contains four different offences that cover
behaviours equating to harassment, stalking, fear of violence to the person, and fear
of violence amounting to serious alarm or distress. The difficulties with the use of the
Protection from Harassment provisions are less pronounced than with the Offences
Against the Person Act 1861 and the Public Order Act 1986 because telephone
harassment,?® and threatening voicemails®* have both been considered under
offences where threats are made. It is therefore not inconceivable that it should apply
to pursue online abusive and threatening acts directed at women such as

20 Dhir v Saddler [2017] EWHC 3155 QB; Kim Barker & Olga Jurasz, Online Misogyny as a Hate Crime:
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21 Public Order Act 1986, s4(1).

22 See further Kim Barker & Olga Jurasz, Online Misogyny as a Hate Crime: A Challenge for Legal Regulati

(Routledge, 2019) pp 38-80.
B RV Ireland [1997] 3 WLR 534.
24 R v Peter’s (Juliet) [2002] EWCA Crim 1271.

Heidi Allen MP. Sadly, no high-level judicial action has yet considered this Act in a
social media and online hate case. It is something, which, is more baffling when the
Courts in Gough v DPP?® have specifically stated that insults can be abusive in the
majority of instances. Why then, are more prosecutions not pursued under the more
serious offences? It is in part attributable to the notion — voiced by the House of
Lords — that: “... there are aspects of the current statute law which might
appropriately be adjusted and certain gaps which might be filled. We are not
however persuaded that it is necessary to create a new set of offences specifically
for acts committed using the social media and other information technology..."?8

It is perhaps also attributable — at least in instances dealing with gender-motivated
hate — to the absence of gender within the hate crime legislation in the UK. This lacuna
essentially means that while you can be prosecuted — as Viscount St Davids was —
for the misuse of a communications network, and that misuse was motivated by — for
example — racial hatred, a higher sentence will be issued because racial hatred is a
recognised and protected characteristic. On the other hand, no such higher tariff can
be imposed because of gender. If therefore, Viscount St Davids had simply abused
Gina Miller for being women — rather than a black woman — he would have received
a sentence without an uplift. Under current UK law, there is no prosecutable hate
crime on the basis of gender. It is impossible to be sentenced because your online
speech was motivated by gender bias. This, as Barker & Jurasz point out, is hugely
problematic, and reinforces structural inequalities. It also makes addressing online
gender-based hate very difficult to tackle from a gender perspective. As such, there
are a number of barriers to (1) tackling gender-based hate; (2) tackling online hate
speech; and (3) making the Internet — and the ability to participate freely and fully —
truly ‘equal’.

Reform On the (Digital) Horizon?

Moving beyond the gaps in the communications and hate crime provisions in the UK,
there are glimmers of hope on the horizon when it comes to tackling entrenched
inequalities, and particularly the online hatred, and online abuse suffered by women.
Given the prevalence and phenomenon of the problem — arguably now a digital
epidemic — a suite of law reform proposals is under discussion from different
perspectives.

Firstly, the hate crime frameworks are under reform in the jurisdictions of England &
Wales, and Scotland. The agenda in Scotland is more advanced and more
progressive?’ with the Scottish Law Commission and the Scottish Government
ploughing ahead with plans to alter the grounds upon which hatred can arise. This
includes the potential new offence of misogynistic harassment,?® alongside the
introduction of a gender aggravator?® to allow — potentially —the

2 Gough v DPP [2013] EWHC 3267 (Admin).

%6 House of Lords Select Committee on Communications, Paper 37 (2014-15), 9.

27K Barker, ‘Online Misogyny, Hate Speech & Scotland: Two Steps Forward and 1 Step Back?’
GSPR (2018) 108 (11).
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incorporation of gender into the hate crime framework. This is very much a work in
progress and whilst provides a unique opportunity, also poses some potential hurdles,
not least in legally defining ‘misogyny’.

Secondly, the Law Commission in England & Wales is about to embark upon its own
review of the hate crime framework.% It too is considering changes to the protected
characteristics which can amount to hate crimes. There are — as yet — no clear
indicators as to the likely results of this review but it is the prediction of this author
that changes to the hate crime provisions will be made to expand the characteristics
which are enshrined and protected in the law.?' It is hoped this will include — for the
first time — gender.

Thirdly, also shortly expected is the review of the Offensive Communications
framework. This promises — should it progress — to be much more challenging
because it requires thought be given to elements of internet regulation as well as
communications. As explored here, the scale of the challenge is significant. No
details are — as yet — available — but again, it is hoped that the review and
consultation will move on from the holding position of the House of Lords in 2015,32
and will — at the very least — recognise that social media platforms need specific
attention3® and that the s127 Communications Act 2003 threshold must be lowered.

Beyond hate, and offensive communications, broader questions of internet regulation
abound. This has recently been the subject of UK government consultation through
the Online Harms White Paper.3* This is the government'’s strategy for making the
internet in the UK ‘safer’. At its heart is the proposal of a statutory duty of care that
could be imposed on social media — and other — platforms. The precise shape and
form of such a duty has not been fleshed out yet

— and raises some serious questions, not least of enforceability and consequences
for non- compliance. It is a particularly contentious suggestion — and one which is not
universally popular.3® That said, the most likely duty of care model is presumably the
notice & takedown model — albeit a statutory one. This is in effect, little other than the
European Union requirement that operates for terrorist content online. As such, the
Online Harms White Paper is something of a ‘white elephant’ in the room and is
misleading — for the simple fact that its aim is really about restrictions on free
expression by default and in advance of judicial decisions criminalising selected
elements of speech. Whilst pre-emptive and preventative measures are
understandable, they are arbitrary and directly contradictory to the ideals of a
democratic and digital society. It is to be hoped that should this be the model under
consideration, it will be stopped in its tracks.

30 aw Commission, ‘Law Commission review into hate crime announced’ (18

October 2018) https://www.lawcom.gov.uk/law-commission-review-into-hate-crime-

announced/.

31Kim Barker & Olga Jurasz, ‘Online misogyny as a hate crime: #TimesUp’ Law Commission Hate Crime
Conference, Oxford Brookes University, March 2019 (notes on file with author).

32 Kim Barker & Olga Jurasz, Online Misogyny as a Hate Crime: A Challenge for Legal Regulation?
(Routledge, 2019) 125.

33 House of Lords Select Committee on Communications, Paper 37 (2014-15), 9.

34DCMS, ‘Online Harms White Paper’ (8 April 2019)
https://www.gov.uk/government/consultations/online- harms-white-paper.

35 See for example: Edina Harbinja, Mark Leiser & Kim Barker et al, ‘BILETA Online Harms White
Paper: Consultation Response’ (May 2019) http://bileta.ac.uk/Publications/.

Conclusion:

Identifying behaviours online which are abusive, intimidatory, threatening, or hateful
is the first step, but categorising and dealing with the harms and implications have
proven to be incredibly difficult for the legal system but also for policing and judicial
bodies. The problem however, is that there is really a clash of ideas between the
users of these platforms — who increasingly regard them as spaces where the law
should dictate what is allowed to happen — and the platform owners who are entirely
private entities who set the rules and regulations of their own spaces. As Suzor
indicates, “the legal reality is that social media platforms belong to the companies
that create them, and they have almost absolute power over how they are run.”3
This creates an inevitable tension between regulators, users, and the platforms
themselves. There is a clear push for regulation and control from the users, and in
turn the regulators, which clashes with the role and interests of the platform owners
who have created spaces which are in high demand and high use but which are
public, and to which nobody can be compelled to sign up. This is the true crux of the
issue when it comes to control and legislating — assuming legislation is possible, and
achievable, the enforcement of the rules that legislation may introduce remains a
distinct challenge, especially where the regulation will most likely be attempting to
curb the operation of the platforms, which in turn will interfere with the business
model of that private entity. To interfere in such a manner is obviously regarded as a
threat by the platforms themselves, who regularly and consistently point out that
using social media platforms is optional, and users can choose to deactivate their
accounts and leave.

At this juncture, the situation returns to the idea of participatory spaces and inclusion
— in today’s digital society, it is almost impossible to fully participate without being
engaged in some way through social media. As such, not participating — either at the
insistence of the platform, or through choice because of the abuse and hate to which
one could be subjected — is a non- option. The other corollary to this is that where
there are individuals voicing hateful comments online through these privately run,
optional spaces, this could potentially still amount to a criminal infraction, and as
such, action ought to be taken by the policing bodies. After all, in the UK, if there
were abuse occurring inside of the home, and this matter were reported, it would be
fully investigated. The same cannot however, always be said to happen with online
hate speech — yet.

3 Nicolas P Suzor, Lawless — The Secret Rules That Govern our Digital Lives (CUP, 2019) 11.
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